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Preface

DISC, the International Symposium on DIStributed Computing, is an annual
conference for the presentation of research on the theory, design, analysis,
implementation, and application of distributed systems and networks. DISC 2003
was held on October 1–3, 2003 in Sorrento, Italy.

There were 91 regular papers submitted to DISC this year. These were
read and evaluated by the program committee members, assisted by external
reviewers. The quality of submissions was high and we were unable to accept
many deserving papers. Twenty-five papers were selected by the program com-
mittee to be included in these proceedings. It is expected that these papers will
be submitted, in a more polished form, to fully refereed scientific journals.

The Best Student Paper Award was selected from among the accepted papers
that were not co-authored by any program committee members. This year, the
award was given to Ittai Abraham for the paper “Probabilistic Quorums for
Dynamic Systems”, co-authored with Dahlia Malkhi.

The support of the University of Salerno, Italy and, in particular, its Dipar-
timento di Informatica ed Applicazioni is gratefully acknowledged. The review
process and the preparation of this volume were done using CyberChair. I also
thank Denise Lobo for her excellent help with these matters.

October 2003 Faith Ellen Fich
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Abstract. We provide results for implementing resilient consensus for
a (countably) infinite collection of processes.
– For a known number of faults, we prove the following equivalence

result: For every t ≥ 1, there is a t-resilient consensus object for
infinitely many processes if and only if there is a t-resilient consensus
object for t + 1 processes.

– For an unknown or infinite number of faults, we consider whether
an infinite set of wait-free consensus objects, capable of solving con-
sensus for any finite collection of processes, suffice to solve wait-free
consensus for infinitely many processes. We show that this implica-
tion holds under an assumption precluding runs in which the number
of simultaneously active processes is not bounded, leaving the gen-
eral question open.

All the proofs are constructive and several of the constructions have
adaptive time complexity. (Reduced to the finite domain, some improve
on the time complexity of known results.) Furthermore, we prove that
the constructions are optimal in some space parameters by providing
tight simultaneous-access and space lower bounds. Finally, using known
techniques, we draw new conclusions on the universality of resilient con-
sensus objects in the infinite domain.

1 Introduction

We explore the solvability of consensus when the number of processes which may
participate is countably infinite. The investigation broadens our understanding
of the limits of fault-tolerant computation. Recent work has investigated the
the design of algorithms assuming no a priori bound on the number of processes
[ASS02,CM02,GMT01,MT00]. Moreover, these assume that the number of active
processes may be infinite (in infinite runs). The primary motivation for such an
investigation is to understand the limits of distributed computation. While in
practice the number of processes will always be finite, algorithms designed for an
infinite number of processes may scale well: their time complexity may depend
on the actual contention and not on the total number of processes.
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2 M. Merritt and G. Taubenfeld

1.1 Basic Concepts

A factor in designing algorithms where the number of processes is unknown is
the concurrency level, the maximum number of processes that may be active
simultaneously. (That is, processes participating in the algorithm at the same
instant of time. This is often called point contention. A weaker possible definition
of concurrency, often called interval contention, is not considered here.) Follow-
ing [MT00,GMT01], we distinguish between the following concurrency levels:

– finite: There is a finite bound (denoted by c) on the maximum number of
processes that are simultaneously active, over all runs.

– bounded: In each run, there is a finite bound on the maximum number of
processes that are simultaneously active. (But there is no finite bound over
all runs.)

– unbounded: In each run, the number of processes that are simultaneously
active is finite but can grow without bound.

Notice that although an infinite number of processes may take steps in the same
run, we assume that the concurrency in any single state is finite.

Time complexity is computed using the standard model, in which each prim-
itive operation on a shared object is assumed to take no more than one time
unit. An algorithm is adaptive to process contention if the time complexity of
processes’ operations is bounded by a function of the number of processes active
before and concurrently with those operations. It is adaptive to operation con-
tention if the time complexity of processes’ operations is bounded by a function
of the number of operations active before and concurrently with those operations.
(The term contention sensitive was first used to describe such algorithms [MT93],
but later the term adaptive become commonly used.)

Each shared object presents a set of operations. For example, x.op denotes
operation op on object x. For each such operation x.op on x, there is an associated
access control list, denoted ACL(x.op), which is the set of processes allowed
to invoke that operation. Each operation execution begins with an invocation
by a process in the operation’s ACL, and remains pending until a response is
received by the invoking process. The ACLs for two different operations on the
same object can differ, as can the ACLs for the same operation on two different
objects. A process not in the ACL for x.op cannot invoke x.op.

A process may be either correct or faulty. Correct processes are constrained
to obey their specifications. A faulty processes follows its protocol up to a certain
point and then stops. (I.e., no Byzantine faults.) We generally use t to denote
the maximum number of faulty processes, and throughout the rest of the paper,
we assume that t ≥ 1. For any object x, we say x is t-resilient if any operation
invocation when executed by a correct process, eventually completes in any run
in which at most t processes fail. An object is wait-free if it can tolerate any
number of faults.

Next we define some of the objects used in this paper. An atomic register x, is
a linearizable object with two operations: x.read and x.write(v) where v �= ⊥. An
x.read that occurs before the first x.write() returns ⊥. An x.read that occurs after
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an x.write() returns the value written in the last preceding x.write() operation.
(Throughout, atomic registers are assumed to be wait-free, and with no limits
on the number of processes that may access them simultaneously.)

A (binary) consensus object x, is a linearizable object with one operation:
x.propose(v), where v ∈ {0, 1}, satisfying: (1) In any run, the x.propose() opera-
tion returns the same value, called the consensus value, to every correct process
that invokes it. (2) In any finite run, if the consensus value is v, then some
process invoked x.propose(v).

Many abstract objects support read operations: operations which return in-
formation about the state of the object, without constraining its future behavior
(c.f. [Her91]). Atomic registers (and some other abstract objects) also support
write() operations: operations that do not return a value, and which constrain fu-
ture object behavior independently of the state in which they are invoked. These
operations have long been known to be weak synchronization primitives [LA87,
Her91]. Since we are focusing here on strong synchronization such as consensus,
we define an operation to be powerful if it is neither a read nor a write() opera-
tion. for an object (or object type) x, we define ACLpow(x) to be the union of
ACL(x.op) for all powerful operations x.op of x.

An object specification also constrains another property: the access complex-
ity, Access(x), a bound on the number of distinct processes that may invoke pow-
erful operations in any well-formed run. Obviously, Access(x) ≤ |ACLpow(x)|.
An object x is softwired for n processes if ACLpow(x) is the set of all processes
(which in this paper is infinite) and Access(x) = n. An object x is hardwired for
n processes if Access(x) = |ACLpow(x)| = n.

For u ≥ n > t, we denote by (u, n, t)-cons a consensus object x that is
t-resilient, has Access(x) = n, and |ACLpow(x)| = u. That is, x is a t-resilient
consensus object in which in any well-formed run, at most n processes taken from
a fixed universe of u processes access it. Thus, (t+1, t+1, t)-cons is hardwired and
wait-free for t+1 processes, more generally (n, n, t) is t-resilient and hardwired for
n processes, (∞, n, t)-cons is t-resilient and softwired for n processes, (∞,∞, t)-
cons is t-resilient consensus for an infinite number of processes, and (∞,∞,∞)-
cons is wait-free consensus for an infinite number of processes.

For sets of object types x and y, the notation x ⇒ y (or y ⇐ x) means
that it is possible to implement all the objects of type x using any number of
objects of type y and atomic registers. The notation x ⇔ y means that both
x ⇒ y and x ⇐ y.

1.2 Summary of Results

We show how to implement t-resilient (and wait-free) consensus objects for in-
finitely many processes from consensus objects for finitely many processes. Fur-
thermore, we provide tight simultaneous-access and space bounds for these im-
plementations. Simultaneous-access measures the maximum number of processes
that are allowed to simultaneously invoke operations, other than atomic reads
and writes, on the same primitive object.
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Number of faults is known. We show that for every t ≥ 1: there is a t-resilient
consensus object for infinitely many processes iff there is a hardwired t-resilient
consensus object for t + 1 processes:

– ∀t ≥ 1 : [(t + 1, t + 1, t)-cons ⇔ (∞, t + 1, t)-cons ⇔ (∞,∞, t)-cons].

Number of faults is not known. For an unknown or infinite number of faults,
we consider whether an infinite set of wait-free consensus objects, capable of
solving consensus for any finite collection of processes, suffice to solve wait-free
consensus for infinitely many processes. We show that this implication holds
under an assumption precluding runs with unbounded concurrency, leaving the
general question open:

– [∀t ≥ 0 : (t + 1, t + 1, t)-cons] ⇔ (∞,∞,∞)-cons in runs with bounded
concurrency.

This result, enables to implement wait-free consensus for infinitely many pro-
cesses (assuming bounded concurrency) from any known solution for wait-free
consensus (deterministic or randomized) for only finitely many processes.

A lower bound. We show that,

– any implementation of a t-resilient consensus object for any number (finite
or infinite) of processes and t ≥ 1 must use: for every set of processes T
where |T | = t + 1, at least one object on which the t + 1 processes in T , can
simultaneously invoke powerful operations.

This result demonstrates the optimality (in terms of the number of strong ob-
jects) of our constructions. Finally, using known techniques, we draw new con-
clusions on the universality of resilient consensus objects in the infinite domain.

1.3 Related Work

We mention below previous work that specifically investigates models with in-
finitely many processes.

Computing with infinitely many processes has previously been investigated
in models with communication primitives stronger than read/write or studying
problems such as mutual exclusion that do not admit wait-free solution [MT00].
In [GMT01], wait-free computation using only atomic registers is considered. It
is shown that bounding concurrency reveals a strict hierarchy of computational
models, of which unbounded concurrency is the weakest model. Nevertheless,
it is demonstrate that adaptive versions of many interesting problems (collect,
snapshot, renaming) are solvable even in the unbounded concurrency model.

Randomized consensus algorithms for infinitely many processes has been ex-
plored in [ASS02]. The strongest result is a wait-free randomized algorithm us-
ing only atomic registers. Also, it is stated that standard universal constructions
based on consensus continue to work with infinitely many processes with only
slight modifications. In [CM02], active disk paxos protocol is implemented for
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infinitely many processes. The solution facilitates a solution to the consensus
problem with an unbounded number of processes. The solution is based on a
collection of a finite number of read-modify-write objects with faults, that em-
ulates a new reliable shared memory abstraction called a ranked register.

1.4 Overview of the Paper

The next two sections describe constructions of wait-free and t-resilient consen-
sus for infinitely many processes, from objects for finitely many processes. They
address softwired and hardwired base objects, and constructions of softwired
from hardwired. Interestingly, several of these constructions match the bounds
imposed by the results in Section 4. (Indeed, these bounds guided their discov-
ery.) In addition, several of the constructions presented are adaptive to process
or operation contention. In two cases, these lead to improvements of known re-
sults for finitely many processes, supporting the intuition that algorithms for
infinitely many processes will lead to adaptive and efficient algorithms for the
finite case, cf.[GMT01]. The third section following presents and discusses lower
bounds, and the final section discusses the universality of resilient consensus
objects in the infinite domain.

2 A Strong Equivalence for t-Resilience

The major result of this section is a strong equivalence between hardwired t-
resilient consensus and t-resilient consensus for an infinite number of processes:

Theorem 1. ∀t ≥ 1 : [(t + 1, t + 1, t)-cons ⇔ (∞,∞, t)-cons].
This theorem extends an equivalence result for finitely many processes alluded to
by Chandra et al [CHJT94]: ∀n > t ≥ 1 : [(t + 1, t + 1, t)-cons ⇔ (n, n, t)-cons].
Theorem 1 together with observations that (∞,∞, t)-cons objects are universal
for t-resilient objects (Corollary 4), implies the universality of the (seemingly)
restrictive (t + 1, t + 1, t)-cons objects, even for infinitely many processes.

Theorem 1 is a corollary of the major results of the next two subsections:
Theorem 2 in the first subsection shows (∞, t + 1, t)-cons ⇔ (∞,∞, t)-cons,
and Theorem 4 in the second subsection shows that (t + 1, t + 1, t)-cons ⇔
(∞, t + 1, t)-cons. (Note that the arrows from right to left are all trivial.)

2.1 Constructing t-Resilient Consensus from Softwired Consensus
for t + 1 Processes

This subsection presents a construction implementing t-resilient consensus for
an infinite number of processes from softwired consensus for t + 1 processes:
Theorem 2. ∀t ≥ 1 : [(∞, t + 1, t)-cons ⇔ (∞,∞, t)-cons].
This theorem is a consequence of the two lemmas that follow: The first im-
plements t-resilient consensus using test&sets, the second shows how to imple-
ment the test&sets from (∞, 2, 1)-cons. (The latter are trivial to implement from
(∞, t + 1, t)-cons.)



6 M. Merritt and G. Taubenfeld

Implementing (∞, ∞, t)-cons from (∞, t + 1, t)-cons and test&sets

Given a single (∞, t+1, t)-cons object, C, the challenge to implement t-resilient
consensus, or (∞,∞, t)-cons, is to reduce the infinite set of potentially active
processes to at most t + 1, each invoking a separate operation instance on the
base object. The algorithm below uses a separate test&set primitive for each of
the t + 1 potential invocations on C.

The linearizable test&set primitive supports a single parameter-less opera-
tion, test. Runs of instances of the this object are well-formed iff no two in-
vocations take the same process identifier as argument. The implementation is
trivially wait-free, and in failure-free, well-formed runs, the invocation linearized
first returns 1, and the remainder return 0. Moreover, once an invocation returns
0, the set of invocations that may return 1 is finite. It follows that in general
runs, if an invocation returns 0 and no other invocation returns 1, there is a failed
process with an invocation that is pending forever. By (∞,∞,∞)-test&set we
denote such an object which supports wait-free test operation invocations by
infinitely many processes, with any number of crash faults.
Lemma 1. There is an implementation of (∞,∞, t)-cons using one (∞, t+1, t)-
cons object, t + 1 (∞,∞,∞)-test&set objects, and one register.

Proof. The implementation in Figure 1 uses t + 1 instances, E1, ..., Et+1, of
(∞,∞,∞)-test&set objects. Each instance Ej is used to select a process to
access the softwired (∞, t + 1, t)-cons object C. Processes move through these
object instances in order, each process i invoking testi on E1, and moving on
to E2,... if it loses. (That is, if the invocation returns 0.) A process that loses
in all t + 1 test&set objects knows that there are t + 1 non-empty, disjoint sets
of processes contending for those objects. At least one such set contains only
correct processes, so it is safe to wait for the consensus value (from C) to be
announced via the Announce register. Hence, all correct processes either win a
test&set and access C, or read the consensus value in Announce. ��

Reduced to the finite case, the construction in Figure 1 is very similar to a
simulation construction in Chandra, et al [CHJT94]. The focus of Chandra et al
is for a model in which non-faulty processes must participate, a model we define
in Section 4 as participation required. This assumption introduces considerable
complexity that is the major focus of that paper. Figure 1 indicates that the
complex construction and special assumptions needed for the simulation can be
greatly simplified when participation is not required. (In the case that participa-
tion is required, the relationship between wait-free and t-resilient consensus for
infinitely many processes remains essentially unexplored. Given the anomalies
and complexities of this model for finitely many proceses (such as the special
case t=1, [LH00]), there may be surprises here.)

Implementing test&set objects from (∞, 2, 1)-cons
Lemma 2. (∞,∞,∞)-test&set can be implemented from a register and in-
finitely many (∞, 2, 1)-cons objects.
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proposei(u: boolean), returns boolean /* Code of invocation i. */
Shared:

E1..Et+1: (∞, ∞, ∞)-test&set objects.
C: (∞, t + 1, t)-cons.
Announce: register, initially ⊥.

Local:
level: integer, initially 1.

1 while (level ≤ t + 1) do
2 if invoke(test, i, Elevel) then /* If won Elevel, */
3 Announce := invoke(propose,u,C) /* propose u to C, */
4 return(Announce) /* set Announce and return, */
5 else level := level + 1 /* else move to next level. */

fi
od /* If lost all t + 1 levels, */

6 while (Announce = ⊥) do skip od /* spin on Announce and return. */
7 return(Announce)

Fig. 1. Implementing (∞, ∞, t)-cons from (∞, t + 1, t)-cons and test&sets.

Proof. The simple construction in Figure 2 implements a (∞,∞,∞)-test&set
object from the infinite array B[1..∞] of (∞, 2, 1)-cons objects and a single
doorway bit.

The implementation is quite simple: it treats the (∞, 2, 1)-cons object in-
stances B[1..∞] as an unbalanced infinite binary tree, where the left child of
tree node B[i] is the process that invokes testi, and the right child of B[i] is
the contending process (if any) that wins at node B[i + 1]. Contenders entering
as the left child propose the value 0, those from the right propose 1, and each
“wins” the node if their proposed value is returned. A familiar ‘doorway’ bit
ensures that the invocation of the eventual test&set winner is concurrent with
or precedes the invocation of any test&set loser.

In this construction, an invocation of invoke(test,i,E) requires at most i
operations on the embedded consensus objects–by balancing the tree, as in the
adaptive tournament tree of Attiya and Bortnikov [AB00], previously adapted
to infinite arrivals by Aspnes, Shah, and Shah [ASS02], this time complexity can
be easily reduced to O(log(i)). These time bounds have a nice consequence: if
processes first invoke a renaming algorithm adaptive to process contention, and
use the resulting name in the test&set algorithm (invoking the test operation
indexed by the new name), the entire construction will be adaptive to process
contention. Indeed, there is a one-shot linearizable, wait-free renaming object,
(∞,∞,∞)-rename, adaptive to process contention, for infinitely many processes
using registers [GMT01]. This renaming object supports the operation rename,
which invoked by process k returns a positive integer i as a new name, where i
is linear in the number of invocations to the object. (And distinct invocations
return distinct names.) ��
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testi, returns boolean /* Code of invocation i. */
Shared:

doorway: boolean, initially 0.
B[1..∞]: array of (∞, 2, 1)-cons.

Local:
step: index to B
result: boolean

1 if doorway then return(0) else doorway := 1 fi
2 step := i
3 result := ¬(invoke(propose,0,B[step]))
4 while ((step �= 1) and (result = 1)) do
5 step := step − 1 /* Step up in tree B. */
6 result := invoke(propose,1,B[step])

od
7 return(result) /* True iff won path to root in B. */

Fig. 2. Implementing (∞, ∞, ∞)-test&set from (∞, 2, 1)-cons.

Theorem 3. There is an implementation of (∞,∞, t)-cons, adaptive to process
contention, using registers, one (∞, t + 1, t)-cons object, and infinitely many
(∞, 2, 1)-cons objects.

Since (∞, t+1, t)-cons trivially implements (∞, 2, 1)-cons, Theorem 2 follows.

2.2 Constructing Softwired Consensus from Hardwired

Next we show that it is possible to replace softwired consensus objects with
hardwired consensus objects:
Theorem 4. ∀t ≥ 1 : [(t + 1, t + 1, t)-cons ⇔ (∞, t + 1, t)-cons].
This theorem extends known results for the finite case [CHJT94,BGA94]: ∀n >
t ≥ 1 : [(t + 1, t + 1, t)-cons ⇔ (n, t + 1, t)-cons]. (These constructions for the
finite case do not extend to the infinite. As we remark below, our constructions
are adaptive and more efficient when applied to the finite case.)

Theorem 4 follows from:
Theorem 5. There is an implementation of (∞, t + 1, t)-cons, adaptive to pro-
cess contention, using registers and for every set of processes T , where |T | ≤ t+1,
one (|T |, |T |, |T |−1)-cons object, C[T ], such that ACLpow(C[T ].propose()) = T .

Proof. The construction uses the fact that there is a long-lived, linearizable,
wait-free snapshot object, (∞,∞,∞)-snap, for infinitely many processes using
registers [GMT01], and which is adaptive to operation contention. Such a snap-
shot object supports two operations: write, which invoked by process i updates
a variable vi, and a scan which returns the (finite) set of all pairs (i, vi) such
that a write to vi is linearized before the scan.

Since we are implementing a (∞, t + 1, t)-cons object, out of infinitely many
processes at most t+1 may eventually participate. (Its access complexity is t+1.)
However, the identity of the participating processes are not known in advance.
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proposei(u: boolean), returns boolean /* Code of invocation i. */
Shared:

C[T ]: for every set T of at most t + 1 processes, (|T |, |T |, |T − 1|)-cons.
S: snapshot object with fields

level: integer, initially 0,
value: {⊥, 0, 1}, initially ⊥.

Result: {⊥, 0, 1}, initially ⊥.
Local:

snap, oldsnap: finite sets of (process, (level, value)) tuples, initially empty
toggle: boolean, iniitally 0,
result: boolean

0 if (Result �= ⊥) then return(Result)
1 invoke(write, i, (0, ⊥), S)
2 snap := invoke(scani,S)
3 while (participants(snap) �= participants(oldsnap)) do
4 result := invoke(proposei,max(snap, u),C[participants(snap)])
5 invoke(write,i,(|participants(snap)|, result),S)
6 oldsnap := snap
7 snap := invoke(scani,S)

od
8 Result := result
9 return(result)

Fig. 3. Implementing (∞, t + 1, t)-cons from (t + 1, t + 1, t)-cons.

The algorithm in Figure 3 uses a snapshot object S in which each variable
vi has two fields, vi.level, a natural number, and vi.value ∈ {⊥, 0, 1}. In the
write operation by process i, denoted by invoke(write, i, (a, b), S), a is written
to vi.level and b to vi.value.

If a scan operation returns a set s, define and val ∈ {0, 1}, then define:

– participants(s) to be the set of all indices i such that (i, vi) is in s.
– max(s, val) to be val if there is no tuple (i, v) in s such that v.value �= ⊥,

and otherwise to be the value of a v.value such that v.level ≥ u.level for all
(j, u) in s with u.value �= ⊥.

Since at most t + 1 processes participate, eventually the while loop will ter-
minate. Also, because all snapshots of the same size contain the same set of
participants, the agreement property of the consensus objects C[S] guarantee
that u.level = w.level implies u.value = w.value.

Take any complete run α (in which all correct participating processes ter-
minate), and let k be the minimum such that some invocation, consi, exits the
while loop after taking two successive snapshots of size k. We claim that all ter-
minating invocations return the last value r written by consi to vi.value. This
claim follows from a stronger claim: that in α if any process invokes propose(u)
on an object C[S] with |S| > k, then u = r, and that in any state of α, if
u.level ≥ k then u.value is either ⊥ or r. The proof of this claim is by induction
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on the size of sets S for which processes invoke propose operations on C[S],
from k to t + 1. By the argument above, if u.level = k then u.value = r, and
the basis follows.

Now suppose the claim holds for all values from k to k′ − 1. If no process
invokes propose on an object C[S] with |S| = k′, then no u.level is ever k′ and
the induction follows.

Suppose to the contrary that a non-empty set of processes invoke propose
on an object C[S] with |S| = k′, and hence also the result of these invocations
may be written to some u.value. (By the argument above, all such operations
return the same value.)

Some of these processes may propose the non-⊥ value from some w such that
w.level = k′, hence taking as input to C[S] the result from a previous propose
operation on C[S]. But a non-empty subset of processes see only w.level values
smaller than k′. Since these processes see a set of participants of size k′ > k,
they also see that vi.k is set to k. Hence, they will propose to the consensus
object C[S] a non-⊥ value of some w.value with w.level at least k but less than
k′, which by induction is r.

Note that any correct (hence termination) invocation either sees a value set
in the Result register, or enters and exits the while loop on line 3. The Result
register is only set by invocations that exit the same while loop, so it suffices to
consider the values of result in the latter invocations when they exit the while
loop. By definition, all such invocations see at least k participants, and by the
claim above, result = r.

Finally, note that the number of invocations to the embedded snapshot object
by any process is linear in the process contention. Since the snapshot is adaptive
to operation contention, the entire construction is adaptive to process contention.

��
As noted at the beginning of this section, using this construction from hard-

wired objects, the (∞, t + 1, t)-cons object in Figure 1 can be replaced with
hardwired objects. Moreover, the softwired (∞, 2, 1)-cons objects embedded in
the test&set objects can also be replaced with hardwired objects, proving the
next result. (The simultaneous access complexity of the construction is t+1 and
hence it matches the lower bound of Section 4. )

Theorem 6. There is an implementation of (∞,∞, t)-cons, adaptive to pro-
cess contention, using registers and one (|T |, |T |, |T | − 1)-cons for every set of
processes T where |T | ≤ t + 1, and infinitely many (2, 2, 1)-cons objects.

Designed for an infinite number of processes, this construction is more effi-
cient than previous constructions when the number of processes is finite. Prior
constructions have complexity exponential in n and t [CHJT94,BGA94]:

Corollary 1. There is an implementation of (n, n, t)-cons, adaptive to process
contention, using registers, one (|T |, |T |, |T | − 1)-cons for every set of processes
T where |T | ≤ t + 1, and O(tn3) (2, 2, 1)-cons objects.

(We note that a non-adaptive version of this construction, without renaming,
uses only O(tn2) (2, 2, 1)-cons objects.)
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If n > t, (n, n, t)-cons objects trivially implement (t+1, t+1, t)-cons. Hence,
Theorem 6 and Corollary 1 establish the equivalence of t-resilient and wait-free
consensus for both infinite and finite numbers of processes.

These are strong equivalences compared to the similar result for finite num-
bers of processes alluded to by Chandra et al [CHJT94], which requires the base
objects in the wait-free construction to be wait-free and soft-wired, so that the
n processes can “simulate” them. Our constructions run these objects as black
boxes, and need no such assumptions.

3 The Number of Faults Is Not Known or May Be
Infinite

A major open question is the relationship between t-resilient consensus and wait-
freedom for infinitely many processes: The result [∀t ≥ 0 : (t + 1, t + 1, t)-cons]
⇐ (∞,∞,∞)-cons is trivial, but what of the other direction? The major result
of this section shows the converse, but only in runs with bounded concurrency:

Theorem 7. [∀t ≥ 1 : (t + 1, t + 1, t)-cons] ⇔ (∞,∞,∞)-cons in runs with
bounded concurrency.

This theorem is a corollary of the following result:

Theorem 8. There are implementations of (∞,∞,∞)-cons for bounded con-
currency, using registers and either:

1. for every resilience bound t, t ≥ 1, one (∞, t + 1, t)-cons object, or
2. for every finite set of processes T , one (|T |, |T |, |T | − 1)-cons object.

Proof. Focusing on the second part of the theorem, as in Theorem 5, we use the
construction from Figure 3, but adding as shared objects hardwired (|T |, |T −1|)-
cons objects C[T ] for every finite set T (not just for those with |T | bounded by
t + 1).

Termination of the while loop is assured by the bounded concurrency as-
sumption: the Result register blocks more than a finite number of invocations
from entering the while loop. Otherwise the proof is identical. (The Result regis-
ter and lines 0 and 8 were not necessary for the previous case, where the number
of invocations was bounded by a known t.)

The first part of the theorem simply substitutes a single (∞, t + 1, t)-cons
object in place of the (infinitely many) hardwired objects for sets of size t+1. ��

As noted, it is an interesting open question whether the bounded concurrency
assumption is necessary in Theorem 7, or can it be replaced with unbounded
concurrency. An interesting weaker question is also open: whether consensus
for unbounded concurrency can be implemented from the set {(t + 1, t + 1, t)-
cons:t ≥ 1}, for a finite but unknown number of faults.
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4 Lower Bounds: The Simultaneous-Access Theorem

We first state a general theorem establishing a necessary condition for imple-
menting consensus in shared memory systems. (The proof is a detailed case
analysis along the lines of previous proofs, cf [FLP85,LA87]. Space constraints
preclude inclusion of details.) We show that when at most t processes may crash,
the consensus problem is only solvable in systems containing “enough” shared
objects on which “enough” processes can simultaneously invoke powerful oper-
ations. The theorem shows that there is a tradeoff between simultaneous-access
and space complexity: when more processes are allowed to access the same object
simultaneously, fewer objects may suffice to implement consensus.

We use the notation �-participation to mean that at least � processes must
participate. The two extreme cases are: (1) participation is not required (i.e.,
1-participation), and (2) participation is required. Participation not required is
usually assumed when solving resource allocation problems or when requiring a
high degree of concurrency, and is most natural for systems with infinitely many
potential participants. (It also has simpler compositional properties in t-resilient
constructions than does the participation required model, in which for example,
embedded objects must be shown to be accessed by sufficiently many processes
to assure invocation termination.)

For any object x, we say x is t-resilient assuming �-participation, if any
operation invocation when executed by a correct process, eventually completes
in any run in which each of at least � processes participates and in which at most
t processes fail.

Theorem 9 (The Simultaneous Access Theorem). In any implementation
of a t-resilient consensus object for any number (finite or infinite) of processes,
assuming �-participation and t ≥ 1, for every set of processes L where |L| =
max(�, t + 1) there is some set T ⊆ L where |T | = t + 1, such that for some
object o, all the processes in T can simultaneously invoke powerful operations
on o.

We explicitly state two interesting special cases:
Theorem 10. Any implementation of a (∞,∞, t)-cons where t ≥ 1, must use,

– when participation is required, for some set of processes T where |T | = t+1,
at least one object on which the t+1 processes in T can simultaneously invoke
powerful operations, and

– when participation is not required, for every set of processes T where |T | =
t+1, at least one object on which the t+1 processes in T can simultaneously
invoke powerful operations.

The last requirement may be satisfied by having just one object, whose access
control list includes all the processes, and on which every subset of t+1 processes
can simultaneously invoke powerful operations. The following observations follow
from the last theorem.
Corollary 2. Any implementation of (∞,∞, t)-cons where t ≥ 1, from registers
and t′-resilient consensus objects where t′ ≤ t, requires at least:
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– When participation is required, one (u, t + 1, t)-cons for some u > t.
– When participation is not required, for every set of processes T where |T | =

t + 1, a (u, t + 1, t)-cons for some u > t, which all the processes in T can
access.

Corollary 3. Any implementation of a wait-free consensus object for infinitely
many processes from registers and wait-free consensus objects for finitely many
processes requires, for every positive integer number k, (u, t+1, t)-cons for some
u > t ≥ k.

5 Universal Constructions for Infinitely Many Processes

Earlier work on fault-tolerant distributed computing provide techniques (called
universal constructions) to transform sequential specifications of arbitrary shared
objects into wait-free concurrent implementations that use universal objects
[Her91,Plo89,JT92]. Plotkin showed that sticky bits are universal [Plo89], and
independently, Herlihy proved the universality of consensus objects [Her91]. Her-
lihy also classified shared objects by their consensus number: that is, the maxi-
mum number of processes that can reach consensus using multiple instances of
the object and read/write registers [Her91]. In their work on randomized con-
sensus for infinitely many processes, Aspnes, Shah, and Shah mention simple
modifications to Herlihy’s universal construction for crash faults [Her91] to ac-
commodate the case that that the number of participating processes may be
infinite [ASS02]. As in [MMRT03], it is also possible to generalize the definition
of t-resilient object for which this construction is valid. (Herlihy’s universal con-
struction is wait-free for fixed n and implements any object with a sequential
specification. In a t-resilient setting, objects with inherently concurrent behav-
iors may be extremely useful. For example, once t + 1 active processes have
been identified, algorithms can safely wait for one of these (necessarily correct)
processes to announce the result of a computation–as in the algorithm in Fig-
ure 1.) Due to space constraints, we omit the full details of this generalization,
and assuming some familiarity with Herlihy’s construction, outline our interpre-
tation of the changes alluded to by Aspnes et al [ASS02], before stating their
consequences for our setting.

The key idea of Herlihy’s universal construction for n processes is for each
process to first announce its next invocation to a single-writer shared register,
then to compete (using consensus) to thread (a binary encoding of) its id to a
sequence of such ids. The state of the object can be inferred by reading this
sequence of threaded process ids, then mapping those via the shared register
to a sequence of invocations. To ensure every process invocation is eventually
threaded, each process helps others by threading another process before termi-
nating.

Specifically, to implement the jth invocation by process i, a description of
the invocation is first written in the shared register Announce[i][j]. Process i
contends with the other processes to thread this invocation (and that of another
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invocation by process k during the helping stage) by adding a binary encoding
of i (correspondingly, k) to Sequence[1...], of process-id’s, where each Sequence[k]
is a �log(n)� string of (n, n − 1)-cons objects.

As suggested by Aspnes, Shah, and Shah [ASS02], the first modification nec-
essary is to specify Sequence[k] as a consensus object over an infinite set of values.
Using an unbalanced, infinite binary tree, with binary consensus objects as inter-
nal nodes, the values tracing a path from leaf to root encodes the corresponding
input, extending binary consensus to an infinitary domain.

The second modification necessary is to carefully specify the order in which
processes help other invocations–and to ensure that each invocations looks to
help a pending invocation (if one exists) earlier in that order, before it seeks
to thread its own id. The simplest choice is for processes to invoke adaptive
renaming for each invocation, so that the j’th invocation by process i is mapped
to a new unique name k, bounded by a function of the previous and concurrent
invocations. The values of i and j can be recorded in the k’th entry of a new
array, Name to invocation[k]. This way, each invocation has a finite number of
preceding invocations in the order. Once a process i announces it’s j’th invoca-
tion, the (finite) number of pending invocations may be threaded ahead of it,
together with the finite number of invocations that precede it in this order (only
of course if they are invoked). After this, any other invocation will choose to
help this one.

Corollary 4. We have the following, assuming infinitely many processes and
t ≥ 1:

1. (∞, t + 1, t)-cons objects are universal for t-resilient objects.
2. (t + 1, t + 1, t)-cons objects are universal for t-resilient objects.
3. The infinite set of objects {(∞, t + 1, t)-cons} is universal for wait-free,

bounded concurrency objects.
4. The infinite set of objects {(t + 1, t + 1, t)-cons} is universal for wait-free,

bounded concurrency objects.

Proof. The first part of the corollary follows by implementing the consensus
objects in Sequence using Corollary 3, the second using Theorem 5. The last two
parts follow from Theorem 8.

We note also that the referenced corollary and theorems, together with the
use of renaming, support implementations that are adaptive to operation con-
tention. ��
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Abstract. This paper introduces a new interesting research question
concerning tasks. The weak-test-and-set task has a uniform solution that
requires only two Multi-Writer Multi-Reader (MWMR) registers. Re-
cently it was shown that if we take the long-lived version and require a
step complexity that is adaptive to interval contention then, like mutual
exclusion, no solution with finitely many MWMR registers is possible.
Here we show that there are simple tasks which provably cannot be
solved uniformly with finitely many MWMR registers. This opens up
the research question of when a task is uniformly solvable using only
finitely many MWMR registers.

1 Introduction

A uniform protocol [10,12,26,29] is one that does not use information about the
number of processors in the system. Such protocols, by definition, must work
with any arbitrary, but finite, number of participants. They are important in
dynamic settings in which we do not want to force an upper bound on the number
of participating processors. One of the simplest non-trivial uniform protocols is
a splitter [31,33], which requires only two shared registers, and can be directly
used to achieve a very weak form of mutual exclusion, in which (1) safety is
always guaranteed: no two processors enter the critical section, (2) liveness is
guaranteed only in solo executions: if a processor runs alone then it enters the
critical section, and (3) no re-entry in the critical section is possible (one-shot).1

Uniform protocols, however, are usually built on top of one-shot adaptive
collect [20], which is implemented by an infinite binary tree of splitters. Can
1 There are protocols to “reset” the splitter to allow re-entry, but these protocols are

not uniform.

F.E. Fich (Ed.): DISC 2003, LNCS 2848, pp. 16–29, 2003.
c© Springer-Verlag Berlin Heidelberg 2003

Verwendete Distiller 5.0.x Joboptions
Dieser Report wurde automatisch mit Hilfe der Adobe Acrobat Distiller Erweiterung "Distiller Secrets v1.0.5" der IMPRESSED GmbH erstellt.
Sie koennen diese Startup-Datei für die Distiller Versionen 4.0.5 und 5.0.x kostenlos unter http://www.impressed.de herunterladen.

ALLGEMEIN ----------------------------------------
Dateioptionen:
     Kompatibilität: PDF 1.3
     Für schnelle Web-Anzeige optimieren: Nein
     Piktogramme einbetten: Nein
     Seiten automatisch drehen: Nein
     Seiten von: 1
     Seiten bis: Alle Seiten
     Bund: Links
     Auflösung: [ 2400 2400 ] dpi
     Papierformat: [ 594.962 841.96 ] Punkt

KOMPRIMIERUNG ----------------------------------------
Farbbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 300 dpi
     Downsampling für Bilder über: 450 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Maximal
     Bitanzahl pro Pixel: Wie Original Bit
Graustufenbilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 300 dpi
     Downsampling für Bilder über: 450 dpi
     Komprimieren: Ja
     Automatische Bestimmung der Komprimierungsart: Ja
     JPEG-Qualität: Maximal
     Bitanzahl pro Pixel: Wie Original Bit
Schwarzweiß-Bilder:
     Downsampling: Ja
     Berechnungsmethode: Bikubische Neuberechnung
     Downsample-Auflösung: 2400 dpi
     Downsampling für Bilder über: 24000 dpi
     Komprimieren: Ja
     Komprimierungsart: CCITT
     CCITT-Gruppe: 4
     Graustufen glätten: Nein

     Text und Vektorgrafiken komprimieren: Ja

SCHRIFTEN ----------------------------------------
     Alle Schriften einbetten: Ja
     Untergruppen aller eingebetteten Schriften: Nein
     Wenn Einbetten fehlschlägt: Warnen und weiter
Einbetten:
     Immer einbetten: [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]
     Nie einbetten: [ ]

FARBE(N) ----------------------------------------
Farbmanagement:
     Farbumrechnungsmethode: Farbe nicht ändern
     Methode: Standard
Geräteabhängige Daten:
     Einstellungen für Überdrucken beibehalten: Ja
     Unterfarbreduktion und Schwarzaufbau beibehalten: Ja
     Transferfunktionen: Anwenden
     Rastereinstellungen beibehalten: Ja

ERWEITERT ----------------------------------------
Optionen:
     Prolog/Epilog verwenden: Ja
     PostScript-Datei darf Einstellungen überschreiben: Ja
     Level 2 copypage-Semantik beibehalten: Ja
     Portable Job Ticket in PDF-Datei speichern: Nein
     Illustrator-Überdruckmodus: Ja
     Farbverläufe zu weichen Nuancen konvertieren: Ja
     ASCII-Format: Nein
Document Structuring Conventions (DSC):
     DSC-Kommentare verarbeiten: Ja
     DSC-Warnungen protokollieren: Nein
     Für EPS-Dateien Seitengröße ändern und Grafiken zentrieren: Ja
     EPS-Info von DSC beibehalten: Ja
     OPI-Kommentare beibehalten: Nein
     Dokumentinfo von DSC beibehalten: Ja

ANDERE ----------------------------------------
     Distiller-Kern Version: 5000
     ZIP-Komprimierung verwenden: Ja
     Optimierungen deaktivieren: Nein
     Bildspeicher: 524288 Byte
     Farbbilder glätten: Nein
     Graustufenbilder glätten: Nein
     Bilder (< 257 Farben) in indizierten Farbraum konvertieren: Ja
     sRGB ICC-Profil: sRGB IEC61966-2.1

ENDE DES REPORTS ----------------------------------------

IMPRESSED GmbH
Bahrenfelder Chaussee 49
22761 Hamburg, Germany
Tel. +49 40 897189-0
Fax +49 40 897189-71
Email: info@impressed.de
Web: www.impressed.de

Adobe Acrobat Distiller 5.0.x Joboption Datei
<<
     /ColorSettingsFile ()
     /AntiAliasMonoImages false
     /CannotEmbedFontPolicy /Warning
     /ParseDSCComments true
     /DoThumbnails false
     /CompressPages true
     /CalRGBProfile (sRGB IEC61966-2.1)
     /MaxSubsetPct 100
     /EncodeColorImages true
     /GrayImageFilter /DCTEncode
     /Optimize false
     /ParseDSCCommentsForDocInfo true
     /EmitDSCWarnings false
     /CalGrayProfile ()
     /NeverEmbed [ ]
     /GrayImageDownsampleThreshold 1.5
     /UsePrologue true
     /GrayImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /AutoFilterColorImages true
     /sRGBProfile (sRGB IEC61966-2.1)
     /ColorImageDepth -1
     /PreserveOverprintSettings true
     /AutoRotatePages /None
     /UCRandBGInfo /Preserve
     /EmbedAllFonts true
     /CompatibilityLevel 1.3
     /StartPage 1
     /AntiAliasColorImages false
     /CreateJobTicket false
     /ConvertImagesToIndexed true
     /ColorImageDownsampleType /Bicubic
     /ColorImageDownsampleThreshold 1.5
     /MonoImageDownsampleType /Bicubic
     /DetectBlends true
     /GrayImageDownsampleType /Bicubic
     /PreserveEPSInfo true
     /GrayACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /ColorACSImageDict << /VSamples [ 1 1 1 1 ] /QFactor 0.15 /Blend 1 /HSamples [ 1 1 1 1 ] /ColorTransform 1 >>
     /PreserveCopyPage true
     /EncodeMonoImages true
     /ColorConversionStrategy /LeaveColorUnchanged
     /PreserveOPIComments false
     /AntiAliasGrayImages false
     /GrayImageDepth -1
     /ColorImageResolution 300
     /EndPage -1
     /AutoPositionEPSFiles true
     /MonoImageDepth -1
     /TransferFunctionInfo /Apply
     /EncodeGrayImages true
     /DownsampleGrayImages true
     /DownsampleMonoImages true
     /DownsampleColorImages true
     /MonoImageDownsampleThreshold 10.0
     /MonoImageDict << /K -1 >>
     /Binding /Left
     /CalCMYKProfile (U.S. Web Coated (SWOP) v2)
     /MonoImageResolution 2400
     /AutoFilterGrayImages true
     /AlwaysEmbed [ /Courier-BoldOblique /Helvetica-BoldOblique /Courier /Helvetica-Bold /Times-Bold /Courier-Bold /Helvetica /Times-BoldItalic /Times-Roman /ZapfDingbats /Times-Italic /Helvetica-Oblique /Courier-Oblique /Symbol ]
     /ImageMemory 524288
     /SubsetFonts false
     /DefaultRenderingIntent /Default
     /OPM 1
     /MonoImageFilter /CCITTFaxEncode
     /GrayImageResolution 300
     /ColorImageFilter /DCTEncode
     /PreserveHalftoneInfo true
     /ColorImageDict << /QFactor 0.9 /Blend 1 /HSamples [ 2 1 1 2 ] /VSamples [ 2 1 1 2 ] >>
     /ASCII85EncodePages false
     /LockDistillerParams false
>> setdistillerparams
<<
     /PageSize [ 595.276 841.890 ]
     /HWResolution [ 2400 2400 ]
>> setpagedevice



Uniform Solvability with a Finite Number of MWMR Registers 17

one-shot collect be accomplished with a finite number of MWMR registers? It
is known that mutual exclusion among n processors requires n shared regis-
ters [21], and hence admits no uniform implementations with bounded memory.
The proof of this result relies heavily on the long-lived (reusable) nature of mu-
tual exclusion. More recently, [1] has studied another variant of mutual exclusion
called weak-test-and-set. Roughly speaking, weak-test-and-set satisfies proper-
ties (1) and (2) above, but it allows re-entry after a processor has left the critical
section, so that weak-test-and-set is a long-lived (reusable) object. [1] shows
that weak-test-and-set has no uniform wait-free implementations with finitely
many MWMR registers. Like with mutual exclusion, the result relies heavily
on the long-lived nature of weak-test-and-set. For example, as observed above, a
“one-shot” version of weak-test-and-set has a trivial uniform wait-free implemen-
tation using a splitter, i.e., using a finite number of Multi-Writer Multi-Reader
(MWMR) registers. In this paper we show that long-livedness, accompanied with
the requirement that complexity adapt to interval-contention [2,3,4,5,7,8,9,11,13,
15,17,18,19,22,28,32,34], is not the only requirement that precludes a solution in
finite space. To do so, we introduce a new task [27] that is a simple generalization
of the one-shot weak-test-and-set. Roughly speaking, a task assigns a finite set
of possible output tuples for each possible set of participating processors. The
generalized weak- test-and-set task is specified as follows: The set of processors
p0, p1, p2, . . . is a priori partitioned into classes. The output tuple for a set of
participating processors that all belong to the same class is all 1’s. Otherwise an
output tuple for a participating set of mixed classes of processors consists of 0’s
and 1’s with no two processors of different classes outputting 1.

There is a very simple uniform solution to this task: a participating processor
registers its name and uses collect [14] to obtain the set of all registered pro-
cessors. If the set has more than one class then the processor outputs 0, else it
outputs 1. This protocol works, but requires an unbounded number of shared
MWMR registers. If we are limited to finitely many MWMR registers, we show
that the weak-test-and-set task has no uniform wait-free implementation. This
opens up the interesting research question of characterizing what tasks are uni-
formly solvable in finite space! Furthermore, we show that this impossibility relies
heavily on two assumptions: (1) that the cardinality of classes is not uniformly
bounded, and (2) that the number of classes is infinite. In fact, we show that if
we relax any of these assumptions, that is, if (!1) there is a single upper bound
on the number of processors in all classes or (!2) there are only finitely many
classes, then the generalized weak-test-and-set task has a uniform solution with
finitely many registers. (Note that neither (!1) nor (!2) means that the system
has finitely many processors).

Obviously, since collect solves the generalized weak-test-and-set, it cannot be
implemented with only finitely many MWMR registers.

Related Work

Uniform protocols, i.e., protocols that do not require a priori knowledge of the
number of processors in the system, have been studied, particularly in the context
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of ring protocols (e.g. [12,29]). Adaptive protocols, i.e. protocols whose step
complexity is a function of the size of the participating set, have been studied in
[4,5,6,16,22,32]. Adaptive protocols that only use the number n of processors to
bound their space complexity can be easily modified into a uniform protocol that
uses unbounded memory by replacing n with ∞. Long-lived adaptive protocols
that assume some huge upper bound N on the number of processors, but require
the complexity of the protocol to be a function of the concurrency have been
studied in [2,3,7,8,9,17,18,19,20,28,33].

As we mentioned before, the weak-test-and-set object is defined in [1]. It is a
long-lived object, rather than a single-shot task. Our generalized weak-test-and-
set task degenerates to a single-shot version of weak-test-and-set when there is
only one processor per class.

Generalized weak-test-and-set is related to group mutual exclusion [30], much
in the same way that weak-test-and-set is related to mutual exclusion. Group
mutual exclusion is a generalization of mutual exclusion in which multiple pro-
cessors may enter the critical section simultaneously, provided they are part of
the same group. It allows a processor to block if the critical section is occu-
pied by processors from another group. This is quite different from generalized
weak-test-and-set, which admits non-blocking solutions. Moreover, group mu-
tual exclusion is a long-lived problem, which needs to concern itself with reentry
into the critical section, whereas the generalized weak-test-and-set task is single
shot.

The covering technique used in our impossibility proof with finitely many
MWMR registers first appeared in [21] to show some bounds on the number of
registers necessary for mutual exclusion. However, the proof in [21] inherently
relies on the long-lived nature of mutual exclusion: it makes processors execute
mutual exclusion multiple times, while leaving some harmful residue for each
execution. In this way, after a large number of executions, the protocol must
finally fail. In our proof, we deal with tasks, which are inherently single-shot,
and so we require a different approach to get a contradiction in a single execution.
Fich, Herlihy and Shavit [25] gave an Ω(

√
n) lower bound on the number of multi-

writer multi-reader registers needed for randomized consensus. This also shows
non-uniformity for a one-shot task using only MWMR registers. Generalized
weak test-and-set, however, is a task that is much simpler and can hence be solved
much more easily than randomized consensus. Their [25] covering construction
relies heavily on the fact that processors need to agree on a decision. In our case,
this is not required. Processors can leave by simply outputting 0, whenever they
see any processor from a different group. As we will show in Section 5.1, there
is, for example, a very simple implementation of generalized weak test-and-set if
the number of groups is less or equal than the number of MWMR registers and
each group is possibly infinite, i.e. with infinitely many processors and finitely
many MWMR registers.
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2 Model

We consider an asynchronous shared memory system with registers, in which a
set Π of processors can communicate with each other by writing to and read-
ing from a finite number of registers. Registers are Multi-Writer Multi-Reader
(MWMR), meaning that they can be read and written by any processor in the
system, and they can hold values in N = {1, 2, . . .}. For some of our results, we
also consider Single-Writer Multi-Reader (SWMR) registers and, in fact, without
loss of generality, we assume that each processor has at most one such register
to which it can write (and it can be read by any processor).

The correctness condition for concurrent accesses to registers is linearizability.
The set Π of processors that may participate is countably infinite and, in

fact, we assume that Π = N. Elements of Π are called processor id’s. Not all
processors actually run simultaneously; in fact, in each run, only a finite number
of them execute. These are called the set of participating processors or simply
participants. Protocols running in our model are uniform: they do not know a
priori the number of participants or a bound on this number.

Processors may fail by crashing. A processor that does not crash is called
correct. We consider wait-free protocols, that is, protocols that guarantee that
correct processors always make progress, regardless of the behavior of other
processors (e.g., even when other processors have crashed).

2.1 Tasks

Traditionally, a task is defined to be a function from inputs to sets of outputs.
However, for our model with infinitely many processors, we assume without loss
of generality that the processor id and the input have been coalesced together
and we call both of them the processor id. Hence, we define a task T to be a
function that maps finite subsets S of processors to sets of outputs, where each
output is a map from S to N, that is T (S) ∈ 2S→N. Intuitively, T (S) is the
set of all possible outcomes when S is the set of participating processors. Each
outcome f ∈ T (S) is a mapping f : S → N that indicates the output of each
processor in S.

A protocol solves a task T if, whenever S is the set of participating processors,
there exists a mapping f ∈ T (S) so that every correct processor p outputs f(p).
Note that tasks are inherently “short-lived”: there is only one execution of a task
in a run of the system.

We say that a protocol for a task is adaptive [2,3,4,5,7,8,9,11,15,17,18,19,20,
22,28,34] if the number of steps (read/write operations) taken by each processor
is bounded by a function of the contention. To strengthen our impossibility
results, we use a very weak notion of contention: we define contention to be the
number of participants from the beginning of the run until the processor outputs
a value.
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3 The Generalized Weak Test-and-Set Task

Roughly speaking, in the generalized weak test-and-set task, processors are a
priori partitioned into classes, and the goal is for processors in at most one of
the classes to “win”, that is, to output 1. All other processors must output 0. In
order to avoid trivial solutions where every processor always outputs 0, we also
require that if all participants belong to the same class then they all output 1.

More precisely, the following two properties must be satisfied:

– All participants that output 1 belong to the same class;
– If all participants belong to the same class then they all output 1.

4 Impossibility Results

4.1 Impossibility with Finitely Many Registers

In this section, we show that there is no uniform solution for the generalized weak
test-and-set task with finitely many shared registers (either MWMR or SWMR).
Without loss of generality, we assume that all the registers are MWMR. In the
next section, we strengthen our impossibility result to allow an infinite number of
SWMR registers (and still a finite number of MWMR registers), but we assume
that the protocol is adaptive.

Theorem 1. There is no uniform wait-free implementation of the generalized
weak-test-and-set task in a system with finitely many shared registers.

We show the theorem by contradiction: assume there is such an implemen-
tation that uses only k registers r1, . . . , rk.

Definition 1. A register configuration is a k-tuple containing the state of each
register in the system.

Note that this notion only makes sense at times when all of the registers
have only one possible linearization (e.g., it does not make sense if there is an
outstanding write). This will always be the case in the states that we consider.

We now progressively construct many runs R1, R2, . . . such that in Ri, all
processors belong to the same class Ci. As we shall see, we will build a run Ri,j

that is a mix of Ri and Rj (for infinitely many j �= i ∈ N). Since all processors
in Ri belong to class Ci and all processors in Rj belong to Cj , where Ci ∩Cj = ∅
for all i �= j ∈ N, the id’s of processors in Ri are always different from the ones
in Rj . In this way, the processors running in Ri,j are the disjoint union of the
processors in Ri and Rj .

In each run Ri, we start bignum0 processors from class Ci and let them
execute solo, one after the other, until they are about to write to their first
register. Throughout this proof bignumh and bignum ′

h are large numbers to be
determined later (for every h ∈ N) .
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Fig. 1. Situation at the end of phase h of the inductive construction. Each set Xik

(resp. Xjk) represents a large number of processors from class i (resp. class j) that are
about to write to register rk. In run Ri (resp. Rj) there are only processors from class
i (resp. class j), and run Rij has the union of processors from Ri and Rj .

Our construction proceeds in phases that we construct inductively. We begin
with phase 0 of the construction:

Since there are only finitely many registers, we can pick an infinite subset
Rj1 , Rj2 , . . . of the runs R1, R2, . . . such that at least bignum ′

0 processors in each
run cover the same register, call it r1. To avoid cluttering up notation, we will
call these runs R1, R2, . . . rather than Rj1 , Rj2 , . . .

Now for every i �= j ∈ N, we can construct another run Ri,j as a combination
of Ri and Rj , that is, processors in Ri and Rj run solo, one after the other in some
irrelevant order, until they are about to write to r1. Note that for every i �= j,
all runs Ri and Ri,j have the same register configuration, since no processor has
yet written to any registers.

In phase 1, we extend Ri by starting bignum1 new processors (processors that
have not executed before) from class Ci and letting them run solo, one after the
other, until they either (a) terminate or (b) they cover a register different from
r1 (if they attempt to write to r1, we let them do so and let them continue
execute until they cover a register different from r1).

We now show inductively for any phase 1 ≤ h ≤ k that (a) cannot happen
in phase h.

Claim. For all 1 ≤ h ≤ k, i ∈ N, no processor executing steps in phase h of run
Ri will terminate in phase h.

Proof. We proceed inductively to build phase h of the construction from phase
h−1. At the end of phase h−1, we have runs Ri and Ri,j (for all i �= j ∈ N) such
that (1) in Ri there is a large number of processors covering r1, r2, . . . , rh−1, (2)
each processor in Ri and in Rj have the same state as in Ri,j . See Figure 1.
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To ensure that Ri and Ri,j have the same register configuration, we pick in
both runs processors (one for each register) that cover each of r1, r2, . . . , rh−1,
and let them execute one step. We do so for Ri (we will get back to Ri,j below).
Then, in Ri we start bignumh−1 new processors from class Ci and let them run
solo, one after the other, until they either (a) terminate or (b) they cover a
register different from r1, r2, . . . , rh−1.

We now show that no processor can terminate in phase h (i.e. that (a) cannot
happen):

By way of contradiction, assume that a processor p terminates before writing
to a register different from r1, r2, . . . , rh−1. Then p must output 1 by property
(1) of the generalized test-and-set task, since in Ri all processors are from class
Ci. Moreover, in Ri,j we can execute the same processors that executed one step
in Ri to overwrite r1, r2, . . . , rh−1, and then let p execute. Then, p will behave
exactly as in Ri; hence p outputs 1 in Ri,j . Now pick processors in Rj that
cover r1, r2, . . . , rh−1 (one for each register) and let them all execute one step
(overwriting the contents of r1, r2, . . . , rh−1). Do the same in Ri,j . We can now
start a new processor in Ri,j from class Cj and let it execute until completion.
Such a processor will behave as if it were running in Rj and hence will decide 1
in Ri,j . This violates property (2) of the generalized test-and-set task and shows
the claim. 	


Now since there are only finitely many registers, we can pick an infinite subset
Rj1 , Rj2 , . . . of the runs R1, R2, . . . such that at least bignum ′

h−1 processors cover
the same register, call it rh. To avoid cluttering up notation, we will call these
runs R1, R2, . . .rather than Rj1 , Rj2 , . . .

We now extend Ri,j by “pasting” runs Ri and Rj one after the other (Note
that, since in both runs we begin by allowing for each register r1, r2, . . . , rh−1,
one processor covering each such register to complete its write, it does not matter
which run comes first, say Ri as follows.) In Ri,j we allow the same processors
that executed one step in Ri to execute the same step in Ri,j and to overwrite
r1, r2, . . . , rh−1. Then we start bignumh−1 new processors from class Ci and let
them run solo. Such processors will behave exactly as in Ri and, after doing so,
processors in Ri will have the same state in both Ri and Ri,j .

We then paste Rj in the same manner. Thus, we have (1) in Ri there is a
large number of processors covering r1, r2, . . . , rh, and (2) each processor in Ri

or Rj have the same state as in Ri,j . This concludes phase h.
By carrying out these constructions until phase h = k+1 (recall that k is the

number of registers), we get a contradiction because a processor will be executing
forever (by Claim 4.1, the processor cannot terminate before it attempts to write
to a register different from r1, r2, . . . , rk, but unfortunately there is no such
register).

4.2 Infinitely Many SWMR Registers

We will now show that our impossibility result holds for adaptive implementa-
tions even if we allow processors to use an infinite number of SWMR registers
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(but finite number of MWMR registers). Without loss of generality, we assume
that each processor has one SWMR register assigned to it. In this case the runs
constructed in Theorem 1 might not be valid anymore since in Ri,j processors
from Ri might read the SWMR register of a processor from Rj and not write to
r1 (r1, ..., rh−1 respectively) anymore and instead terminate with 0. Moreover,
processors from Ri in Ri,j might read the SWMR register of a processor from Rj

causing them to terminate. Note, however, that in Ri and Rj itself, we do not
need to worry about covering processors being discovered through their SWMR
registers. As long as processors from say Ri do not “discover” any processor
from Rj in Ri,j they are still forced to write to a new MWMR register. Note,
moreover, that in Ri,j there are no traces of the processors covering the MWMR
registers r1, ..., rh−1 in any MWMR register that could “point” a processor say
from Ri to the SWMR registers of a processor from Rj .

To avoid these problems, we use a technique first presented by Afek, Boxer
and Touitou [1]. We prevent processors whose SWMR registers are later read
from taking part in the constructed runs. So, at any given state in a run Ri,j , if
processor p from Ri (Rj) reads the SWMR register of processor q from Rj (Ri)
and q is participating and currently covering one of the MWMR registers, then we
construct another run in which q is replaced by another processor q′. Processor
p will still read the same SWMR registers, i.e. of q and not of q′. Let Ri,j be the
run in which q is participating and R′

i,j be the run in which q′ is participating.
As in [1], the behavior of q and q′ is somewhat equivalent, i.e. they are both
writing and covering the same MWMR registers in Ri,j and R′

i,j . A processor
like q′ always exists because: (1) There is a large enough set of processors to
select q′ from since only a bounded number of processors participated in the run
so far and we are able to choose from infinitely many processors. (2)Processor p
can perform only a bounded number of read operations - exactly a function of
the number of processors that performed steps so far.

During all the runs Ri,j , some i, j, previously constructed, we maintain a
large enough set of “equivalent” runs. These runs allow us to replace the run
at any given point in which we enter a dangerous state, i.e. a state where a
processor from one class reads the SWMR register of a participating processor
from another class.

Definition 2. Let p be a processor participating in run Ri. We say that a state
s in run Ri,j is i-transparent for p, if there is a run segment starting at s in
which p takes steps that p cannot distinguish from a run segment in Ri.

Definition 3. Two runs Ri,j and R′
i,j are equivalent with respect to a set of

processors G from Ri (Rj) if (1) the state at the end of both runs Ri,j and R′
i,j is

i- transparent (j-transparent) with respect to G, (2) the MWMR registers r1, ..., rh

covered in Ri,j and R′
i,j are the same and they are covered by processors from

the same classes and (3) if processor p ∈ G participating in Ri (Rj) participates
in both Ri,j and R′

i,j then p cannot distinguish between the two.

When constructing a run Ri,j in the proof, whenever a covering processor
q from Ri (Rj), that we selected to participate in the run is discovered by a
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processor from Rj (Ri) we need to replace it by a processor q′ from Ri (Rj) that
cannot be discovered.

We achieve this by considering an equivalent run in which q′ takes steps
instead of q. Note that if we remove q from Ri,j we also automatically remove
it from Ri.

Theorem 2. There is no uniform adaptive wait-free implementation of the gen-
eralized weak-test-and-set task in a system with finitely many MWMR registers
and infinitely many SWMR registers.

Proof. We proceed as in the proof of Theorem 1: We progressively construct
many runs R1, R2, . . . such that in Ri, all processors belong to the same class
Ci. We will build a run Ri,j that is a mix of Ri and Rj (for infinitely many
j �= i ∈ N). In this way, the processors running in Ri,j are the disjoint union of
the processors in Ri and Rj .

In each run Ri, we start bignum0 processors from class Ci and let them
execute solo, one after the other, until they are about to write to their first
register. As before, bignumh and bignum ′

h are large numbers to be determined
later (for every h ∈ N) .

The construction proceeds in phases that we construct inductively. We begin
with phase 0 of the construction:

Since there are only finitely many registers, we can pick an infinite subset
Rj1 , Rj2 , . . . of the runs R1, R2, . . . such that at least bignum ′

0 processors in each
run cover the same register, call it r1. To avoid cluttering up notation, we will
call these runs R1, R2, . . . rather than Rj1 , Rj2 , . . .

Now for every i �= j ∈ N, we can construct another run Ri,j as a combination
of Ri and Rj , that is, processors in Ri and Rj run solo, one after the other in some
irrelevant order, until they are about to write to r1. Note that for every i �= j,
all runs Ri and Ri,j have the same register configuration, since no processor has
yet written to any registers.

In phase 1, we extend Ri by starting bignum1 new processors (processors that
have not executed before) from class Ci and letting them run solo, one after the
other, until they either (a) terminate or (b) they cover a register different from
r1 (if they attempt to write to r1, we let them do so and continue executing).
We show inductively for any phase 1 ≤ h ≤ k that (a) cannot happen in phase
h.

Claim. For all 1 ≤ h ≤ k, i ∈ N, no processor executing steps in phase h of run
Ri will terminate in phase h.

Note that this is the inductive claim from Theorem 1. The proof of this
claim, however, might not be valid anymore, since in each phase 1 ≤ h ≤ k, a
participating processor p in Ri,j might read the SWMR register of a processor
q from class Cj and immediately output 0. To avoid this problem, we construct
in each phase h of the construction for each i �= j ∈ N, i.e. each Ri,j a run R′

i,j

that is equivalent to Ri,j . In the new run R′
i,j we remove active processors that

are later “discovered” by other active processors, i.e. any processor covering a
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register, whose SWMR register is later read by another participating processor,
has been removed in R′

i,j . So, for each participating processor p that reads the
SWMR register of participating processors q0, ..., qn (from class Cj), we replace in
R′

i,j , q0, ..., qn with processors q′
0, ..., q

′
n from class Cj . Hence in R′

i,j the processors
q′
0, ..., q

′
n take steps instead of q0, ..., qn and no participating processor reads the

SWMR register of q′
0, ..., q

′
n. Intuitively, we construct such a new run R′

i,j that
is equivalent to Ri,j by repeating the construction of the current run from the
beginning. In the new run we remove participating processors from Rj (Ri) that
are later discovered from processors in Ri (Rj). We replace them with other
processors that are from Rj (Ri) that are not discovered and whose behavior is
equivalent.

It remains to show that there are always such replacement processors q′. This
follows from the fact that (1) in any given phase a processor is allowed to read
at most a bounded (by a function of the number of processors that performed
any steps up to this stage) number of SWMR registers. By the generalized weak
test-and-set task specification, a participating processor cannot perform at any
given stage an unbounded search of all (infinitely) many SWMR registers, since
it would then possibly enter a deadlocked state. (2) Only a finite number of
processors participated up to any given stage. This means, we are always able
to select all needed processors q′ from an infinite set of processors. (Note, that
this might require us to adjust bignumh for each phase h such that we always
are able to chose q′ from sufficiently many processors.)

Hence we obtain a construction where no processor reads the SWMR register
of any other participating processor. Such a construction has the properties of
the run in Theorem 1. Hence the proof of the claim follows. As in the proof of
Theorem 1, this proves the theorem. 	


5 Possibility Results

The following two possibility results prove that our impossibility result for an
implementation with a constant number of MWMR registers relies heavily on
the following two assumptions: (1) that there are infinitely many classes of pro-
cessors, and (2) that there is no finite bound b on the number of processors
that are in the same class. In fact, we now provide uniform implementation with
finitely many MWMR registers when either (!1) there is a single upper bound
on the number of processors in all classes or (!2) there are only finitely many
classes.

5.1 Number of Classes Is Finite

To implement generalized weak-test-and-set with a finite number k of classes
of processors (where each class can have an infinite number of processors), we
simply assign a MWMR register to each class. All MWMR registers initially
contain ⊥. A processor executing the generalized weak-test-and-set algorithm
A simply first writes 1 to the MWMR register corresponding to its class and
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then scans all other MWMR registers. If it sees 1 only in the MWMR register
assigned to its class, it outputs 1. Otherwise, it outputs 0.

Theorem 3. Algorithm A is an implementation of the generalized weak-test-
and-set task with finitely many classes of processors using only a constant number
of MWMR registers.

Proof. Let C be a class of processors. Since all processors in C write the same
value (1) to the same MWMR register and since this value once written is never
changed, the processors in C, for each of the finitely many such classes C, emulate
a single writer. Hence the claim follows. 	


5.2 Number of Processors in Each Class Is Uniformly Bounded

Assume there is an upper bound b < ∞ on the size of each class C of processors
(but there may be an infinite number of classes). We now provide an imple-
mentation B of generalized weak-test-and-set using only a constant number of
MWMR registers.

The implementation uses splitters in a way described by Attiya, Fouren and
Gafni [20]. A splitter is defined as follows: A processor entering a splitter exits
with either stop, left or right. It is guaranteed that if a single processor enters
the splitter, then it obtains stop, and if two or more processors enter it, then
there are two processors that obtain different values. Implementation B uses a
complete binary tree of depth b + 1. Each vertex of the tree contains a splitter.
As in the adaptive collect algorithm of Attiya, Fouren and Gafni [20], a processor
acquires a vertex v; from this point on the processor stores its values in v.val.

A processor moves down the tree according to the values obtained in the
splitters along the path: If it receives left it moves to the left child; if it receives
right, it moves to the right child. A processor marks each vertex it accesses by
raising a flag associated with the vertex; a vertex is marked if its flag is raised.
The processor acquires a vertex v when it obtains stop at the splitter associated
with v; then it writes its id and class identifier into v.id. A processor that acquired
a vertex then as in [20], by traversing the part of the tree containing marked
vertices, in DFS order, collects the values written in the marked vertices. If it
sees a processor from a different class than its own, it outputs 0, else 1.

If a processor p executing this implementation reaches a leaf of the tree, i.e.
depth b + 1, without acquiring a vertex, it immediately outputs 0. Since the
bound on the membership of the class of processors is b, there must be at least
one processor participating that does not have the same initial value as p.

Theorem 4. Algorithm B is an implementation of the generalized weak-test-
and-set task with a bounded by b number of processors in each class of processors
using only a constant number of MWMR registers.

Proof. Immediate. 	
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6 Conclusion

Afek et al [1] showed that a long-lived task requires an infinite number of MWMR
registers in case there is no a priori bound to the number of the participating
processors. We have extended this result showing that the long-liveness is not
necessarily the crucial ingredient that raises the need for infinite memory. This
raises the interesting question on when such a memory is really required. Another
way of extending the result in [1] is to notice that the proof there actually requires
the concurrency to exceed the number of MWMR registers. What if we do not
have an a priori bound on the concurrency? Can we nevertheless use a fortiori
a finite number of MWMR registers? I.e., can splitters be reused in a uniform
protocol? We conjecture they cannot—a conjecture that if proven will make the
research area of adaptive algorithms a bit less appealing.

Acknowledgement. We are thankful to the DISC referees for valuable com-
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Abstract. We consider the time complexity of shared-memory mutual exclusion
algorithms based on reads, writes, and comparison primitives under the remote-
memory-reference (RMR) time measure. For asynchronous systems, a lower bound
of Ω(log N/ log log N) RMRs per critical-section entry has been established in
previous work, where N is the number of processes. In this paper, we show that
lower RMR time complexity is attainable in semi-synchronous systems in which
processes may execute delay statements. When assessing the time complexity of
delay-based algorithms, the question of whether delays should be counted arises.
We consider both possibilities. Also of relevance is whether delay durations are
upper-bounded. (They are lower-bounded by definition.) Again, we consider both
possibilities. For each of these possibilities, we present an algorithm with either
Θ(1) or Θ(log log N) time complexity. For the cases in which a Θ(log log N)
algorithm is given, we establish matching Ω(log log N) lower bounds.

1 Introduction

Recent work on shared-memory mutual exclusion has focused on the design of algo-
rithms that minimize interconnect contention through the use of local spinning. In local-
spin algorithms, all busy waiting is by means of read-only loops in which one or more
“spin variables” are repeatedly tested. Such variables must be either locally cacheable or
stored in a local memory module that can be accessed without an interconnection net-
work traversal. The former is possible on cache-coherent (CC) machines, while the latter
is possible on distributed shared-memory (DSM) machines.

In this paper, several results concerning the time complexity of local-spin mutual
exclusion algorithms are given. Time complexity is defined herein using the remote-
memory-reference (RMR) measure [8]. Under this measure, an algorithm’s time com-
plexity is defined as the total number of RMRs required in the worst case by one process
to enter and then exit its critical section. An algorithm may have different RMR time
complexities on CC and DSM machines, because variable locality is dynamically deter-
mined on CC machines and statically on DSM machines (see [7]).

In this paper, we consider mutual exclusion algorithms based on reads, writes, and
comparison primitives such as test-and-set and compare-and-swap (CAS). A compari-
son primitive is an atomic operation on a shared variable v that is expressible using the
following pseudo-code.
& Work supported by NSF grant CCR 0208289.
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compare and fg(v, old , new)
temp := v;
if v = old then v := f(old , new ) fi;
return g(temp, old , new)

For example, CAS can be specified by defining f(old , new) = new and g(temp,
old , new) = old .

In earlier work, Cypher [11] established a time-complexity lower bound of
Ω(log log N/ log log log N) RMRs for any asynchronous N -process mutual exclusion
algorithm based on reads, writes, and comparison primitives. In recent work [5], we pre-
sented for this class of algorithms a substantially improved lower bound of Ω(log N/
log log N) RMRs, which is within a factor of Θ(log log N) of being optimal, since
algorithms based only on reads and writes with Θ(log N) RMR time complexity are
known [22].1 The proofs of these lower bounds use the ability to “stall” some processes
for arbitrarily long durations, and hence are not applicable to semi-synchronous systems,
in which the time required to execute a statement is upper-bounded.

A number of interesting “timing-based” mutual exclusion algorithms have been de-
vised in recent years in which such bounds are exploited, and processes have the ability
to delay their execution [2, 4, 16, 17]. Such algorithms are the focus of this paper. We
exclusively consider the known-delay model [4, 16, 17], in which there is a known upper
bound, denoted ∆, on the time required to read or write a shared variable.2 For simplicity,
all process delays are assumed to be implemented via the statement delay(∆). (Longer
delays can be obtained by concatenating such statements; we will use delay(c · ∆) as a
shorthand for c such statements in sequence.)

In prior work on timing-based algorithms, the development of algorithms that are
fast in the absence of contention has been the main focus. In fact, to the best of our
knowledge, all timing-based algorithms previously proposed use non-local busy-waiting.
Hence, these algorithms have unbounded RMR time complexity under contention.

Contributions. In this paper, we present time-complexity bounds for timing-based algo-
rithms under the known-delay model in which all busy-waiting is by local spinning. (Our
results are summarized in Table 1, which is explained below.) Under this model, the class
of algorithms considered in this paper can be restricted somewhat with no loss of gen-
erality. In particular, comparison primitives can be implemented in constant time from
reads and writes by using delays [3, 19]. Thus, it suffices to consider only timing-based
algorithms based on reads and writes. In the rest of the paper, all claims are assumed to
apply to this class of algorithms, unless noted otherwise.

When assessing the RMR time complexity of timing-based algorithms, the question
of whether delays should be counted arises. Given that ∆ is necessarily at least the dura-
tion of one RMR, it may make sense to count delays. Accordingly, we define the RMR-∆

1 In contrast, several Θ(1) algorithms are known that are based on noncomparison primitives (e.g.,
[6, 9, 12, 18]). We do not consider such algorithms in this paper.

2 Equivalently, statement executions can be considered to take place instantaneously (i.e., atomi-
cally), with consecutive statement executions of the same process occurring at most ∆ time units
apart. We adopt this model in our lower bound proof. The known-delay model differs from the
unknown-delay model [2], wherein the upper bound ∆ is unknown a priori, and hence, cannot
be used directly in an algorithm.
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RMR Time Complexity RMR-∆ Time Complexity

Arch. Delays Bounded Delays Unbounded Delays Bounded/Unbounded

DSM Θ(1) {ALG. DSM} Θ(1) {ALG. DSM} Θ(1) {ALG. DSM}
CC Θ(1) {ALG. CC} Θ(log log N) {ALG. T, Thm. 3} Θ(log log N) {ALG. T, Thm. 2}

time complexity of an algorithm to be the total number of RMRs and delay(∆) state-
ments required in the worst case by one process to enter and then exit its critical section.
(Note that this measure includes the total delay duration as well as the number of delay
statements, since ∆ is fixed for a given system.)

On the other hand, one might argue that delays should be ignored when assessing
time complexity, just like local memory references. For completeness, we consider this
possibility as well by also considering the standard RMR measure (which ignores de-
lays). One limitation of the RMR measure is that it allows algorithms with long delays
to be categorized as having low time complexity. For this reason, we view the RMR-∆
measure as the better choice.

As we shall see, the exact semantics assumed of the statement delay(∆) is of rele-
vance as well. It is reasonable to assume that a process is delayed by at least ∆ time units
when invoking this statement. However, it is not clear whether a specific upper bound on
the delay duration should be assumed. For completeness, we once again consider both
possibilities.

Our results are summarized in Table 1. The headings “Delays Bounded/Unbounded”
indicate whether delay durations are assumed to be upper bounded. Each table entry gives
a time-complexity figure that is shown to be optimal by giving an algorithm, and for the
Θ(log log N) entries, a lower bound. Due to space constraints, ALGORITHMS DSM
and CC, as well as one of our lower bounds, are presented only in the full version of
this paper [14]. The main conclusion to be drawn from these results is the following: in
semi-synchronous systems in which delay statements are supported, substantially smaller
RMR time complexity is possible than in asynchronous systems when devising mutual
exclusion algorithms using reads, writes, and comparison primitives, regardless of how
one resolves the issues of whether to count delays and how to define the semantics of the
delay statement.

In the following sections, we present ALGORITHM T, a Θ(log logN) algorithm, and
a matching Ω(log logN) lower bound for CC machines under the RMR-∆ measure.

2 A Θ(log logN) Algorithm

In this section, we describe ALGORITHM T (for “tree”), illustrated in Fig. 3, in which
each process executes Θ(log log N) RMRs and Θ(log logN) delay statements in order
to enter and then exit its critical section. Upper bounds on delays are not required.

ALGORITHM T is constructed by combining smaller instances of a mutual exclusion
algorithm in a binary arbitration tree. A similar approach has been used in algorithms
in which each tree node represents an instance of a two-process mutual exclusion algo-
rithm [13, 22]. If each node takes Θ(1) time, then Θ(logN) time is required for a process
to enter (and then exit) its critical section.
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Table 1. Summary of results. Each entry gives a time-complexity figure that is shown to be optimal.
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Fig. 2. Structure of an arbitration tree of TreeType , of
order k. (a) A “verbose” depiction, showing dynamic
links for its components. (b) A simplified version.

In order to obtain a faster algorithm, we give the tree an additional structure, as
follows. For the sake of simplicity, we assume that N = 22K holds for some integer
K > 0. (Otherwise, we add “dummy processes” to the nearest such number. Since
log log 22K = K, such padding increases the algorithm’s time complexity by only a
constant factor.) We say that a binary arbitration tree has order k if it has 2k (non-leaf)
levels and 22k leaves, as shown in Fig. 1. A tree of order zero is a two-process mutual
exclusion algorithm. A tree T of order k > 0 is divided into the top 2k−1 levels and the
bottom 2k−1 levels: the top levels constitute a single tree of order k − 1, and the bottom
levels, 22k−1

distinct trees of order k−1. (This structure is rather similar to the van Emde
Boas tree [21], which implements a Θ(log log u)-time search structure over a fixed set of
integers in the range 1..u.) We call these subtrees T ’s components. Thus, T consists of a
single upper component and 22k−1

lower components, where the root node of each lower
component corresponds to a leaf node of the upper component. These components are
linked into T dynamically by pointers, so a process can exchange a particular component
S with another tree S′ (of order k − 1) in Θ(1) time.

We also say that tree S is a constituent of tree T if either S is T or S is a constituent
of another component of T . Associated with each tree T is a field called winner , which
is accessed by CAS operations. (As noted earlier, CAS can be implemented in Θ(1) time
using delays [3, 19].) A process p attempts to establish T.winner = p by invoking CAS,
in which case it is said to have acquired T . The structure of an arbitration tree explained
thus far is depicted in Fig. 2. (The waiter field is explained later.)

Arbitration tree and waiting queue. We start with a high-level overview of ALGO-
RITHM T. A tree T0 of order K and N leaves is used, in which each process is statically
assigned to a leaf node. The algorithm is constructed by recursively combining instances
of a mutual exclusion algorithm for each component of T0. The process that wins the out-
ermost instance of the algorithm (i.e., that associated with T0) enters its critical section.

Note that, for each process p, its path from its leaf up to the root in T0 is contained
in two components, namely, some lower component Li and the upper component U . To
enter its critical section, p attempts to acquire both components on this path (by invoking
CAS on Li.winner , and then on U.winner). If p acquires both components, then it may
enter its critical section, by invoking ExecuteCS . As explained shortly, p may also be
“promoted” to its critical section after failing to acquire either tree. (In that case, p may
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TreeType = record
order : 0..K;
upper : pointer to TreeType;

lower : array[0..(22order−1 − 1)] of
pointer to TreeType;

winner , waiter : (⊥, 0..N − 1)
end

shared variables
T0: (a tree with order K);
Spin : array[0..N − 1] of boolean;
Promoted : (⊥, 0..N − 1) initially ⊥;
WaitingQueue: queue of {0..N − 1}

initially empty;

process p :: /∗ 0 ≤ p < N ∗/
while true do
0: Noncritical Section;

1: Spin [p] := false;
2: AccessTree(&T0, p);
3: TryToPromote();
4: Signal() /∗ open the barrier ∗/
od

procedure TryToPromote()
/∗ promote a waiting process (if any) ∗/
5: q := Promoted ;
6: if (q = p) ∨ (q = ⊥) then
7: next := Dequeue(WaitingQueue);
8: Promoted := next ;
9: if next *= ⊥ then
10: Spin[next ] := true fi

fi

procedure ExecuteCS(side : 0, 1)
11: if side = 1 then await Spin [p] fi;
12: Entry2(side);
13: Critical Section;
14: Wait(); /∗ wait at the barrier ∗/
15: Exit2(side)

procedure AccessTree(
ptrT : pointer to TreeType, pos : 0..N − 1)

16: k := ptrT -> order ;
17: if k = 0 then /∗ base case ∗/
18: ptrT -> waiter := p;
19: ExecuteCS(1);
20: return

fi;

21: indx := %pos/22k−1&;
22: ptrL := ptrT -> lower [indx ];
23: if CAS(ptrL -> winner ,⊥, p) *= ⊥ then

24: AccessTree(ptrL, pos mod 22k−1
);

/∗ recurse into the lower component ∗/
25: return

fi;

26: ptrU := ptrT -> upper ;
27: if CAS(ptrU -> winner ,⊥, p) *= ⊥ then
28: AccessTree(ptrU , indx )

/∗ recurse into the upper component ∗/
else

29: if ptrT = &T0 then
30: ExecuteCS(0)

else
31: ptrT -> waiter := p;
32: ExecuteCS(1)

fi;

/∗ update the upper component ∗/
33: ptrC := GetCleanTree(k − 1);
34: ptrT -> upper := ptrC ;
35: delay(∆0);
36: Enqueue(WaitingQueue, ptrU -> waiter)

fi;

/∗ update the lower component ∗/
37: ptrC := GetCleanTree(k − 1);
38: ptrT -> lower [indx ] := ptrC ;
39: delay(∆0);
40: Enqueue(WaitingQueue, ptrL -> waiter)

Fig. 3. ALGORITHM T, unbounded space version. (Each private variable used in AccessTree is
assumed to be on the call stack.)

have acquired only Li, or neither Li nor U .) To arbitrate between these two possibili-
ties, an additional two-process mutual exclusion algorithm is invoked inside ExecuteCS
(lines 12 and 15 in Fig. 3), which can be easily implemented in Θ(1) time [22]. Promoted
processes invoke ExecuteCS (side) with side = 1, and other processes with side = 0.
In any case, p later resets any component(s) it has acquired.

The algorithm also uses a serial waiting queue, named WaitingQueue, which is ac-
cessed only within exit sections. A “barrier” mechanism (lines 4 and 14) is used that
ensures that multiple processes do not execute their exit sections concurrently. As a re-
sult, WaitingQueue can be implemented as a sequential data structure, in which each
operation takes Θ(1) time. When a process p, inside its exit section, discovers another
waiting process q, p adds q to the waiting queue. In addition, p dequeues a process r from
the queue (if the queue is nonempty), and “promotes” r to its critical section (lines 5–10).
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Fig. 4. An example of recursive execution. The left-side boxes represent the winner field; the
right-side ones, waiter . (a) A process qs acquires both Lj and U and performs a regular (non-
promoted) entry. (b) Process p acquires Li, but fails to acquire U . (c) p recurses into U , acquires
its two components ULk and UU , and becomes U ’s primary waiter. (Note that the tree depicted
here is U , not T0.) (d) Process qs, in its exit section, updates T0.upper to point to a clean tree, C,
delays itself, and enqueus p onto WaitingQueue .

The barrier is specified by two procedures Wait and Signal. Since executions of
Wait are serialized by Entry2 and Exit2, we can easily implement these procedures in
O(1) time. In CC machines, Wait can be defined as “await Flag ; Flag := false” and
Signal as “Flag := true,” where Flag is a shared boolean variable. In DSM machines,
a slightly more complicated implementation is required, which can be found in [14].

Recursive execution. We now consider the case that a process p fails to acquire both
of its components of T0. (Until we consider the exit section below, p is assumed to be
defined as such.) Assume that p fails to acquire S (which may be either Li or U ), because
some other process qs has already acquired it. The case for S = U is illustrated in Fig. 4.
In this case, p recurses into S (we say that p “enters” S), and executes an identical mutual
exclusion algorithm, except for one difference: if p acquires both components of S along
its path inside S (which we denote by SLk and SU , respectively), then instead of entering
its critical section, it writes its identity into another field waiter of S (Fig. 4(c)). We say
that p is the primary waiter of S in this case. If p still fails to acquire both SLk and SU ,
then it recurses further into the component it failed to acquire. Therefore, we have:

Property 1 A process p that enters a tree S (-=T0) eventually becomes the primary
waiter of some constituent S′ of S.

Once p becomes a primary waiter, it stops and waits until it is promoted by some
other process.

After p enters S, it tries to acquire SLk in Θ(1) steps. If p succeeds, then it tries to
acquire SU in Θ(1) steps. Otherwise, some other process r has already acquired SLk.
That process will eventually attempt to acquire SU in Θ(1) steps, unless it has already
done so. Since the first process to attempt to acquire SU succeeds, we have the following.

Property 2 If some process enters a tree S, then some process becomes S’s primary
waiter in Θ(1) steps, that is, in O(∆) time.

Inside its exit section, process qs (which has acquired S) first delays itself by
∆0 = Θ(∆) time, and then examines its path in order to discover other waiting pro-
cesses (Fig. 4(d)). In particular, for each component qs has acquired (including S), qs
determines if that component has a primary waiter. Thus:

Property 3 If a process q acquires a tree S, then q enqueues S’s primary waiter (if any)
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As explained shortly, p may enter S only before qs finishes its delay. Because p has
entered S, by Property 2, qs’s delay ensures that qs indeed finds a primary waiter of S.

If p is the primary waiter of S, then qs enqueues p onto the waiting queue; otherwise,
qs enqueues the primary waiter of S, which eventually executes its exit section and ex-
amines the components of S it has acquired. Continuing in this manner, every process
that stopped inside S, including p, is eventually enqueued onto the waiting queue. Thus,
p eventually enters its critical section.

Exit-section execution. We now consider the exit section of a process p. As explained
before, the barrier mechanism ensures that exit-section executions are serialized. For
each component S of T0 that is acquired by p (which may be Li or U ), p updates T0’s
pointer for S so that it now points a “clean” tree C, as shown in Fig. 4(d). We assume
the existence of a function GetCleanTree , which returns a pointer to a previously unused
tree of a given order. (This results in unbounded space complexity. Space can be bounded
by recycling used trees, as shown in [14].) Note that some process may still be executing
inside S, which is now unlinked from T0.

As explained above, after unlinking S, p delays itself by ∆0, and thus ensures that if
any process has entered S (the “old” component), then some process has become its pri-
mary waiter. p then checks for the primary waiter ofS, and enqueues the waiter if it exists.

From the discussion so far, it is clear that the mutual exclusion algorithm at each
tree T of order k incurs Θ(1) RMR-∆ time complexity, plus the time required for a
recursive invocation at some component (of order k − 1) of T . (Note that p may recurse
into either Li or U , but not both.) Thus, Θ(k) RMR-∆ time complexity is incurred at T ,
and Θ(K) = Θ(log logN) at T0.

A version of ALGORITHM T with bounded space is presented in detail in [14]. From
ALGORITHM T, we have the following theorem.

Theorem 1. The mutual exclusion problem can be solved with Θ(log log N) RMR-∆
(or RMR) time complexity on CC or DSM machines in the known-delay model. !

3 Lower Bound: System Model

In this section, we present the model of a shared-memory system used in our lower-bound
proof. Due to space limitations, we only prove the lower bound in Table 1 pertaining to
the RMR-∆ measure. Our system model is similar to that used in [5, 8].

Shared-memory systems. A shared-memory system S = (C, P, V ) consists of a set of
computationsC, a set of processes P , and a set of variables V . A computation is a finite
sequence of timed events. A timed event is a pair (e, t), where e is an event and t is
a nonnegative real value, specifying the time e is executed. An event e, executed by a
process p ∈ P , has the form of [p,Op, . . .]. We call Op the operation of event e, denoted
op(e). Op can be one of the following: read(v), write(v), or delay, where v is a variable
in V . For brevity, we sometimes use ep to denote an event executed by process p. The
following assumption formalizes requirements regarding the atomicity of events.

Atomicity Property: Each event ep is one of the following.
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• ep = [p, read(v), α]. In this case, ep reads the value α from v. We call ep a read event.
• ep = [p, write(v), α]. In this case, ep writes the value α to v. We call ep a write event.
• ep = [p, delay]. In this case, ep delays p by a fixed amount ∆, defined so that each

event execution finishes in ∆ time. We call ep a delay event. !

In a computation, event timings must appear in nondecreasing order. (When multiple
events are executed at the same time, their effect is determined by the order they ap-
pear in a computation.) The value of variable v at the end of computation H , denoted
value(v, H), is the last value written to v in H (or the initial value of v if v is not written
in H). The last event to write to v in H is denoted writer event(v, H),3 and the process
that executes the event is denoted writer(v, H). If v is not written by any event in H ,
then we let writer (v, H) = ⊥ and writer event(v, H) = ⊥. The execution time of the
last event of H is denoted last(H).

We use 〈(e, t), . . .〉 to denote a computation that begins with the event e executed at
time t, 〈〉 to denote the empty computation, andH◦G to denote the computation obtained
by concatenating computations H and G. For a computation H and a set of processes
Y , H | Y denotes the subcomputation of H that contains all events of processes in Y . A
computation H is a Y -computation iff H = H | Y . For simplicity, we abbreviate these
definitions when applied to a singleton set of processes (e.g., H | p instead of H | {p}).

Mutual exclusion systems. We now define a special kind of shared-memory system,
namely mutual exclusion systems, which are our main interest.

A mutual exclusion system S = (C, P, V ) is a shared-memory system that satisfies
the following properties. Each process p ∈ P has an auxiliary variable statp that ranges
over {ncs, entry , exit}. The variable statp is initially ncs and is accessed only by
the following events: Enterp = [p, write(statp), entry ], CSp = [p, write(statp), exit ],
and Exitp = [p, write(statp), ncs]. We call these events transition events. These events
represent the start of p’s entry section, p’s critical-section execution, and the end of p’s
exit section, respectively.

We henceforth assume each computation contains at most one Enterp event for each
process p, because this is sufficient for our proof. The remaining requirements of a mutual
exclusion system are as follows.

Definition: For a computationH , we define Act(H), the set of active processes in H , as
{p ∈ P : value(statp, H) is entry or exit}. !

Exclusion: At most one process may be enabled to execute CSp after any H ∈ C.

Progress (Livelock freedom): Given H ∈ C, if some process is active after H , then H
can be extended by events of active processes so that some such process p eventually
executes either CSp or Exitp.

Cache-coherent systems. On cache-coherent systems, some variable accesses may be
handled locally, without causing interconnect traffic. In order to apply our lower bound to
such systems, we do not count every read/write event, but only critical events, as defined
below. As shown in [5, 14], the number of critical events by any process is an asymptotic
lower bound for the number of events (by that process) that incur interconnect traffic in

3 Although our definition of an event allows multiple instances of the same event, we assume that
such instances are distinguishable from each other.
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systems with any combinations of write-through/write-back and write-invalidate/write-
update caching schemes.

Definition: Let ep be an event in H ∈ C, and let H = F ◦ 〈ep〉 ◦ · · · , where F is a
subcomputation of H . We say that ep is a cache-miss event in H if one of the following
conditions holds: (i) it is the first read of a variable v by p; (ii) it writes a variable v such
that writer(v, F ) -=p. !

Definition: We say that an event ep is critical iff one of the following conditions holds.
(i) ep accesses statp. (In this case, ep is called a transition event.) (ii) ep is a delay event.
(iii) ep is a cache-miss event. !

Transition events are defined as critical because this allows us to combine certain
cases in the proofs that follow. Since a process executes only three transition events per
critical-section execution, this has no asymptotic impact.

Note that the above definition of a cache-miss event depends on the particular com-
putation that contains the event, specifically the prefix of the computation preceding the
event. Therefore, when saying that an event is (or is not) a cache-miss event or a critical
event, the computation containing the event must be specified.

Properties of computations. The timing requirements of a mutual exclusion system are
captured by requiring the following for each H ∈ C.

T1: For any two timed events (ep, t) and (fq, t
′) in H , if ep precedes fq , then t ≤ t′

holds.
T2: For any timed event (ep, t) in H , if ep -=Exitp and if last(H) > t+ ∆, then ep is

not the last event in H | p.
T3: For any two consecutive timed events (ep, t) and (fp, t

′) in H | p, the following
holds: 


t′ = t+ ∆, if ep is a delay event,
t+ ∆c ≤ t′ ≤ t+ ∆, if ep is a cache-miss event,
t ≤ t′ ≤ t+ ∆, otherwise,

where ∆c is a lower bound (less than ∆) on the duration of a cache-miss event.

Note that T3 allows noncritical events to execute arbitrarily fast. If this were not the
case, then a “free” delay statement that is not counted when assessing time complex-
ity could be implemented by repeatedly executing noncritical events (e.g., by reading a
dummy variable). In fact, our model allows noncritical events that take zero duration.
(Thus, our proof does not apply to completely synchronous systems.) We could have
instead required them to have durations lower-bounded by an arbitrarily small positive
constant, at the expense of more complicated bookkeeping in our proofs.

On the other hand, cache-miss events take some duration between ∆c and ∆, and
hence our lower bound applies to systems with both upper and lower bounds on the
execution time of such events. All delay events are assumed to have an exact duration of
∆. Thus, the issue of whether delays are upper bounded does not arise in our proof.

We assume the following standard properties for computations: changing only the
timings of a valid computation leaves it valid (provided that T1–T3 are preserved); a
prefix of a valid computation is also valid; a process determines its next event only based
on its execution history; and reading a variable returns the value last written to it, or its
initial value if it has not been written.
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4 Lower Bound: Proof Sketch

Our lower-bound proof focuses on a special class of computations called “regular” com-
putations. A regular computation consists of events of two groups of processes, “invisible
processes” and “visible processes.” Informally, only a visible process may be known to
other processes. Each invisible process is in its entry section, competing with other (in-
visible and visible) processes. A visible process may be in any section.

At the end of this section, a detailed overview of the proof is given. Here, we give cur-
sory overview, so that the definition of a regular computation will make sense. Initially,
we start with a regular computation in which all the processes in P are invisible. The
proof proceeds by inductively constructing longer regular computations, until the desired
lower bound is attained. At the mth induction step, we consider a regular computation
Hm with n invisible processes and at most m visible processes. The regularity condition
defined below ensures that no participating process has knowledge of any other process
that is invisible. Thus, we can “erase” any invisible process (i.e., remove its events from
the computation) and still get a valid computation.

After Hm, some invisible processes may be “blocked” due to knowledge of visible
processes — that is, they may start repeatedly reading variables read previously, not
executing any critical event until visible processes take further steps. In order to construct
a longer computation Hm+1, we need a “sufficient” number of unblocked processes. As
shown later, it is possible to extend Hm to obtain a computation A by letting visible
processes execute some further steps (and by possibly erasing some invisible processes)
such that, after A, enough invisible processes are unblocked.

To construct Hm+1, we append to A one next critical event for each such unblocked
process. Since these next critical events may introduce information flow, some invisible
processes may need to be erased to ensure regularity. Sometimes erasing alone does not
leave enough active processes for the next induction step. This may happen only if some
variable v exists that is accessed by “many” of the critical events we are trying to append.
In that case, we erase processes accessing other variables and then apply the “covering”
strategy: we add the last process to write to v to the set of visible processes. All subse-
quent reads of v must read the value written by this process, and hence information flow
from invisible processes is prevented. Thus, we can construct. Hm+1.

The induction continues until the desired lower bound of Ω(log logN) critical events
is achieved. This basic proof strategy of erasing and covering has been used previously
to prove several other lower bounds for concurrent systems ([1, 5, 10, 15, 20] — see also
[7]). Note that, in asynchronous systems, we can “stall” all invisible processes until all
visible processes finish execution. Thus, blocked processes pose no problem. However,
this is clearly impossible in semi-synchronous systems, resulting in additional complica-
tions (e.g., finding enough unblocked processes). We now define the regularity condition.

Definition: Let S = (C, P, V ) be a mutual exclusion system. We say that H ∈ C is
regular iff there exist two disjoint sets of processes, Inv(H), the set of invisible pro-
cesses, and Vis(H), the set of visible processes, satisfying Inv(H)∪Vis(H) = {p ∈ P :
H | p -=〈〉}, such that the following conditions hold.

• R1: If a process p writes to a variable v, and if another process q reads that value from
v, then p is visible (i.e., p ∈ Vis(H)).
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• R2: If a variable v is accessed by more than one process in H and if H contains a
write to v, then writer (v, H) ∈ Vis(H) holds.4

• R3: Every invisible process is in its entry section.
• R4: If two events ep and fp access a variable v, and if some process writes v in

between, then some visible process writes v between ep and fp. (This condition is
used to show that the property of being a critical event is preserved after erasing some
invisible processes.) !

Detailed proof overview. Initially, we start with a regular computation H1, where
Inv(H1) = P , Vis(H1) = {}, and each process has one critical event, executed at time
0. We then inductively show that other longer computations exist, the last of which estab-
lishes our lower bound. Each computation is obtained by covering some variable and/or
erasing some processes.

At the mth induction step, we consider a computation H = Hm in which each pro-
cess in Inv(H) executes m critical events, |Vis(H)| ≤ m, and each active process exe-
cutes its last event at the same time t = tm. Furthermore, we assume

log log n = Θ(log logN) and m = O(log logN), (1)

where n = |Inv(H)|. We construct a regular computation G = Hm+1 such that Act(G)
consists of Ω(

√
n/(log logN)2) processes, each of which executesm+1 critical events

inG. (To see why (1) is reasonable, note that log logn is initially log logN and decreases
by Θ(1) at each induction step.) The construction method is explained below. For now,
we assume that all n invisible processes are unblocked. At the end of this section, we
explain how to adjust the argument if this is not the case.

Definition: If H is a regular computation, then a process p ∈ Inv(H) is blocked after H
iff there exists no p-computation A such that A contains a critical event (in H ◦ A) and
H ◦A ∈ C holds. !

Due to the Exclusion property, each unblocked process (except at most one) executes
a critical event before entering its critical section. We call these events “next” critical
events, and denote the corresponding set of processes by Y . We consider three cases,
based on the variables accessed by these next critical events.

Case 1: Delay events. If there exist Ω(
√
n) processes that have a next critical event that

is a delay event, then we erase all other invisible processes and append these delay events.
Since a delay event does not cause information flow, the resulting computation is regular.
(Such delays may force visible processes to take steps. We explain how to handle this
after Case 3.)

In the remaining two cases, we can assume that Θ(n) next critical events are critical
reads or writes.

Case 2: Erasing strategy (Fig. 5). Assume that there exist Ω(
√
n) distinct variables

that are accessed by some next critical events. For each such variable v, we select one
process whose next critical event accesses v. Let Y ′ be the set of selected processes. Since

4 Note that R2 is not a consequence of R1. For example, consider a case in which a process
q = writer(v, H) writes v after another process p reads v.
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Fig. 5. Erasing strategy. Here and in later figures, black circles (•) respresent critical events.

we have at most m visible processes, and since each visible process executes at most
log logN critical events in H (otherwise, our lower bound is achieved), they collectively
access at most m log logN distinct variables. We erase processes in Y ′ that access these
variables. By (1), we have m log logN = o(

√
n), so we still have Ω(

√
n) processes left.

Let Y ′′ be the subset of Y ′ that is not erased (Fig. 5(a)). We now eliminate remaining
possible conflicts among processes in Y ′′ by constructing a “conflict graph”G as follows.

Each process p in Y ′′ is considered a vertex in G. By induction, p has m critical
events in H . If such an event accesses the same variable as the next critical event of some
other process q, then introduce the edge {p, q}.

Since the next critical events of processes in Y ′′ access distinct variables, each pro-
cess generates at most m edges. By applying Turán’s theorem (see [14]), we can find a
subset Z ⊆ Y ′′ with no conflicts such that |Z| = Ω(

√
n/m). By retaining Z and erasing

all other invisible processes, we can eliminate all conflicts (Fig. 5(b)) and construct G.

Case 3: Covering strategy. Assume that the next critical events collectively access
O(

√
n) distinct variables. Since there are Θ(n) next critical reads/writes, some variable

v is accessed by Ω(
√
n) next critical events. Let Yv be the set of these processes. First,

we retain Yv and erase all other invisible processes. Let the resulting computation be H ′.
We then arrange the next critical events of Yv by placing all writes before all reads, and
letting all writes and reads execute at time t + ∆. In this way, the only information flow
among processes in Yv is that from the “last writer” of v, denoted pLW, to any subsequent
reader (of v). We then add pLW to the set of visible processes, i.e., pLW ∈ Vis(G) holds.
Thus, no invisible process is known to other processes, and we can construct G.

Finally, after any of the three cases, we let each active visible process execute one
more event (critical or noncritical), so that it “keeps pace” with the invisible processes
and preserves T2 and T3. Each such event may cause a conflict with at most one invisible
process, so we erase at most m more invisible processes, which is o(

√
n/m), by (1).

From the discussion so far, we have the following lemma.

Lemma 1. Let H be a regular computation satisfying the following: n = |Inv(H)|, each
p ∈ Inv(H) has exactly m critical events in H and is unblocked after H , |Vis(H)| ≤ m,
and each active process executes its last event at time t.

Then, there exists a regular computation G satisfying the following: |Inv(G)| =
Ω(
√
n/m), each p ∈ Inv(G) has exactly m+ 1 critical events in G, |Vis(G)| ≤ m+ 1,

and each active process in G executes its last event at time t+ ∆. !
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Fig. 6. Finding unblocked processes. In this figure, black and white circles (•, ◦) respresent critical
and noncritical events, and shaded boxes represent computations made of possibly many events.

Finding unblocked processes. We now explain how we can find “enough” unblocked
invisible processes. Consider F = H | Vis(H), a computation obtained by erasing all
invisible processes. It can be easily shown that F is a regular computation in C. Let
the processes in Vis(H) execute in “lockstep,” i.e., let each process in Vis(H) execute
exactly one event per each interval of length ∆. By extending F in such a way until all
visible processes finish execution, we have an extension F ◦D = F ◦D1 ◦D2◦· · ·◦Dk′ ,
where each Dj contains exactly one event by each process in Vis(H), executed at time
t + j∆. Since we allow noncritical events to take zero time, if a segment Dj (where
j < k′) consists of only noncritical events, then we can “merge” it into the next segment
and create a segment of length ∆. Continuing in this way, we can define an extension
F ◦E = F ◦E1 ◦E2 ◦ · · · ◦Ek, such that: (i) D and E consist of the same sequence of
events (only event timings are different); (ii) every event inEj is executed at time t+j∆;
(iii) every Ej (except perhaps the last one) contains some critical event; (iv) any critical
event in Ej is the last event by that process in Ej .

If E contains more than m log log N critical events, then some visible process exe-
cutes more than log log N critical events in E, and hence our lower bound is achieved.
Thus, assume otherwise. By (iii), we have k ≤ m log logN + 1.

For each Ej , starting with E1, we do the following to find n′ invisible processes
that are unblocked simultaneously, where n′ = n/(k + 1) − m. We first append the
noncritical events ofEj . It can be shown that noncritical events do not cause information
flow. After that, we determine how many invisible processes are unblocked. If n′ or
more such processes are unblocked, then we can erase all blocked invisible processes
and construct G by applying Lemma 1, as depicted in Fig. 6. Otherwise, we erase the
unblocked invisible processes, and let each remaining (blocked) invisible process execute
one noncritical event, in order to keep pace. (See E1, . . . , Ej−1 of Fig. 6.) Finally,
we append the critical events of Ej . By (iv), each visible process may execute at most
one critical event in Ej . Thus, Ej has at most m critical events. If some critical event
reads a variable written by an invisible process, then we erase that invisible process to
prevent information flow. Thus, we can append the critical events in Ej , erase at most m
invisible processes, and preserve regularity. We then repeat the same procedure for the
next segment Ej+1, and so on.

Note that we erase at most n′ + m = n/(k + 1) invisible processes to append each
Ej . It is clear that either we find n′ invisible unblocked processes (after appending E1 ◦
· · · ◦ Ej , for some 0 ≤ j ≤ k), or we append all of E. However, in the latter case, we
have erased at most kn/(k + 1) invisible processes. Thus, at least n/(k + 1) invisible
processes remain after E. Moreover, since each such process may only know of visible
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processes, and since no visible process is active after E (i.e., they are in their noncritical
sections), each remaining invisible process must make progress toward its critical section,
i.e., it cannot be blocked. Hence, in either case, we have at least n/(k + 1) − m =
Ω(n/(m log logN)) unblocked invisible processes. (Note that (1) impliesm = o(n/k).)
Therefore, by erasing all blocked processes and applying Lemma 1, we can construct G.
Thus, we have the following lemma.

Lemma 2. Let H be a regular computation satisfying the following: n = |Inv(H)|, each
p ∈ Inv(H) has exactly m critical events in H , |Vis(H)| ≤ m, and each active process
executes its last event at time t.

Then, there exists a regular computation G satisfying the following: |Inv(G)| =
Ω(
√
n/(log log N)2), |Vis(G)| ≤ m + 1, each p ∈ Inv(G) has exactly m + 1 critical

events in G, and each active process executes its last event at time t′, for some t′ > t. !

By applying Lemma 2 inductively, we have the following.

Theorem 2. For any mutual exclusion system S = (C, P, V ), there exists a computation
in which a process incurs Ω(log log N) RMR-∆ time complexity in order to enter and
then exit its critical section. !

As shown in [14], the above lower bound can be adapted for the RMR measure,
provided delays are unbounded. Thus, we have the following.

Theorem 3. For any mutual exclusion system S = (C, P, V ) with unbounded delays,
there exists a computation in which a process incurs Ω(log logN) RMR time complexity
in order to enter and then exit its critical section.

5 Concluding Remarks

To the best of our knowledge, this paper is the first work on timing-based mutual exclu-
sion algorithms in which all busy-waiting is by local spinning. Our specific interest has
been to determine whether lower RMR time complexity is possible (for mutual exclu-
sion algorithms based on reads, writes, and comparison primitives) in semi-synchronous
systems with delays. We have shown that this is indeed the case, regardless of whether
delays are assumed to be counted when assessing time complexity, and whether delay
values are assumed to be upper bounded. For each system model and time measure that
arises by resolving these issues, we have presented an algorithm that is asymptotically
time-optimal. Interestingly, under the RMR measure with unbounded delays, DSM ma-
chines allow provably lower time complexity than CC machines. In contrast to this situ-
ation, it is usually the case that designing efficient local-spin algorithms is easier for CC
machines than for DSM machines.

References

1. Y. Afek, P. Boxer, and D. Touitou. Bounds on the shared memory requirements for long-lived
and adaptive objects. In Proceedings of the 19th Annual ACM Symposium on Principles of
Distributed Computing, pages 81–89. ACM, July 2000.

43Timing-Based Mutual Exclusion with Local Spinning



2. R. Alur, H. Attiya, and G. Taubenfeld. Time-adaptive algorithms for synchronization. In
Proceedings of the 26th Annual ACM Symposium on Theory of Computing, pages 800–809.
ACM, May 1994.

3. R. Alur and G. Taubenfeld. How to share an object: A fast timing-based solution. In Pro-
ceedings of the 5th IEEE Symposium on Parallel and Distributed Processing, pages 470–477.
IEEE, 1993.

4. R. Alur and G. Taubenfeld. Fast timing-based algorithms. Distributed Computing, 10(1):1–10,
1996.

5. J. Anderson and Y.-J. Kim. An improved lower bound for the time complexity of mutual
exclusion. In Proceedings of the 20th Annual ACM Symposium on Principles of Distributed
Computing, pages 90–99. ACM, August 2001.

6. J. Anderson and Y.-J. Kim. Local-spin mutual exclusion using fetch-and-φ primitives. In
Proceedings of the 23rd IEEE International Conference on Distributed Computing Systems,
pages 538–547. IEEE, May 2003.

7. J. Anderson, Y.-J. Kim, and T. Herman. Shared-memory mutual exclusion: Major research
trends since 1986. Distributed Computing, 2003 (to appear).

8. J. Anderson and J.-H. Yang. Time/contention tradeoffs for multiprocessor synchronization.
Information and Computation, 124(1):68–84, January 1996.

9. T. Anderson. The performance of spin lock alternatives for shared-memory multiprocessors.
IEEE Transactions on Parallel and Distributed Systems, 1(1):6–16, January 1990.

10. J. Burns and N. Lynch. Mutual exclusion using indivisible reads and writes. In Proceedings
of the 18th Annual Allerton Conference on Communication, Control, and Computing, pages
833–842, 1980.

11. R. Cypher. The communication requirements of mutual exclusion. In Proceedings of the
Seventh Annual Symposium on Parallel Algorithms and Architectures, pages 147–156, June
1995.

12. G. Graunke and S. Thakkar. Synchronization algorithms for shared-memory multiprocessors.
IEEE Computer, 23:60–69, June 1990.

13. J. Kessels. Arbitration without common modifiable variables. Acta Informatica, 17:135–141,
1982.

14. Y.-J. Kim and J. Anderson. Timing-based mutual exclusion with local spinning. Manuscript,
July 2003. Available from http://www.cs.unc.edu/˜anderson/papers.html.

15. Y.-J. Kim and J. Anderson. A time complexity bound for adaptive mutual exclusion. In
Proceedings of the 15th International Symposium on Distributed Computing, October 2001.

16. L. Lamport. A fast mutual exclusion algorithm. ACM Transactions on Computer Systems,
5(1):1–11, February 1987.

17. N. Lynch and N. Shavit. Timing based mutual exclusion. In Proceedings of the 13th IEEE
Real-Time Systems Symposium, pages 2–11. IEEE, December 1992.

18. J. Mellor-Crummey and M. Scott. Algorithms for scalable synchronization on shared-memory
multiprocessors. ACM Transactions on Computer Systems, 9(1):21–65, February 1991.

19. S. Ramamurthy, M. Moir, and J. Anderson. Real-time object sharing with minimal support.
In Proceedings of the 15th Annual ACM Symposium on Principles of Distributed Computing,
pages 233–242. ACM, May 1996.

20. E. Styer and G. Peterson. Tight bounds for shared memory symmetric mutual exclusion.
In Proceedings of the 8th Annual ACM Symposium on Principles of Distributed Computing,
pages 177–191. ACM, August 1989.

21. P. van Emde Boas. Preserving order in a forest in less than logarithmic time and linear space.
Information Processing Letters, 6(3):80–82, June 1977.

22. J.-H. Yang and J. Anderson. A fast, scalable mutual exclusion algorithm. Distributed Com-
puting, 9(1):51–60, August 1995.

44 Y.-J. Kim and J.H. Anderson



On the Uncontended Complexity of Consensus
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Abstract. Lock-free algorithms are not required to guarantee a bound
on the number of steps an operation takes under contention, so we cannot
use the usual worst-case analysis to quantify them. A natural alternative
is to consider the worst-case time complexity of operations executed in
the more common uncontended case.

Many state-of-the-art lock-free algorithms rely on compare-and-
swap (CAS) or similar operations with high consensus number to al-
low effective interprocess coordination. Given the fundamental nature of
consensus operations to interprocess coordination, and the fact that in-
structions such as CAS are usually significantly more costly than simple
loads and stores, it seems natural to consider a complexity measure that
counts the number of operations with higher consensus number.

In this paper we show that, despite its natural appeal, such a mea-
sure is not useful. We do so by showing that one can devise a wait-
free implementation of the universal compare-and-swap operation, with
a “fast path” that requires only a constant number of loads and stores
when the CAS is executed without contention, and uses a hardware CAS
operation only if there is contention. Thus, at least in theory, any CAS-
based algorithm can be transformed into one that does not invoke any
CAS operations along its uncontended “fast path”, so simply counting
the number of such operations invoked in this case is meaningless.

1 Introduction

Compare-and-swap (CAS)—an operation with infinite consensus number in the
wait-free/lock-free hierarchy [9]—has been used in implementing numerous non-
blocking data structures and operations. Recently, it has been used to implement
non-blocking work-stealing deques [1,8], linked lists [6,23], hash tables [23,26],
NCAS [7,10], and software transactional memories [14]. The implementations of
these data structures adopt an optimistic approach, in which an operation com-
pletes quickly in the absence of contention but may incur a significant perfor-
mance penalty when it encounters contention. The assumption in this approach
is that contention is generally low, so most operations will complete without
incurring the penalty.

Some useful non-blocking progress conditions, such as lock-freedom and the
recently proposed obstruction-freedom condition [12], are not required to provide
a worst-case bound on operation time complexity in the contended case. There-
fore, standard worst-case analysis is not applicable to such algorithms. An alter-
native is to count the various types of synchronization operations executed in the
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presumably common uncontended executions, extending an approach taken by
Lamport [19], who counted the number of loads and stores on the uncontended
“fast path” of a mutual exclusion algorithm.

The cost of executing a hardware CAS operation has been estimated to be
anywhere from 3 to 60 times higher than that of a simple load or store, depending
on the architecture [2,17], and this relative cost is expected to grow [16]. Thus,
it is natural to consider a complexity measure that counts the number of CAS
operations invoked on the uncontended path.

This paper shows that, however natural, such a complexity measure is not
useful. We achieve this by presenting a linearizable, wait-free implementation
of a shared variable that supports load, store1 and CAS operations that do
not invoke expensive hardware synchronization operations (such as CAS) in the
uncontended case. We call our implementation fast-CAS.

Fast-CAS variables implemented using our algorithm can be allocated and
deallocated dynamically. Unlike many non-blocking algorithms, our algorithm is
population-oblivious [13]; that is, it does not require knowledge of a bound on
the number of threads that access it. When there are V fast-CAS variables and
T threads, our algorithm requires O(T + V ) space. Therefore, the incremental
space overhead for each new variable and each new thread is constant.

The key to our fast-CAS implementation is the understanding that one can
build a mechanism to detect contention and default to using hardware CAS only
in that case, in a way that allows for a fast-path consensus mechanism that
uses only a constant number of multi-writer shared registers when there is no
contention. We explain this construction in stages, first exposing the intricacies
of building a wait-free one-shot fast-path consensus algorithm (Section 3), and
then presenting our reusable fast-path CAS implementation in detail (Section 4).

Our fast-CAS object is widely applicable because it fully complies with the
semantics of a shared variable on which atomic load, store, and CAS operations
can be performed repeatedly. As such, it can be used as a “black box” in any
CAS-based algorithm in the literature. Thus, it implies the following theorem:

Any CAS-based concurrent algorithm, blocking or non-blocking, can be
transformed to one that does not invoke hardware CAS operations if
there is no contention.

Though our algorithm is widely applicable, it should be viewed primarily as a
theoretical result, as it is unlikely to provide performance benefits in the common
shared-memory multiprocessor architectures in which we are most interested (the
“fast” part of the name relates more to the motivation than to the end result).
Our fast-CAS implementation—which requires up to six loads and four stores
in the absence of contention—is likely to be at least as expensive as invoking a
hardware CAS operation on such architectures. Moreover, the algorithm depends

1 In this paper, we show only how to implement load and CAS operations; store is a
straightforward extension of CAS.
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on sequential consistency [18] for correctness, and must therefore be augmented
with expensive memory barrier operations on many modern architectures.2

Nevertheless, our result implies that it is never necessary to invoke a hard-
ware CAS operation if there is no contention, regardless of the non-blocking
progress condition considered. This has important consequences both for the
search for a separation between novel consistency conditions such as obstruction-
freedom [12] and stronger progress properties in modern shared-memory mul-
tiprocessors [9], and for guiding our thinking when designing and evaluating
non-blocking algorithms. Specifically, it shows that what we and others have
considered to be a natural measure—the number of CAS operations invoked by
an uncontended operation—is not a useful measure for either purpose.

Unrelated Work

Because CAS can be used to implement wait-free consensus, while loads and
stores alone are not sufficient, our result may seem counterintuitive to some
readers familiar with various impossibility results and lower bounds in the liter-
ature. In particular, using the bivalency proof technique of Fischer, Lynch and
Paterson [5], Loui and Abu-Amara [20] showed that no deterministic, wait-free
algorithm can implement consensus using only loads and stores. Furthermore,
Fich, Herlihy and Shavit [4] showed that even nondeterministic consensus al-
gorithms require Ω(

√
T ) space per consensus object for implementations from

historyless objects, where T is the number of participants. In contrast, our al-
gorithm is wait-free and deterministic, uses only constant space per fast-CAS
variable, and uses only loads and stores in the uncontended case.

This apparent contradiction can be resolved by understanding that the bad
executions at the core of these impossibility proofs rely on interleaving the steps
of multiple threads. Therefore, these results do not apply to our algorithm, which
can use CAS in these contended executions.

Organization of this paper: Section 2 presents some preliminaries. In Section 3,
we illustrate the intuition behind the key ideas in our CAS implementation
by presenting a much simpler one-shot wait-free consensus algorithm. Then,
in Section 4, we present our fast-CAS implementation in detail. We sketch a
linearizability proof in Section 5. Concluding remarks appear in Section 6.

2 Preliminaries

The correctness condition we consider for our implementations is that of lineariz-
ability [15]. Informally, a linearizable implementation of an object that supports
a set of operations guarantees that every execution of every operation can be
considered to take effect at a unique point between its invocation and response,
2 In simple performance experiments conducted with the help of Ori Shalev, our fast-

CAS implementation performed slightly worse than hardware CAS.
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such that the sequence of operations taken in the order of these points is consis-
tent with the sequential specification of the implemented operations.

For the purposes of presentation, we consider a shared-memory multiproces-
sor system that supports linearizable load, store, and compare-and-swap (CAS)
instructions for accessing memory. A CAS(a,e,n) instruction takes three pa-
rameters: an address a, an expected value e, and a new value n. If the value
currently stored at address a matches the expected value e, then CAS stores the
new value n at address a and returns true; we say that the CAS succeeds in this
case. Otherwise, CAS returns false and does not modify the memory; we say
that the CAS fails in this case.

3 One-Shot Consensus

Before presenting our fast-CAS implementation in detail, we first illustrate the
key idea behind this algorithm by presenting a simple wait-free consensus algo-
rithm. In the consensus problem [5], each process begins with an input value,
and each process that terminates must decide on a value. It is required that
every process that decides on a value decides the same value, and that this value
is the input value of at least one process.

shared variables
val t V; // value
bool C; // contention
val t D; // decision value

initially
¬C ∧
D = ⊥ ∧
V = ⊥

val t propose(val) {
1: if splitter()
2: V = val;
3: if ¬C return val;

else
4: C = true;
5: if V �= ⊥
6: val = V;
7: CAS(&D,⊥,val);
8: return D;

Fig. 1. Simple wait-free consensus algorithm.

Our simple consensus algorithm, shown in Fig. 1, has the property that if a
single process p executes the entire algorithm without any other process starting
to execute it, then p reaches a decision using only read and write operations.
The high-level intuition about how this is achieved is the same as for several
read-write-based consensus algorithms in the literature. Specifically, if p runs
for long enough without any other process starting to execute, then p writes
information sufficient for other processes that run later to determine that p has
already decided on its own value, and then determines that no other process has
yet begun executing. In this case, p can return its own input value; processes
that run later will determine that it has done so, and return the same value.
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From results mentioned in Section 1, we know that read-write-based consen-
sus algorithms cannot guarantee termination in bounded time in all executions.
Some such algorithms (e.g., the algorithm of Saks, Shavit and Woll [25]) use
randomization to provide termination with high probability. The algorithm in
Fig. 1 takes a different approach: in case of contention, it employs a CAS op-
eration to reach consensus. Below we briefly explain our algorithm and how it
avoids the use of CAS in the absence of contention, and employs CAS to ensure
that every process reaches a decision within a bounded number of steps in the
face of contention.

Central to our consensus algorithm is the use of a “splitter”3 function. The
splitter function has the following properties:

1. if one process completes executing the splitter function before any other
process starts, then that process “wins” the splitter (i.e., the function returns
true); and

2. at most one process wins the splitter.

In addition to the shared variables used to implement the splitter function,
the algorithm employs three other shared variables. V is used by the process (if
any) that wins the splitter to record its input value. C is used by processes that
detect contention by losing the splitter to indicate to any process that wins the
splitter that contention has been detected. D is used by processes that detect
contention to determine a consensus decision. C is initialized to false, and V and
D are both initialized to ⊥, a special value that is assumed not to be the input
value of any process.

Consider what happens if process p runs alone. By Property 1 above, p wins
the splitter (line 1), writes its input value to V (line 2), and then—because no
other process is executing—reads false from C and returns p’s input value. By
Property 2, any subsequent process q loses the splitter, sets C to true (line 4), and
then reads V. Because p completed before q started, q sees p’s input value (which
is not ⊥) in V, changes its input value to that value (line 6), and attempts to
CAS it into D (line 7). Because all such processes behave the same way, whether
q’s CAS succeeds or not, q returns p’s input value, which it reads from D (line 8).

Now suppose no process runs alone. If all processes return from line 8, it is
easy to see that they all return the same value. If any process p returns from
line 3, then it won the splitter, so all other processes lose the splitter and return
from line 8. Furthermore, p writes its input value to V before any process executes
line 4, so all other processes see p’s input value in V on line 5 and, as explained
above, return it from line 8.

In the algorithm presented in Fig. 1, all processes except possibly one invoke
a CAS operation. We can modify this algorithm so that, provided one process
completes before any other starts, none of the processes invoke CAS: Any process
3 Several variations on Lamport’s “fast path” mechanism for mutual exclusion [19]

have been used in wait-free renaming algorithms, beginning with the work of Moir
and Anderson [24]. These mechanisms have come to be known as splitters in the
renaming literature [3].
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that would have returned from line 3 first writes its input value into D, and before
invoking CAS, all processes check whether D = ⊥, and if not, they instead
return the value found. Thus, this algorithm can replace a consensus object (or
a CAS variable that changes value at most once) in any non-blocking algorithm
without changing the asymptotic time or space complexity of the algorithm.
However, again, we do not believe such a substitution is likely to provide a
performance benefit in practice in current architectures; the immediate value
of our results is in their implications about useful complexity measures of non-
blocking algorithms, and in guiding results that attempt to establish a separation
between non-blocking progress conditions.

4 Wait-Free CAS Implementation

The one-shot consensus algorithm described in the previous section illustrates
the basic idea behind the fast-CAS implementation presented in this section:
we use a splitter to detect the simple uncontended case, and then use a hard-
ware CAS operation to recover when contention complicates matters. However,
because the CAS implementation is long-lived, supporting multiple changes of
value, it is more complicated. The first step towards supporting multiple changes
is showing that the splitter can be reset and reused in the absence of contention.
However, after contention has been encountered, we still have to allow value
changes, and also when the contention dies down, we want to be able to again
avoid the use of the hardware CAS operation.

These goals are achieved by introducing a level of indirection: we associate
with each implemented variable a fixed location which, at any point in time,
contains a pointer to a memory block; we call this block the current block for that
variable. Each block contains a value field V; under “normal” circumstances, the V
field of the current block contains the abstract value of the implemented variable.
A block is active when it becomes current, and remains active and current as
long as there is no contention. While the current block is active, operations can
complete by acting only on that block without using CAS or any other strong
synchronization primitives. When there is contention, an operation may make
the current block inactive, which prevents the abstract value from changing while
that block remains current. Once inactive, a block remains inactive. Therefore,
an operation that wishes to change the abstract value when the current block is
inactive must replace the block (using CAS) with a new active block.4

Data Structures

The structure of a block and C-like pseudocode for WFRead and WFCAS are shown
in Fig. 2. For simplicity, we present the code for a single location L; it is straight-
forward to modify our code to support multiple locations.
4 As discussed later, this operation invokes CAS even it executes alone. However, once

the current block is replaced with an active block, no subsequent operation invokes
CAS until contention is again detected.
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struct blk s {
pidtype X; // splitter
bool Y; // variables
val t V; // value
bool C; // contention
val t D; // decision value

} blk t

initially For some b,
L = b ∧
¬b→Y ∧
¬b→C ∧
b→D = ⊥ ∧
b→V = initial value

val t decide(blk t *b) {
1: v = b→V;
2: CAS(&b→D,⊥,v);
3: return b→D;
}

blk t *get new block(val t nv) {
4: nb = malloc(sizeof(blk t));
5: nb→Y = false;
6: nb→C = false;
7: nb→D = ⊥;
8: nb→V = nv;
9: return nb;
}

val t WFRead() {
10: blk t ∗b = L;
11: val t v = b→V;
12: if (¬b→C) return v; R1
13: return decide(b); R2
}

bool WFCAS(val t ev, val t nv) {
14: if (ev == nv) return WFRead()==ev; C1
15: blk t *b = L;
16: b→X = p;
17: if (b→Y) goto 27;
18: b→Y = true;
19: if (b→X �= p) goto 27;
20: v = b→V;
21: if (b→C) goto 28;
22: if (v �= ev)

b→Y = false;
return false; C2

23: b→V = nv;
24: if (b→C)
25: if (decide(b) == nv) return true; C3

goto 28;
26: b→Y = false;

return true; C4
27: b→C = true;
28: if (decide(b) �= ev) return false; C5
29: nb = get new block(nv);
30: return CAS(&L,b,nb); C6
}

Fig. 2. Wait-free implementation of WFRead and WFCAS. Statement labels indicate atom-
icity assumptions for proof, as explained in Section 5.

A block b has five fields: The C field indicates whether the block is active
(b→C holds when b is inactive, i.e., contention has been detected since b became
current), and the V field of the current block contains the abstract value while
that block is active. The D field is used to determine the abstract value while
the block is current but inactive. (The D field is initialized to ⊥, a special value
that is not L’s initial value, nor passed to any WFCAS operation.) The X and Y
fields are used to implement the splitter that is used to detect contention (the
splitter code is included explicitly in lines 16 to 19). For this algorithm, winning
the splitter is interpreted as reaching line 20; recall that a process always wins
the splitter if there is no contention. If the splitter does detect contention, then
the operation branches to line 27, where it makes the block inactive.

Below we describe the WFCAS and WFRead operations in more detail. These
descriptions are sufficient to understand our algorithm, but do not consider all
cases. We sketch a formal correctness proof in Section 5.
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The WFCAS Operation

A WFCAS operation whose expected and new values are equal is trivially reduced
to a WFRead operation (discussed below); WFCAS simply invokes WFRead in this
case (line 14). This is not simply an optimization; it is needed for wait-freedom,
as explained later. Henceforth, assume the expected and new values differ.

Suppose a WFCAS operation reads b when it executes line 15—that is, b is
the current block at this time—and then goes through the splitter of block b
(lines 16 to 19), reaching line 20, and reads v from b→V. As long as b is the
current block, the splitter guarantees that until this operation resets the splitter
(by setting b→Y to false in line 22 or 26), no other operation executes lines 20
to 26 (see Lemma 1 in Section 5).

If b is active throughout this operation’s execution (checked on lines 21
and 24), then b→V contains the abstract value during that interval, so the op-
eration can operate directly on b→V. Specifically, if b→V does not contain the
operation’s expected value, the operation resets the splitter, and returns false
(line 22). Otherwise, the operation stores its new value in b→V (line 23). Because
the splitter guarantees that no other process writes b→V before the operation
completes, this store changes the abstract value from the operation’s expected
value to its new value (assuming b remains active throughout the operation).

If, after writing b→V, the operation discovers that b is no longer active
(line 24), then it does not know if its store succeeded in changing the abstract
value because the store may have occurred before or after b became inactive; no
process can ascertain the order of these events. Instead, processes that find (or
make) the current block inactive use a simple agreement protocol (by invoking
decide(b) in line 25 or 28) to determine the value that is the abstract value from
the moment that b becomes inactive until b is replaced as the current block; we
call this the decision value of b. Processes make this determination by attempt-
ing to change b→D from the special value ⊥ to a non-⊥ value read from b→V
(line 1). This is achieved using a CAS operation (line 2), so that all processes
determine the same decision value (line 3) for block b.

The decision value of block b is crucial to the correctness of our algorithm;
we must ensure that it is chosen such that the abstract value changes when
b becomes inactive if and only if a WFCAS operation executing at that point,
with expected and new values corresponding to the abstract values immediately
before and after the change, is considered to have taken effect at that point.

As described above, the tricky case occurs when a WFCAS operation by some
process p stores its new value to b→V—where b is the block it determined to
be current when it executed line 15—and then determines at line 24 that b has
become inactive.

If p’s store occurs before b becomes inactive, then the abstract value changes
at the store, and so the WFCAS operation must return true. This is ensured by
our algorithm because the decision value of b is a value read from b→V after b
becomes inactive, and the splitter ensures that no other value is stored into b→V
after p’s store and before p’s operation completes (Lemma 1).
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On the other hand, if p’s store occurs after b becomes inactive then the
abstract value does not change at the time of the store because, as stated above,
from the time b becomes inactive until b is no longer current, the abstract value
is the decision value of b. However, if the decision value of b is p’s new value,
then p cannot determine the relative order of p’s store and b becoming inactive.
Therefore, p returns true (line 25) in this case too, which is correct because
the abstract value changes from p’s expected value to p’s new value when b
becomes inactive. (The properties of the splitter and the test in line 22 together
ensure that the abstract value is p’s expected value immediately before b becomes
inactive in this case.)

Otherwise, the decision value of b is not p’s new value (so p does not return
true from line 25). In this case, we argue that the decision value of b is the ab-
stract value immediately before b becomes inactive; that is, the abstract value
does not change when b becomes inactive. To see why, first observe that p exe-
cutes the store only after determining that b→V is its expected value (line 22).
Recall that the splitter guarantees that no process changes b→V between p ex-
ecuting statement 20 and the completion of p’s operation (Lemma 1). Thus,
because the decision value of b is a value read from b→V after b becomes inac-
tive, this decision value can only be p’s expected value or p’s new value.

Recall that, once the current block becomes inactive, the abstract value can-
not change until that block is replaced as the current block, as described next.

If a WFCAS operation finds that b is inactive and it has not changed the
abstract value—that is, either the test on line 21 succeeds or the one on line 25
fails—then the operation invokes decide(b) to determine the decision value of b
(line 28). This value is the abstract value from the time b became inactive until
b is replaced as the current block, and thus, in particular, it is the abstract value
at some time during the execution of this operation. If the decision value is not
the operation’s expected value, the operation returns false (line 28).

Otherwise, the operation prepares a new active block with its new value in
the V field (line 29), and attempts to replace b with this new block using CAS
(line 30). If the CAS succeeds, then the abstract value changes from the decision
value of b, which is the operation’s expected value, to the value in the V field
of the new block, which is the operation’s new value, so the operation returns
true. If the CAS fails, then at some point during the execution of this operation,
another WFCAS operation replaced b with its own block, whose V field contains
that operation’s new value, which is not the decision value of b (because that
operation’s expected value is the decision value of b, and is not, by the test on
line 14, the operation’s new value). Therefore, immediately after b is replaced,
the abstract value differs from the decision value of b, which is the expected value
of the WFCAS operation that failed to replace b, so that operation can return false.

The WFRead Operation

It is now easy to see how a WFRead operation works. It first reads L to find the
current block (line 10), and then it reads the V field of that block (line 11). If
that block is active afterwards, then the value read was the abstract value when
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line 11 executed, so the operation returns that value (line 12). Otherwise, it
returns the decision value of that block (line 13). If the block was active when
the operation read L, then its decision value was the abstract value when the
block became inactive. Otherwise, its decision value was the abstract value at
the time L was read in line 10.

Space Overhead

At any point in time, our algorithm requires one fixed location and one block—
the current block—for each fast-CAS variable. In addition, deallocation of blocks
that were previously current may be prevented because slow threads may still
access them in the future, and some blocks may have been allocated but not
(yet) made current. (The determination of when a block can be safely freed can
be made using a non-blocking memory management scheme such as the one
described in [11].) Each one of these additional blocks is associated with at least
one thread, and each thread is associated with at most one block. Therefore, the
total space requirement of our algorithm when used to implement V variables
for T threads is O(T + V ); that is, there is a constant additional space cost for
each new fast-CAS variable and each new thread.

A Note on Contention

As we have stated, if there is no contention, the WFRead and WFCAS operations
do not invoke CAS. However, if there is contention, some operations may invoke
CAS—even operations that do not execute concurrently with that contention.
For example, a pair of concurrent WFCAS operations can leave the algorithm in
a state in which the current block is no longer active; in this case, a later WFCAS
operation that executes alone will have to execute a CAS in order to install a
new block. Unless contention arises again later, all subsequent operations will
again complete without invoking CAS.

5 Linearizability Proof Sketch

In this section, we sketch a proof that our algorithm is a linearizable implemen-
tation of WFRead and WFCAS. In the full paper, we present a complete and more
detailed proof [21]. Specifically, given any execution history, we assign each op-
eration a linearization point between its invocation and response such that the
value returned by each operation is consistent with a sequential execution in
which the operations are executed in the order of their linearization points.

To simplify the proof, we consider only complete execution histories (i.e.,
histories in which every operation invocation has a corresponding response).
Because the algorithm is wait-free, the linearizability of all complete histories
implies the linearizability of all histories. We assume that every newly allocated
block has never been allocated before, which is equivalent to assuming an envi-
ronment that provides garbage collection. Also, because blocks are not accessed
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before initialization, we can assume that they already contain the values they
will be initialized with before they are allocated and initialized. Thus, for this
proof, initialization is a no-op. Finally, we assume that any sequence of instruc-
tions starting from one statement label in Fig. 2 and ending immediately before
the next statement label is executed atomically, except when that statement
calls decide or WFRead, in which case the actions of the invoked procedure oc-
cur before (and not atomically with) the action of the statement that invokes
that procedure.

Throughout the proof, references to “any block” or “all blocks” are quantified
only over those blocks that are at some time installed as the current block (i.e.,
the block pointed to by L); those that are never installed are accessed only during
initialization and so are of no concern.

All blocks evolve in a similar way, as shown in Fig. 3. Specifically, for any
block b, initially and until b is installed, ¬b→C and b→D = ⊥ hold. Because b→C
and b→D are changed only by lines 27 and 2 respectively, b→C and b→D = v for
any v �= ⊥ are stable properties.5 Furthermore, we have the following properties:

1. b→D is set to a non-⊥ value by the first execution, if any, of line 2 within an
invocation of decide(b);

2. whenever decide(b) is invoked, b→C already holds; and
3. some invocation of decide(b) (i.e., the one on line 28) completes before b is

replaced as the current block (in line 30).

Recall that b is active if L = b and ¬b→C. We say that b is deciding if it is inactive
and b→D = ⊥, and that b is decided if b→D �= ⊥. Following the discussion above,
a block is active when it is installed, and must become deciding and then decided
before it is replaced. For any block b, at most one non-⊥ value is written into
b→D; this value is returned by every invocation of decide(b).

Let δC(b) be the event, if any, that makes b inactive, δD(b) be the event, if any,
that makes b decided, and dv(b) be the non-⊥ value, if any, that is written into
b→D. For any block b other than the final block (i.e., the block that is current
at the end of the execution history), δC(b), δD(b) and dv(b) are well-defined. If
the final block is made inactive, it is decided before the operation that made it
inactive completes, so because we are considering only complete histories, either
δC, δD and dv(b) are all defined for the final block, or none of them are.

If b is the current block (i.e., L = b), the abstract value of L is

AV ≡
{

b→V if ¬b→C holds (i.e., b is active)
dv(b) otherwise.

Note that dv(b) is defined whenever b→C holds. While b is active, AV = b→V;
while b is current but inactive (either deciding or decided), AV = dv(b).

Linearization Points

Below we specify the linearization point for each operation. We categorize oper-
ations by the statement from which they return, using the labels shown in Fig. 2.
5 That is, if either property holds in any state, it holds in all subsequent states.
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pre-install active deciding decided replaced

L = b δD(b)δC(b) L = b′

b is current

L �= b
¬b→C
b→D = ⊥

L = b
¬b→C
b→D = ⊥

L = b
b→C
b→D = ⊥

L = b
b→C
b→D �= ⊥

L �= b
b→C
b→D �= ⊥

AV = b→V AV = dv(b) AV = dv(b)

Fig. 3. The evolution of block b. δC(b) and δD(b) are the events that change b→C and
b→D; dv(b) is the decision value of block b; and AV is the abstract value (see text).

In some cases, we have further subcases. We use o.k to denote the execution by
operation o of line k, and o.x to denote the value of the o’s local variable x after
it is set (an operation sets each local variable at most once).

R1 (returns o.v) Linearize to o.11.
R2 (returns dv(o.b)), o.b decided at o.10 Linearize to o.10.
R2 (returns dv(o.b)), o.b not decided at o.10 Linearize to δD(o.b).
C1 Linearize to the linearization point of the WFRead invoked on line 14.
C2 (returns false) Linearize to o.20.
C3 (returns true), o.b is active at o.23 Linearize to o.23.
C3 (returns true), o.b is not active at o.23 Linearize to δC(o.b).
C4 (returns true) Linearize to o.23
C5 (returns false), o.b is decided at o.15 Linearize to o.15.
C5 (returns false), o.b is not decided at o.15 Linearize to δD(o.b).
C6, returns true Linearize to o.30.
C6, returns false Sometime between o.15 and o.30, o.b is replaced as the cur-

rent block. If dv(o.b) �= o.ev then linearize the operation immediately before
o.b is replaced; otherwise, linearize it immediately after o.b is replaced.

We first consider the operations that do not change the abstract value. With
one exception, it is easy to see, using Fig. 3, that the abstract value is consistent
with the operation executing atomically at its linearization point. For example,
if WFRead returns from R1, then o.b is active at o.12, so it is also active at the
operation’s linearization point o.11; at this point AV = o.b→V = o.v, as required.

The exception is when a WFCAS operation returns false from C6. In this case,
some other WFCAS operation o′ replaced o.b with o′.nb, and because of the tests
on lines 14 and 28, o′.nv �= dv(o.b). AV = dv(o.b) holds immediately before o.b
is replaced, which is o’s linearization point if dv(o.b) �= o.ev. Otherwise, o’s
linearization point is immediately after o.b is replaced, when AV = o′.nv �= o.ev.

If a WFCAS operation o returns true from C6, the CAS on line 30 succeeds.
Thus, immediately before o.30, o.b is current and decided, so AV = dv(o.b) = o.ev
(see line 28), and immediately after o.30, AV = o.nb→V = o.nv.

For the final cases (when a WFCAS operation returns from C3 or C4), we use
the following lemma, which says that at most one process has won (and not
subsequently reset) the splitter of a block.
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Lemma 1. For any block b, in any state of the history, there exists at most one
process p such that p.b = b and p has reached line 20 but has not subsequently
completed its WFCAS operation.

A WFCAS operation that returns from C3 or C4 has won the splitter for o.b.
Because o.b→V is changed only by line 23, Lemma 1 implies that after o.20 until
immediately before o.23, o.b→V = o.v, which is o.ev (see line 22). If o.b is active
at o.23, then AV = o.b→V at o.23, which changes o.b→V from o.ev to o.nv. Thus,
if a WFCAS operation o returns from C4 (Fig. 3 and the test at line o.24 imply
that o.b is active at o.23 in this case), or if it returns from C3 and o.b is active at
o.23, then o is correctly linearized at o.23. If the operation returns from C3 and
o.b is not active at o.23, then it is linearized to δC(o.b), which occurs between
o.21 and o.23. Immediately before δC(o.b), AV = o.b→V = o.ev, and immediately
after δC(o.b), AV = dv(o.b), which is o.nv (see line 25). Thus, AV changes from
o.ev to o.nv at δC(o.b).

Finally, we argue that AV changes only at the linearization points of WFCAS
operations that return true. This is the trickiest part of the proof, and depends
heavily on the observation the decision value of a block b must have been in b→V
while b was deciding.

Lemma 2. If dv(b) is defined, then b→V = dv(b) at some point between δC(b)
and δD(b).

There are only three ways in which AV may change:

L changes Only a successful CAS on line 30 changes L, which is done by a
WFCAS operation that returns true.

b→V changes while b is active Only o.23 for some WFCAS operation o changes
b→V. If b is active when o.24 is executed, then o returns from C4. Otherwise,
δC(b) occurs after o.23, so Lemma 1 implies that b→V = o.nv from δC(b) until
o completes. Because o invokes decide(b) in this case, δD(b) occurs before o
completes, so by Lemma 2, dv(b) = o.nv. Thus, o returns true from C3, and
is linearized to o.23 in this case.

b→C changes while b is current and b→V �= dv(b) Only line 27 changes
b→C; this event is δC(b). By Lemma 2, dv(b) is stored by some process p
into b→V after δC(b). Because b is inactive when p executes line 23, its sub-
sequent test on line 24 succeeds. Therefore, p’s operation returns true from
C3 in this case. The linearization point of p’s WFCAS operation is defined to
be δC(b) in this case, as required.

6 Concluding Remarks

We have shown how to implement a linearizable shared variable supporting
constant-time read and CAS operations that do not invoke synchronization prim-
itives in the absence of contention. It is straightforward to extend our algorithm
to also support a store operation with the same property.



58 V. Luchangco, M. Moir, and N. Shavit

Because of the number of loads and stores performed by our algorithm—
even in the absence of contention—it is not clear that our algorithm would ever
provide a performance improvement in practice. Nonetheless, our results have
important implications for the way we measure non-blocking algorithms and
for the study of the differences between various non-blocking progress condi-
tions. Specifically, they show that any non-blocking algorithm (including wait-
free ones) that uses CAS can be transformed to one that does not invoke CAS
in the absence of contention. Thus, the measure of the number of CAS’s invoked
in the absence of contention should not be used when comparing algorithms and
is also not useful for establishing a separation between obstruction-freedom and
stronger progress conditions.

It is interesting to note that the abstract value of the implemented fast-CAS
location in a particular state cannot always be determined simply by examining
that state (because the abstract value in some states is determined by the deci-
sion value of the current block, which is only determined in the future by invoking
decide). This means that a formal automata-based proof would require a back-
ward simulation, rather than a more straightforward forward simulation [22].

Given the negative results with respect to establishing a separation between
obstruction-freedom and stronger non-blocking progress conditions, relevant fu-
ture work includes seeking alternative ways to achieve such a separation.
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Abstract. A quorum system is a set of sets such that every two sets in
the quorum system intersect. Quorum systems may be used as a building
block for performing updates and global queries on a distributed, shared
information base. An ε-intersecting quorum system is a distribution on
sets such that every two sets from the distribution intersect with proba-
bility 1−ε. This relaxation of consistency results in a dramatic improve-
ment of the load balancing and resilience of quorum systems, making the
approach especially attractive for scalable and dynamic settings.
In this paper we assume a dynamic model where nodes constantly join
and leave the system. A quorum chosen at time s must evolve and trans-
form as the system grows/shrinks in order to remain viable. For such a
dynamic model, we introduce dynamic ε-intersecting quorum systems. A
dynamic ε-intersecting quorum system ensures that in spite of arbitrary
changes in the system population, any two evolved quorums intersect
with probability 1 − ε.

1 Introduction

Consider the following natural information-sharing problem. Participants wish
to publicize certain data items, and be able to access the whole information base
with search queries. In order to balance the load of updates and queries among
the participants, quorums may be used for reading and for writing. Quorums
enhance the load balance and availability, and provide flexibility in tuning be-
tween read costs and writes costs. However, quorum systems are defined over a
universe known to all participants, requiring each process to maintain knowledge
of all the other participants.

We aim for a scalable and dynamic information-sharing solution, in which
maintaining global knowledge of the system configuration is prohibitive. More
concretely, we allow each participant to maintain connections with, and even
knowledge of, only a constant number of other members. This restriction stems
both from our vision of having ubiquitous, low-memory devices participate in
Internet resource sharing applications; and from the desire to keep the amount
of state that needs to be updated at reconfiguration very low.
� Full version appears as Leibnitz Center TR 2003-32, The Hebrew University [3].
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Our focus on scale and dynamism of information-sharing systems is supported
by the stellar popularity of recent resource sharing applications like Gnutella.
In these systems, users make available certain data items, like music clips or
software, and the system supports global querying of the shared information.
Gnutella supports global querying through a probabilistic depth-bounded multi-
cast. This approach is effective, yet ad hoc.

We devise techniques for the information sharing problem, capable of deal-
ing with high decentralization and dynamism exhibited in Internet-scale appli-
cations. Our approach is based on the probabilistic quorum systems (PQSs) of
Malkhi et al. in [18]. We extend the treatment of PQSs to cope with scalabil-
ity and high dynamism in the following ways. First, we allow each participant
only partial knowledge of the full system, and avoid maintaining any global in-
formation of the system size and its constituents. To this end, we develop a
theory of PQSs whose individual member selection probability is non-uniform.
We demonstrate a realization of such a non-uniform PQS that is fully adapted
for the dynamic and scalable settings we aim for. The second extension of PQSs
we address is to evolve quorums as the system grows/shrinks in order for them
to remain viable. We provide both a formal definition of quorum evolution and
the algorithms to realize it.

We first remind the reader of PQSs and motivate their use. The PQSs of
Malkhi et al. [18] are an attractive approach for sharing information in a large
network. Using a PQS, each participant can disseminate new updates to shared
data by contacting a subset (a probabilistic quorum) of k

√
n processes chosen

uniformly at random, where n is the size of the system and k is a reliability
parameter. Likewise, participants query data from such quorums. Intuitively,
analysis similar to the famous “birthday paradox” (e.g., see [6]) shows that each
pair of update/query quorums intersect with probability 1 − e−k2/2. The result
is that with arbitrarily good probability a query obtains up to date information,
and with a small calculated risk it might obtain stale data.

The benefit of the PQS approach is tremendous: Publicizing information and
global querying are done each with only a O(1/

√
n) fraction of the participants.

At the same time, PQSs maintain availability in face of as many as O(n) faults.
In deterministic approaches these two features are provably impossible to achieve
simultaneously (see [21]). Indeed, PQSs have been employed in diverse and nu-
merous settings. To name just a few deployments, PQSs were used for designing
probabilistic distributed emulations of various shared objects [14,15]; they were
used for constructing persistent shared objects in the Phalanx and Fleet systems
[16,17]; and they were employed for maintaining tracking data in mobile ad-hoc
networks [10].

Now we get to why we need new PQSs. The prevalent PQS construction
[18] is not adequate precisely for the kind of scalable and dynamic settings for
which PQSs are most beneficial. First, it requires global and precise knowledge
of the system size ‘n’. Second, it hinges on the ability of each participant to select
other processes uniformly at random. And third, it does not indicate what should
happen to a quorum that stores data at time s, as the system grows/shrinks.
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Our goal is to maintain a PQS that copes with dynamism so that every pair
of quorums intersect with the desired probability 1 − ε despite any number of
system reconfigurations. To this end, we introduce the notion of dynamic PQSs.
This notion captures the need for quorums to evolve as the system changes, and
requires pairs of evolved quorums to intersect with probability 1−ε. We present a
dynamic PQS construction that works without maintaining any global knowledge
of the system size or its participants. Our approach incurs a reasonable price per
system reconfiguration.

It is worth noting that independently and simultaneously to our work, Naor
and Wieder [20] sought solutions in dynamic settings for maintaining determin-
istic quorum systems. Compared with strict quorum systems, PQSs are natural
for dynamic and non-structured environments: Finding members can be done in
parallel and efficiently, and replacing failed members is trivial.

Technical approach: We first consider the problem of establishing probabilistic
quorums in a setting in which full knowledge of the system by each member is
not desirable. After that, we address quorum evolution.

Consider a system in which each process is linked to only a small num-
ber of other processes. Clearly, a quorum establishment operation initiated at
some process must somehow walk the links in the system in search of unknown
members. There are indeed some recent dynamic networks that support random
walks. The works of [22,7,24] assume a-priori known bound on the network size,
whereas we do not place any bound on network growth. A different approach is
taken in the AntWalk system [23], that necessitates periodic, global “re-mixing”
of the links of old members with those of the new processes that arrived. We
consider the price of this approach too heavy for Internet wide applications.

The first step in our solution to avoid the globalization pitfall is to introduce
a non-uniform PQS as follows. Let us have any probability distribution p : S →
[0..1] over individual member selection. We define the flat access strategy f(p, m)
as the quorum selection distribution obtained by selecting m members according
to p. We show that a quorum system with the access strategy f(p, k

√
n) is an

e−k2/2-intersecting PQS.
It is left to show how to realize a process selection distribution p in dynamic

settings and how to preserve it in evolving quorums. Our approach makes use
of recent advances in overlay networks for peer-to-peer applications. Specifically,
our design employs a dynamic routing graph based on the dynamic approxi-
mation of the de Bruijn network introduced in [1] 1. This dynamic graph has
w.h.p. a constant-degree, logarithmic routing complexity, and logarithmic mix-
ing time. Thus, random walks are rapidly mixing to a stationary distribution p.
This means that using a logarithmic number of messages, each process can find
other participants with selection probability p.

The dynamic graph allows to estimate the size of the network n with a
constant error factor. Using this estimation, the flat access strategy f(p, k

√
n)

is approximated by performing roughly k
√

n random walks of log(n) steps each.
1 The dynamic De Bruijn construction appeared independently also in [19,8,13].
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We obtain at any instant in time an e−k2/2-intersecting PQS. Accessing quorums
is done in log(n) rounds of communication.

Finally, we need to describe how to evolve quorums as the system grows. We
devise an evolution strategy that grows the quorums along with the system’s
growth automatically and distributively. We prove that our evolution technique
keeps quorums sufficiently large, as well as maintains the individual member se-
lection distribution p. The cost of our maintenance algorithm is w.h.p. a constant
number of random walks per system reconfiguration. Each single walk incurs a
logarithmic number of messages and a state change in one process.

To summarize, the results of our construction is a scalable information shar-
ing mechanism based on dynamic PQSs. The construction maintains 1 − ε in-
tersection probability in any dynamic setting, without central coordination or
global knowledge. The system achieves the following performance measures with
high probability: The cost of a member addition (join) is a logarithmic number
of messages, and a state-change in a constant number of members. Further, the
advantage of using PQSs is stressed in the time required for accessing a quorum.
The O(

√
n) random selections can be branched concurrently from the initiator to

its neighbors, then their neighbors, and so on. Hence, quorum selection is done in
O(log n) communication rounds. Regardless of system growth, the load incurred
by information maintenance and update processing on individual members is
balanced up to a constant factor.

2 Problem Definition

We consider a (potentially infinite) universe W of possible processes. The system
consists of a dynamic subset of processes taken from W that evolves over time as
processes join and leave the system. For purposes of reasoning about the system,
we use a logical discrete time-scale T = {0, 1, . . . }. At each time-step i ∈ T there
exists a set U(i) of processes from W that are considered members of the system
at that time. Each time-step i consists of a single event e(i), which is one of
the following: Either a process joins the system, or a process leaves the system.
For each time step t > 0, the partial history of events uniquely determines the
universe U = U(t) consisting of all the processes that joined the system minus
those that have left.

Focusing on a fixed time step t > 0 for now, we first recall the relevant
definitions from [18]. A set system Q over a universe U is a set of subsets of U . A
(strict) quorum system Q over a universe U is a set system over U such that for
every Q, Q′ ∈ Q, Q∩Q′ �= ∅. Each Q ∈ Q is called a quorum. An access strategy
ac for a set system Q specifies a probability distribution on the elements of Q.
That is, ac : Q → [0, 1] satisfies

∑
Q∈Q ac(Q) = 1. We are now ready to state

the definition of probabilistic quorum systems:

Definition 1 (ε-intersecting quorum system[18]). Let Q be a set system,
let ac be an access strategy for Q, and let 0 < ε < 1 be given. The tuple 〈Q, ac〉 is
an ε-intersecting quorum system if Pr[Q∩Q′ �= ∅] ≥ 1−ε, where the probability
is taken with respect to the strategy ac.
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We now proceed to define time-evolving quorums. We first define an evolution
strategy as follows:

Definition 2 (Evolution strategy). For every t ∈ T , let Q(t) be a set system
over the system U(t). An evolution strategy evt specifies a probability distribution
on the elements of Q(t) for each given element of Q(t − 1). Formally, evt :
Q(t − 1) × Q(t) → [0, 1] satisfies

∀Q′ ∈ Q(t − 1) :
∑

Q∈Q(t)

evt(Q′, Q) = 1 .

Thus, evt(Q′, Q) for Q′ ∈ Q(t − 1) and Q ∈ Q(t) indicates the probability that
Q′ evolves into Q.

The access strategies over U(1), U(2), . . . together with an evolution strategy
determine the probability that a certain subset occurs as the evolution of any
previously created quorum. The following definition captures this distribution:

Definition 3 (Evolving probability distribution). For every time step
i ∈ T , let 〈Q(i), aci〉 be a probabilistic quorum system and evi be an evolution
strategy. The evolving probability distribution ps

t : Q(t) → [0, 1] for quorums
created at time s that evolved up to time t, for t ≥ s, is defined recursively as
follows:

∀Q ∈ Q(t) : ps
t (Q) =






acs(Q) t = s,
∑

Q′∈Q(t−1)

ps
(t−1)(Q

′)evt(Q′, Q) t > s. (1)

Our goal is to devise a mechanism for maintaining ε-intersecting probabilistic
quorums in each U(t), and to evolve quorums that maintain information (such
as updates to data) so that their evolution remains ε-intersecting with quorums
in later time steps. Any two quorums created at times s and t will evolve in a
manner that at any later time r, their intersection probability remains 1 − ε.
This is captured in the following definition:

Definition 4 (Dynamic ε-intersecting probabilistic quorum system).
For every time step i > 0, let 〈Q(i), aci〉 be a probabilistic quorum system and
evi be an evolution strategy. Let 0 < ε < 1 be given. Then 〈Q(i), aci, evi〉 is a
dynamic ε-intersecting quorum system if for all r ≥ s ≥ t > 0, Q, Q′ ∈ Q(r):

Pr[Q ∩ Q′ �= ∅] ≥ 1 − ε

where the probability is taken over the choices of Q and Q′, distributed respec-
tively according to Q ∼ ps

r and Q′ ∼ pt
r.
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2.1 Performance Measures

Driven by our goal to maintain quorums in very large and dynamic environ-
ments, such as Internet-wide peer-to-peer applications, we identify the following
four performance measures. First, we have the complexity of handling join/leave
events, measured in terms of messages and the number of processes that must
incur a state-change. Second, we consider the complexity of accessing a quorum,
measured both in messages and in communication rounds (assuming that in
each communication round, a process can exchange messages once with all of its
links). These two measures reflect the complexity incurred by linking processes
in the system to each other and of the searching over the links. Our goal is to
keep the join/leave message complexity logarithmic, and the number of state-
changes constant per reconfiguration. We strive to maintain quorum access in a
logarithmic number of rounds.

Additionally, we consider two traditional measures that were defined to assess
the quality of probabilistic quorum systems [21,18]: The load inflicted on pro-
cesses is the fraction of total updates/queries they must receive. The degree of
resilience is the amount of failures tolerable by the service. The reader is referred
to [21,18] for the precise definition of these measures. Our goals with respect to
the latter two measures are to preserve the good performance of PQSs in static
settings. Specifically, we wish for the load to be O(1/

√
n) and the resilience to

be O(n).

3 Non-uniform Probabilistic Quorum Systems

In this section, we extend the treatment of probabilistic quorum systems of [18]
to constructions that employ non-uniform member selection.

Let S be a system containing n members (e.g., S = U(t) for some t > 0).
Let p(s) be any distribution over the members s ∈ S. We first define a flat non-
uniform selection strategy that chooses members according to p until a certain
count is reached.

Definition 5 (Flat access strategy). The flat access strategy f(p, m) : 2S →
[0, 1] as follows: for Q ∈ 2S, f(p, m)(Q) equals the probability of obtaining the set
Q by repeatedly choosing m times (with repetitions) from the universe S using
the distribution p.

The flat strategy f(p, m) strictly generalizes the known access strategy for PQSs
in which members are chosen repeatedly m times using a uniform distribution.
In the Lemma below, we obtain a generalized probabilistic quorum system with
non-uniform member selection.

Lemma 1. The construction 〈2S , f(p, k
√

n)〉 is an (e−k2/2)-intersecting quorum
system.
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Proof. Consider two sets Q, Q′ ∼ f(p, k
√

n). For every s ∈ S denote an
indicator variable xs that equals 1 if s ∈ Q ∩ Q′, and equals 0 other-
wise. Thus, E[

∑
s∈S xs] = k2np2(s). By the Cauchy-Schwartz inequality, we

have
∑

s∈S p2(s) 1
n ≥ (∑

s∈S p(s) 1
n

)2. Combining the above: E(
∑

s∈S xs) =
k2n

∑
s∈S p2(s) ≥ k2.

We now wish to apply Chernoff bounds to bound the deviation from the
mean. Since the xs’s are dependent, we cannot apply the bounds directly. Rather,
we define i.i.d. random variables ys ∼ xs. Clearly, E[

∑
s ys] = E[

∑
s xs]. Due

to a result by Hoeffding [12], we have: Pr[Q ∩ Q′ = ∅] = Pr[
∑

s∈S xs = 0] ≤
Pr[

∑
s∈S ys = 0] < e−k2/2.

Finally, note that implementing f(p, k
√

n) requires global knowledge of n,
which is difficult in a dynamic setting. The remaining of this paper is devoted
to approximating f , i.e., we show how to (roughly) maintain a non-uniform flat
quorum access strategy and how to evolve quorums, over a dynamic system.

4 Non-uniform Probabilistic Quorums in Dynamic
Systems

4.1 The Dynamic Graph

A key component in the construction is a dynamic routing graph among the pro-
cesses. The graph allows processes to search for other processes during quorum
selection. Denote G(t) = 〈V (t), E(t)〉 a directed graph representing the system
at time t as follows. V (t) is the set of processes U(t) at time point t > 0. There
is a directed edge (u, v) ∈ E(t) if u knows v and can communicate directly
with it. Henceforth, we refer to system participants as processes or as nodes
interchangeably.

Driven by the need to maintain the goals stated above in Section 2.1, we
wish to maintain a dynamic graph G(t) with the following properties: (1) Small
constant degree (so as to maintain constant join/leave complexity). (2) Log-
arithmic routing complexity (so as to maintain a reasonable quorum selection
cost). (3) Rapid mixing time, so that we can maintain a fixed individual selection
distribution using a small number of steps from each node.

We choose to employ for G(t) a routing graph that approximates a de Bruijn
routing graph. In the de Bruijn [5], a node 〈a1, . . . , ak〉 has an edge to the two
nodes 〈a2, . . . , ak, 0/1〉 (shift, then set the last bit). We employ a dynamic ap-
proximation of the De Bruijn graph that was introduced in [1]. This dynamic
graph has w.h.p. a constant-degree, logarithmic routing complexity, and loga-
rithmic mixing time.

The dynamic graph is constructed dynamically as follows. We assume that
initially, G1 has two members that bootstrap the system, whose id’s are 0 and
1. The graph linking is a dynamic de Bruijn linking, defined as follows:

Definition 6 (Dynamic de Bruijn linking). We say that a graph has a dy-
namic de Bruijn linking if each node whose id is 〈a1, . . . , ak〉 has an edge to each
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node whose id is 〈a2, . . . , ak〉 or whose id is a prefix thereof, or whose id has any
postfix in addition to it.

Joining and the leaving of members is done as follows:

Join: When a node u joins the system, it chooses some member node v and
“splits” it. That is, let v̂ = 〈a1, . . . , ak〉 be the identifier v has before the split.
Then u uniformly chooses i ∈ {0, 1}, obtains identifier u.id = 〈a1, . . . , ak, i〉 and
v changes its identifier to v.id = 〈a1, . . . , ak, (1 − i)〉. The links to and from v
and u are updated so as to maintain the dynamic de Bruijn linking.

Leave: When a node u leaves the system, it finds a pair of ‘twin’ nodes
〈a1, . . . , ak, 0〉, 〈a1, . . . , ak, 1〉. If u is not already one of them, it uniformly chooses
i ∈ {0, 1}, swaps with 〈a1, . . . , ak, i〉, and 〈a1, . . . , ak, i〉 leaves.

When a twin 〈a1, . . . , ak, i〉 leaves, its twin 〈a1, . . . , ak, (1 − i)〉 changes its
identifier to 〈a1, . . . , ak〉. The links to and from 〈a1, . . . , ak〉 are updated so as
to maintain the dynamic de Bruijn linking.

Definition 7 (Level). For a node v with id 〈a1, . . . , ak〉. Define its level as
�(v) = k.

Definition 8 (Global gap). The global gap of a graph G(t) is maxv,u∈V (t) |�(v)
−�(u)|.

For a more general definition of these dynamic graphs, and an analysis of
their properties see [1]. Techniques for maintaining w.h.p. constant-bound on the
global gap in dynamic graphs such as G(t) are presented in [1] and independently
in [4] with logarithmic per join/leave cost. In [19] techniques are presented for
maintaining a global gap of C = 2 with linear cost per join/leave. From here on,
we assume that w.h.p. a constant bound C on the global gap is maintained.

If the global gap is small, then a node can estimate the size of the network
by examining its own level. This is stated in the following lemma:

Lemma 2. Let G(t) be a dynamic de Bruijn graph with global gap C. Then for
all u ∈ V (t) : 2�(u)−C ≤ |V (t)| ≤ 2�(u)+C .

4.2 Quorum Selection

For a node u to establish a read or a write quorum, it initiates k
√

2�(u)+2C

random walk messages. When a node u initiates a random walk it creates a
message M with a hop-count �(u), an id u.id, and appends any payload A to
it, i.e., M = 〈�(u), u.id, A〉. Each node (including u) that receives a message
〈j, id, A〉 with a non zero hop-count j > 0, forwards a message M ′ = 〈j−1, id, A〉,
randomly to one of its outgoing edges. If (u, v) ∈ E then the probability that u
forwards the message to v is:

Pr[u forwards to v] =
1

2max{�(v)−�(u)+1,1} (2)
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By induction on the splits and merges of the dynamic graph it is clear that the
above function (Equation 2) is a well defined probability function.

We call the node that receives a message with hop-count 0 the destination
of the message. As a practical matter, it should be clear that a destination node
opens the message payload and executes any operation associated with it, such
as updating data or responding to a query. These matters are specific to the
application, and are left outside the scope of this paper.

4.3 Analysis of Quorum Selection

Let G(t) be a dynamic graph on n nodes. Recall the probability distribution
of message forwarding as defined in Section 4.2, Equation 2. We represent this
distribution using a weighted adjacency (n × n)-matrix M(t) as follows:

mv,u = Pr[u forwards to v] =

{
1

2max{�(v)−�(u)+1,1} (u, v) ∈ E(t),
0 otherwise.

The main result we pursue, namely, that our construction realizes a non-
uniform PQS, stems from the two propositions below. Due to space limitations,
most proofs are omitted; the full version of the paper [3] contains all proofs.

Theorem 1. The stationary distribution of M(t) is the vector x, such that ∀v ∈
V (t), xv = 1

2�(v)

For every t > 0, denote x(t) as the stationary distribution on M(t). We now
show that the random walk algorithm described in Section 4.2 chooses nodes
according to x(t).

Theorem 2. The mixing time of a random walk on M(t) starting from a node
of level k is k.

The theorems above together imply that our graph maintenance algorithm
together with our random walk quorum selection strategy implement a non-
uniform selection strategy over the members of V (t), where the probability of
choosing v ∈ V (t) is 1/2�(v).

As an immediate consequence of the propositions above, we have our main
theorem as follows:

Theorem 3. For a system S on a dynamic graph with global gap C, the quo-
rum selection strategy as described above forms a e−k2

-intersecting probabilistic
quorum system.

Proof. The theorem follows from the fact that by assumption, each quorum
access includes at least k

√
2�(u)+2C ≥ k

√
n independent selections, each one

done according to the distribution x(t).
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5 Quorum Evolution

In this section we describe the evolution algorithm for maintaining dynamic ε-
intersecting quorum systems. For such a construction, quorums need to evolve
along with the growth of the system in order to maintain their intersection
properties. This property must be maintained in spite of any execution sequence
of join and leave events that may be given by an adversary.

One trivial solution would be to choose new quorums instead of the old ones
each time the network’s size multiplies. Such a solution has a major drawback,
it requires a global overhaul operation that may affect all the system at once.
Even if we consider amortized costs, this process requires to change the state
of

√|V | nodes for some join events. In contrast, our evolution scheme w.h.p.
resorts only to local increments for each join or leave event, each causing only a
constant number of nodes to change their state.

The intuition for our algorithm comes from the following simple case. Suppose
the network is totally balanced, i.e., all nodes have the same level m, and a
quorum with 2m/2 data entries is randomly chosen. Further assume that after a
series of join events, the network’s size multiplies by 4 and all nodes have level
m+2. Our evolution algorithm works as follows in this simple scenario. Each time
a node splits, each data entry stored on the split node randomly chooses which
sibling to move to. In addition, if the node that splits has an even level then
each of its data entries also creates one more duplicate data entry and randomly
assigns it to a new node. Thus the number of data entries doubles from 2m/2 to
2(m+2)/2 and each data entry is randomly distributed on the network.

Our evolution algorithm simulates this behavior on approximately balanced
networks. Thus, its success relies on the fact that the global gap of the dynamic
graph w.h.p. is at most C. In order to avoid fractions, we set the bound C on
the global gap to be an even number.

5.1 Informal Description of the Evolution Algorithm

Recall that a join (respectively, leave) event translates to a split (respectively,
merge) operation on the dynamic graph. We now explain how the random walk
algorithm is enhanced, and what actions are taken when a split or a merge
operation occurs.

We divide the levels of the graph into phases of size C, all the levels (i −
1)C +1, . . . , iC belong to phase iC. When a node in phase iC wants to establish
a quorum, it sends k2(i+1)C/2 random walk messages. Each such message also
contains the phase of the sender which is iC.

When two nodes are merged, the data entries are copied to the parent node.
If the parent node is later split, we want each data entry to go to the sibling
it originally came from. Otherwise, the distribution of the data entry’s location
will be dependent on the execution sequence. Thus, each data entry also stores
all the random choices it has made as a sequence of random bits called dest.
When an entry is first created, dest is set to the id of the node that the data
entry is in.
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When a node of level i is split into two nodes of level i + 1, there are two
possibilities: Either |dest| ≥ i + 1 and the data entry moves according to the
(i+1)th bit of dest. Otherwise, the data entry randomly chooses which one of
the two sibling to move to, and it records this decision by adding the appropriate
bit to dest.

The number of data entries is increased only when a data entry is split on a
node whose level is a multiple of C. If a data entry with phase iC is involved in
a split operation on a node with level iC then 2C/2 − 1 new data entries with
phase (i + 1)C are created. These data entries are randomly distributed using
the random walk algorithm.

Additionally, whenever a random walk message from a node in phase jC
arrives to a node u with phase (j + 1)C, we simulate as if the message first
arrived at an ancestor node of level jC that is a prefix of u, and later this
ancestor node had undergone some split operations. Thus, if a phase (j + 1)C
node receives a message with hop count 0 initiated by a node in phase jC then,
in addition to storing the data entry, the node also creates 22/C − 1 new data
entries with phase (j + 1)C. This simulation technique is recursively expanded
to cases where a node in phase (j + �)C receives a message initiated by a node
in phase jC.

5.2 Evolution Algorithm

Enhanced random walk: Denote phase(i) = C
i/C�. When a node u initiates a
random walk it creates a message M with a hop-count �(u), phase phase(�(u)),
id u.id, and payload A to it, i.e., M = 〈�(u), phase(�(u)), u.id, A〉. Each node
that receives a message 〈j, ph, id, A〉 with a non zero hop-count j > 0, forwards
a message M ′ = 〈j − 1, ph, id, A〉, randomly to one of its outgoing edges v with
probability Pr[u forwards to v] = 1

2max{�(v)−�(u)+1,1} .
Nodes store information as a data entry of the form (dest, ph, id, A), where

dest is a sequence of bits that describes the location of the entry, ph is the phase,
id is the identity of the quorum initiator, and A is the payload.

When node w receives a message M = 〈0, ph, id, A〉 it stores the data entry
(w.id, ph, id, A). If phase(�(w)) > ph then for every i such that 
ph/C� < i ≤

�(w)/C�, w sends 2C/2 − 1 messages of the form 〈�(w), iC, id, A〉.

Create: A node u creates a quorum by initiating k2(phase(�(u))+C)/2 enhanced
random walk messages.

Split: Suppose node u wants to enter the system, and v = 〈a1, . . . , ak〉 is the
node to be split into nodes 〈a1, . . . , ak, 0〉 and 〈a1, . . . , ak, 1〉. For every data entry
(d, ph, id, A) held in v do the following. If |d| ≥ k + 1 then store (d, ph, id, A) at
node 〈a1, . . . , ak, destk+1〉 where desti is the ith bit of dest. Otherwise, if |d| < k+
1 then with uniform probability choose i ∈ {0, 1} and send to node 〈a1, . . . , ak, i〉
the message 〈0, ph, id, A〉. Node 〈a1, . . . , ak, i〉 will handle this message using the
enhanced random walk algorithm (in particular, if the split has crossed a phase
boundary, it will generate 2C/2 − 1 new data replicas).
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Merge: Suppose node u wants to leave the system, and the twin nodes
〈a1, . . . , ak, 0〉, 〈a1, . . . , ak, 1〉 are the nodes that merge into node v =
〈a1, . . . , ak〉. If u and one of the twins swap their ids then they also swap the
data entries that they hold. After the swap, the merged node v = 〈a1, . . . , ak〉
copies all the data entries that the nodes with ids 〈a1, . . . , ak, 0〉, 〈a1, . . . , ak, 1〉
held.

5.3 Analysis of Quorum Evolution

Given a network G(t) on n nodes, we seek to show that the evolved quorum’s
distribution is at least as good as the flat access scheme f(x(t), k

√
n). So we must

show a set of data entries that are independently distributed, whose size is at
least k

√
n. Note that the existence of some of the data entries is dependent on the

execution history. Therefore, it is not true that all data entries are independently
distributed. However, we use a more delicate argument in which we analyze the
size of a subset of the data entries whose existence is independent of the execution
sequence.

The main result we pursue is that a non-uniform PQS is maintained despite
any system reconfiguration, and is given in the Theorem below. The following
two lemmas are crucial for proving it. Their proofs are in [3].

Lemma 3. For any time t, data entry D, the distribution of D’s location on
V (t) is x(t).

Definition 9. Denote L(t) as the lowest phase on G(t), L(t) = minv∈V (t)
phase(�(v)).

Lemma 4. Let t > 0, and let the dynamic graph G(t) have global gap C. Con-
sider any quorum initiated by a node u at phase i with payload A. If L(t) ≥ i
then the number of data entries of the form (d, ph, u, A) such that ph ≤ L(t) is
exactly k2((L(t)+C)/2 .

Theorem 4. On dynamic networks with global gap C, the evolution algorithm
maintains a dynamic ek2/2-intersecting quorum system.

Proof. By Lemma 3 the locations of all data entries of all quorums are distributed
by x(t), the stationary distribution of M(t). Consider a quorum initiated at a
phase i node. If L(t) < i then the initial k2(i+C)/2 ≥ k

√|V (t)| data entries
suffice. If L(t) ≥ i then by Lemma 4 every quorum has k2(L(t)+C)/2 entries
whose existence is independent of the execution history. Since the network has
global gap of C, then k2(L(t)+C)/2 ≥ k

√|V (t)|. Thus at any time t, the evolving
probability distribution pr

t of the above subset of data entries of any quorum,
for any establishment time r, is a flat access strategy f(x(t), m) in which m ≥
k
√|V (t)|. By Lemma 1 this access scheme forms an ek2/2-intersecting quorum

system as required.
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Our construction implements, for any history of events, access strategies and
an evolution strategy that maintains the evolving probability distribution pr

t as
a flat access strategy on V (t) using the distribution x(t) with more than

√|V (t)|
independent choices. Thus, at any time t, all quorums (both newly established
and evolved) are ε-intersecting.

6 Performance Analysis

Our protocols hinge on the network balancing algorithms we employ, e.g., from
[1], and on their ability to maintain the bound C on the global level gap. We
note that the network construction of [1] incurs a constant number of state-
changes per join/leave and a logarithmic number of messages. It maintains the
global gap bound C w.h.p. Below, the analysis stipulates that the global gap C
is maintained, and calculates additional costs incurred by our algorithm.

Join/leave complexity. When a new process joins the system, it may cause a
split of a node whose level is a multiple of C. In that case, we allocate a constant
number of new data entries, that incur a constant number of random walks.
Thus, the message cost is O(log(n)) and the number of processes incurring a
change in their state is constant. Leave events generate one message and a state
change to one process.

Quorum access complexity. When selecting a quorum, we initiate O(
√

n) random
walks. For efficiency, a process may dispatch multiple walks on each of its links,
and have them branch repeatedly. The total number of communication rounds
needed for all walks to reach their (random) targets is O(log(n)), and the total
number of messages is O(

√
n log(n)).

Load and Resilience. The load on each process during quorum selection at time
t is O(1/

√
n). As the system grows, the load above continues to hold. However,

if the system dramatically diminishes, the relative fraction of data entries could
grow, causing high load on processes. Naturally, a practical system must deploy
garbage collection mechanisms in order to preserve resources. The discussion of
garbage collection is left outside the scope of this paper.

Because only k2C
√

n processes need be available in order for some (high
quality) quorum to be available, the fault tolerance is n − k2C

√
n + 1 = Ω(n).

Finally, it is not hard to derive that the failure probability Fp, i.e., the proba-
bility that no high-quality quorum is available when process failures occur with
individual i.i.d. probability p, is at most e−Ω(n), for p ≤ 1−2k2C√

n
−δ. This failure

probability is optimal [21].

7 Discussion

In this paper we assumed the read-write ratio to be roughly equal. It is possible
to extend the techniques of this paper to differentiate between read-quorums
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and write-quorums, and achieve better performance. Given any read-write ratio,
instead of having all operations select cn1/2 nodes, read operations select cnα

nodes, and write operations select cn1−α nodes for some predetermined 0 < α <
1.

We presented a system with a constant 1 − ε intersection probability. In
the AntWalk system [23],

√
n log n processes are randomly chosen thus leading

to intersection with high probability. Our quorum selection and evolution algo-
rithm can be modified along similar lines to achieve a high probability dynamic
intersecting quorum system.

Our analysis is sketched in a model in which changes are sequential. While we
believe our construction to be efficient in much stronger settings, where a large
number of changes may occur simultaneously, it is currently an open problem to
provide a rigorous analysis.

The fault tolerance analysis concerns the robustness of the data which the
system stores against O(n) failures. While the data will not be lost due to such
catastrophic failure, clearly our constant degree network, which is used to access
the data, may disconnect. Network partitioning can be reduced by robustifing the
network through link replication. But unless each node has O(n) links, O(n) fail-
ures will disconnect any network. Once the network is partitioned, the problem
of rediscovering the network’s nodes is addressed in [11,2]. When the network
is reconnected, the dynamic de-Bruijn can be reconstructed. After recovering
from this catastrophic failure, the system will maintain consistency, since the
information itself was not lost.
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Abstract. We present a new distributed data replication algorithm tai-
lored especially for large-scale read/write data objects such as files. The
algorithm guarantees atomic data consistency, while incurring low la-
tency costs. The key idea of the algorithm is to maintain copies of the
data objects separately from information about the locations of up-to-
date copies. Because it performs most of its work using only the location
information, our algorithm needs to access only a few copies of the ac-
tual data; specifically, only one copy during a read and only f +1 copies
during a write, where f is an assumed upper bound on the number of
copies that can fail. These bounds are optimal. The algorithm works in an
asynchronous message-passing environment. It does not use additional
mechanisms such as group communication or distributed locking. It is
suitable for implementation in WANs as well as LANs. We also present
two lower bounds on the costs of data replication. The first lower bound
is on the number of low-level writes required during a read operation on
the data. The second bound is on the minimum space complexity of a
class of efficient replication algorithms. These lower bounds suggest that
some of the techniques used in our algorithm are necessary. They are
also of independent interest.

1 Introduction

Data replication is an important technique for improving the reliability and scal-
ability of data services. To be most useful, data replication should be transparent
to the user. Thus, while there exist multiple physical copies of the data, users
should only see one logical copy, and user operations should appear to execute
atomically on the logical copy.

To maintain atomicity, existing replication algorithms typically use locks [4],
embed physical writes to the data within a logical read [3,14], or assume powerful
network primitives such as group communication [2]. However, such techniques
have adverse effects on performance [8], and practical systems either sacrifice
their consistency guarantees [12], or rely on master copies [15] or use very few
replicas.

This paper presents an algorithm which deals with the performance penalty
of data replication by taking advantage of the fact that, in a typical application
requiring replication, such as a file system, the size of the objects being replicated
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is often much larger than the size of the metadata (such as tags or pointers)
used by the algorithm. In this situation, it is efficient to perform more cheap
operations on the metadata in order to avoid expensive operations on the data
itself.

Our algorithm replicates a single data item supporting read and write op-
erations, and guarantees that the operations appear to happen atomically. The
normal case1 communication cost is nearly constant for a read operation, and
nearly linear in f for a write, where f is an upper bound on the number of
replica failures. The latency for a read and write are both nearly constant. Here,
we measure the communication and latency costs in terms of the number of data
items accessed, and ignore the number of metadata items accessed, as the for-
mer term is dominant.2 Our algorithm runs on top of any reliable, asynchronous
message passing network. It tolerates high latency and network instability, and
therefore is appropriate in both LAN and WAN settings.

The basic idea of the algorithm is to separately store copies of the data in
replica servers, and information about where the most up-to-date copies are
located in directory servers. We call this layered replication approach Layered
Data Replication (LDR). Roughly speaking, to read the data, a client first reads
the directories to find the set of up-to-date replicas, then reads the data from
one of the replicas. To write, a client first writes its data to a set of replicas,
then informs the directories that these replicas are now up-to-date.

In addition to our replication algorithm, we prove two lower bounds on the
costs of replication. The first lower bound shows that in any atomically consistent
replication algorithm, clients must sometimes write to at least f replicas during
a logical read, where f is the number of replicas that can fail. The second lower
bound shows that for a selfish atomic replication algorithm, i.e., one in which
clients do not “help” each other, the replicas need to have memory which is
proportional to the maximum number of clients that can concurrently write. In
addition to their independent interest, these lower bounds help explain some of
the techniques LDR uses, such as writing to the directories during a read, and
sometimes storing multiple copies of the data in a replica.

Our paper is organized as follows. Section 2 describes related work on data
replication. Section 3 formally defines our model and problem. Section 4 describes
the LDR algorithm, while Sections 5 and 6 prove its correctness, and analyzes
and compares its performance to other replication algorithms. Section 7 presents
our lower bounds. Finally, Section 8 concludes.

2 Related Work

There has been extensive work on database replication [4,15,5,2]. Algorithms
that guarantee strong consistency usually rely on locking and commit protocols
[4]. Practical systems usually sacrifice consistency for performance [12], or rely
on master copies [5] or group communication [2]. In our work, we do not consider
1 I.e., when there are no failures.
2 The amount of metadata accessed is also not large.
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transactions, only individual read/write operations on a single object. Therefore,
we can avoid the use of locks, commit protocols and group communication, while
still guaranteeing strong consistency.

Directory-based replication is also used in file systems, such as Farsite [1].
However, this system focuses more on tolerating Byzantine failures and providing
file-system semantics, and their replication algorithm and analysis is less formal
and precise than ours.

Our use of directory servers bears similarities to the witness replicas of [16]
and the ghost replicas of [18]. These replicas store only the version number
of the latest write, and are cheap to access. We extend these ideas by storing
the locations of up-to-date replicas in directories, allowing LDR to access the
minimum copies of the actual data. In addition, since our replicas are not used
in voting, we can replicate the data in arbitrary sets of (at least f + 1) replicas,
instead of only in quorums. This allows optimizations on replica placement,
which can further enhance LDR’s performance. Lastly, while [16] and [18] still
need external concurrency control mechanisms, LDR does not.

Directory-based cache-coherence protocols [17] are used in distributed shared
memory systems, and are in spirit similar to our work. However, these algorithms
are not directly comparable to LDR, since the assumptions and requirements in
the shared memory setting are quite different from ours.

The algorithm used to maintain consistency among the directories is based
on the weighted voting algorithm of [7] and the shared memory emulation algo-
rithms of [3] and [14]. One can apply [3] and [14] directly for data replication.
However, doing so is expensive, because these algorithms read and write the data
to a quorum of replicas in each client read or write operation. The client read
operation is especially slow compared to LDR, since LDR only accesses the data
from one replica during a read.

Theorem 10.4 of [9] is similar in spirit to our first bound. It shows that
in a wait-free simulation of a single-writer, multi-reader register using single-
writer, single-reader registers, a reader must sometimes write. In contrast, our
lower bound considers arbitrary processes simulating a multi-reader, multi-writer
register, and shows that a reader must sometimes write to at least f processes,
where f is the number of processes allowed to fail.

3 Specification

3.1 Model

Let x be the data object we are replicating. x takes values in a set V , and has
default value v0. x can be read and written to. To replicate multiple objects, we
run multiple instances of LDR. However, we do not support transactions, i.e.,
single operations that both read and write, or access multiple objects.

LDR is based on the client-server model. Each client and server is modeled
by an I/O automaton [13]. The communication between clients and servers is
modeled by a standard reliable, FIFO asynchronous network.
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3.2 Interface, Assumptions, and Guarantees

The clients receive external input actions to read and write to x. Upon receiving
an input, a client interacts with the servers to perform the requested action.
To distinguish the input actions that read/write x from the low-level reads and
writes which clients perform on the servers, we sometimes call the former logical
or client reads/writes, and the latter physical reads/writes.

Let C be the set of client endpoints. For every i ∈ C, client i has invoca-
tions (input actions) readi (resp., write(v)i) to read (resp., write v to) x, and
corresponding responses (output actions) read − ok(∗)i (resp., write − oki). The
servers are divided into R, the replica endpoints, and D, the directory endpoints.
We assume that R and D are finite (C may be infinite). The interface at a server
i ∈ D∪R consists of send(m)i,j to send message m to endpoint j, j ∈ C ∪D∪R,
and recv(m)j,i to receive m from j.

We assume the crash-fail model, and we model failures by having a faili
input for every i ∈ C ∪ D ∪ R. When faili occurs, automaton i stops taking any
more locally controlled steps.

LDR assumes clients are well-behaved. That is, clients do not make consecu-
tive invocations without a receiving a corresponding response in between.

LDR’s guarantees are specified by properties of its traces. LDR’s liveness
guarantee is conditional. Specifically, let (QR,QW ) be a read/write quorum sys-
tem over D. That is, QR,QW ⊆ 2D are collections of subsets of D, with the
property that for any sets Q1 ∈ QR and Q2 ∈ QW , Q1 ∩ Q2 6= ∅. Also, let f be
any natural number such that f < |R|. Then LDR guarantees the following:

Definition 1. (Liveness) In any infinite trace of LDR in which at most f repli-
cas fail, and some Q1 ∈ QR and Q2 ∈ QW of directories do not fail, every
invocation at a nonfailing client has a subsequent corresponding response at the
client.

LDR’s safety guarantee says that client read/write operations appear to ex-
ecute atomically.

Definition 2. (Atomicity) Every trace of LDR, when projected onto the client
invocations and corresponding responses, can be linearized to a trace respecting
the semantics of a read/write register with domain V and initial value v0.

We refer to [10] for a formal definition of atomicity and linearization.

4 The LDR Algorithm

The clients, replicas and directories have different state variables and run dif-
ferent protocols. The protocols are shown in Figures 1, 2, and 3, resp., and are
described below. Figures 4 and 5 show the schematics of the read and write
operations, resp. Both the read and write operations involve the client getting
an external input, then contacting some directories and replicas to perform the
requested action.
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4.1 State

A client has the following state variables. Variable phase (initially equal to idle)
keeps track of where a client is in a read/write operation. Variable utd ∈ 2R

(initially ∅) stores the set of replicas which the client thinks are most up-to-
date. Variable tag ∈ N × C (initially t0

3) is the tag of the latest value of x the
client knows. Variable mid (initially 0) keeps track of the latest message the
client sent; the client ignores responses with id < mid.

A replica has one state variable data ⊆ V × T × {0, 1}, initially ∅. For each
triple in data, the first coordinate is a value of x that the replica is storing. The
replica may store multiple values of x; the reason why this is done is explained
in Section 7.3. The second coordinate is the tag associated with the value. The
third coordinate indicates whether the value is secured, as explained in Section
4.3.

A directory has a utd ⊆ R variable, initially equal to R, which stores the set
of replicas that have the latest value of x. It also has a variable tag ∈ T , initially
t0, which is the tag associated with that value of x.

4.2 Client Protocol

When client i does a read, it goes through four phases in order: rdr, rdw, rrr
and rok.4 During rdr, i reads (utd, tag) from a quorum of directories to find
the most up-to-date replicas. i sets its own tag and utd to be the (tag, utd) it
read with the highest tag. During rdw, i writes (utd, tag) to a write quorum of
directories, so that later reads will read i’s tag or higher. During rrr, i reads the
value of x from a replica in utd. Since each replica may store several values of
x, i tells the replica it wants to read the value of x associated with tag. During
rok, i returns the x-value it read in rrr.

When i writes a value v, it also goes through four phases in order:
wdr, wrw, wdw and wok.5 During wdr, i reads (utd, tag) from a quorum of di-
rectories, then sets its tag to be higher than the largest tag it read. During wrw,
i writes (v, tag) to a set acc of replicas, where |acc| ≥ f +1. Note that the set acc
is arbitrary; it does not have to be a quorum. During wdw, i writes (acc, tag) to a
quorum of directories, to indicate that acc is the set of most up-to-date replicas,
and tag is the highest tag for x. Then i sends each replica a secure message to
tell them that its write is finished, so that the replicas can garbage-collect older
values of x. Then i finishes in phase wok.

3 Here t0 < t, ∀t ∈ T , where tags are ordered lexicographically, and T denotes the set
of all tags.

4 The phase names describe what happens during the phase. They stand for read-
directories-read, read-directories-write, read-replicas-read, and read-ok, resp.

5 As for a read, wdr stands for write-directories-read, wrw for write-replicas-write,
wdw for write-directories-write, and wok for write-ok.
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Fig. 1. Client Ci transitions.

Fig. 2. Replica Ri transitions.
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Fig. 3. Directory Di transitions.

Fig. 4. Client read operation. Fig. 5. Client write operation.

4.3 Replica Protocol

The replicas respond to client requests to read and write values of x. Replicas also
garbage-collect out of date values of x from data, and gossip among themselves
the latest value of x. The latter is an optimization to help spread the latest value
of x, so that clients can read from a nearby replica.

When replica i receives a message to write value/tag (v, t), i just adds (v, t, 0)
to data. The 0 in the third coordinate indicates v is not a secured value. When i
is asked to read the value associated with tag t, i checks whether it has (v, t, ∗)6

in data. If so, i returns (v, t). Otherwise, i finds the secured triple with the largest
tag in data, i.e., the (v′, t′, 1) with the highest tag t′ among all triples with third
coordinate equal to 1, and returns (v′, t′). When i is asked to secure tag t, i
checks whether (∗, t, 0) exists in data, and if so, sets the third coordinate of the
triple to 1.

When i garbage-collects out of date values of x, it finds a secured value
(v, t, 1) in data, and then removes all triples (v′, t′, ∗) with t′ < t from data.
6 The ∗ indicates the last coordinate can be a 0 or 1.
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When i gossips, it finds a secured value (v, t, 1) in data, and sends (v, t) to all
the other replicas. When i receives a gossip message for (v, t), it adds (v, t, 1) to
data.

4.4 Directory Protocol

The directories’ only job is to respond to client requests to read and write utd
and tag.

When directory i gets a message to read utd and tag, it simply returns
(utd, tag). When i is asked to write (S, t) to utd and tag (S is a set of replicas
and t is a tag), i first checks that t ≥ tag. If not, then the write request is out of
date, and i sends an acknowledgment but does not perform the write. If t = tag,
i adds S to utd. If t > tag, i checks whether |S| ≥ f +1, and if so, sets utd to S.

5 Correctness

In this section, we show that LDR satisfies the liveness and atomicity properties
of Defns. 1 and 2, resp. A more detailed proof can be found in the full paper [6].

5.1 Liveness

Consider an execution in which some read and write quorum of directories do
not fail, and no more than f replicas fail. Then a client never blocks waiting for
a response from a quorum of directories. The client also does not block waiting
to read from a set utd of replicas, since we can easily check that |utd| ≥ f + 1
always. Therefore, every invocation at a nonfailing client always has a response
in the execution.

5.2 Atomicity

To prove the atomicity condition, we show that a trace of LDR satisfies Lemma
13.10 of [13]. In [13], it is shown that an algorithm satisfying Lemma 13.10
implements the semantics of an atomic register. The lemma requires us to define
a partial order ≺ on the operations in a trace of LDR. Let φ be a complete
operation in a trace, i.e., an invocation and its corresponding response. If φ is
a read, define λ(φ) to be the tag associated with the value returned by φ.7 If φ
is a write, define λ(φ) to be the tag of the value written by φ. We define ≺ as
follows:

Definition 3. Let φ and ψ be two complete operations in an execution of LDR.

1. If φ is a write and ψ is a read, define φ ≺ ψ if λ(φ) ≤ λ(ψ).
2. Otherwise, define φ ≺ ψ if λ(φ) < λ(ψ).

7 Recall that when φ reads from a replica in phase rrr, the replica returns (∗, t). Then,
we set λ(φ) = t.
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Before proving LDR satisfies Lemma 13.10, we first prove some lemmas. The
first lemma says that if a client i asks to read a value with tag t from a replica,
then the replica returns a value with tag ≥ t to the client.

Lemma 1. Let φ be a complete read operation by client i, and let t be the max-
imum tag which i read during the rdr phase of φ. Then, λ(φ) ≥ t.

We briefly argue why this lemma is true. Suppose i read (S, t) from a directory
during rdr. Then S is the set of replicas that i asks to read from during rrr.
For every replica in S, either (∗, t, ∗) still exists in the replica’s data, or it was
garbage-collected. In the first case, the replica returns (∗, t), so λ(φ) = t. In the
second case, the replica must have secured a value with tag t′ > t in data. The
replica returns (∗, t′), so λ(φ) > t.

The next lemma states that after a read finishes, a write quorum of directories
have tag at least as high as the tag of the value the read returned.

Lemma 2. Let φ be a complete read operation in an execution of LDR. Then
after φ finishes, there exists a write quorum of directories with tag ≥ λ(φ).

We argue why the lemma holds. Let t be the largest tag i read during the rdr
phase of φ. If λ(φ) = t, then i writes (∗, t) to a write quorum of directories
during rdw, before the end of φ, and the lemma is true. Otherwise, by the
previous lemma, λ(φ) > t. This means i tried to read a value with tag t at
a replica, but the replica returned a value with a larger tag. Hence, the latter
value was secure at the replica, which implies an earlier client had finished its
phase wdw while writing that value. That client wrote λ(φ) to a write quorum
of directories during its phase wdw, before the end of φ, and so the lemma holds.

We can now prove the relation ≺ we defined earlier satisfies Lemma 13.10
of [13]. For lack of space, we prove only the most interesting condition in the
lemma, the second. The condition is that if an operation φ completes before
operation ψ begins, then ψ 6≺φ.

To see this, we consider the four cases where φ and ψ are various combinations
of reads or writes. If φ and ψ are both writes, then φ writes λ(φ) to a write
quorum of directories before it finishes. Since the read quorum ψ reads from
intersects with φ’s write quorum, ψ will use a larger tag than φ, and ψ 6≺φ. If
φ is a write and ψ is a read, then by similar reasoning, ψ returns a value with
tag at least as large as λ(φ), and the condition again holds. When φ is a read
and ψ is a write, by Lemma 2, a write quorum of directories have tag at least as
high as λ(φ) after φ finishes, so ψ uses a larger tag than λ(φ), and the condition
holds. Lastly, when both φ and ψ are reads, then ψ will try to read a value with
tag at least as high as λ(φ) from the replicas. By Lemma 1, λ(ψ) ≥ λ(φ), and
so ψ 6≺φ.

Combining Sections 5.1 and 5.2, we have shown:

Theorem 1. LDR satisfies the liveness and atomicity properties of Definitions
1 and 2, resp.
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6 Performance Analysis

We analyze the communication and time complexity of LDR, and show that
these costs are nearly optimal when the size of the data is large compared to the
size of the metadata.

We first describe a modification to the client algorithm. Currently, when a
client wants to contact a set of directories or replicas, it sends messages to a
superset of that set, in case some directories or replicas have failed. However,
in practice failures are rare, and so it suffices for the client to send messages to
exactly those directories or replicas it wants to contact. This technique greatly
improves performance, and in general, does not decrease fault-tolerance. We
analyze LDR for this optimized implementation.

6.1 Communication Complexity

A basic assumption which LDR makes is that the size of the data, i.e., values
of x, is much larger than the size of metadata LDR uses, such as tags and utd’s.
Therefore, we also assume it is much more costly to transfer data than metadata.
In particular, we assume that the communication cost to transfer one value of
x is d, while the cost to transfer one unit of metadata is 1. We assume d � 1,
and also that d � f2, where f is the number of replica failures LDR tolerates.8

Lastly, we assume all read and write quorums have size f + 1. As an example
of our cost measure, it costs d + 3 to transfer the message 〈read − ok, v, t, id〉,
where v is a value of x. With this measure, the communication cost of an LDR
read operation adds up to d + 2f2 + 14f + 18, and the cost of an LDR write
operation adds up to (f + 1)d + f2 + 20f + 19.

When d � 1 and d � f2, the cost of an LDR read is dominated by the
d term. However, any replication algorithm must read at least one value of
the data during a read. Therefore, the communication complexity of a read
for any replication algorithm is ≥ d in the worst case. Therefore, for large d, the
communication complexity of an LDR read is asymptotically optimal. Also, in
any replication algorithm tolerating the failure of up to f replicas, the data must
be written to at least f + 1 replicas. Therefore, the worst case communication
complexity of a write for any replication algorithm is ≥ (f + 1)d9. Therefore,
LDR also has asymptotically optimal write communication complexity.

6.2 Time Complexity

To evaluate the time complexity, we now consider a synchronous communication
model. Similar to the communication complexity, we assume that it takes time
8 This assumption is reasonable, since in practice f is quite small, typically < 4.
9 In fact, it is not necessary to write a complete copy of the data to each server. For

example, by encoding the data, one can write smaller chunks of the encoding to
each server, decreasing the total amount of communication. However, as any such
optimizations can also be applied to LDR, they do not change the optimality of
LDR’s communication complexity.
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d to transfer a value of x, and it takes unit time to transfer a piece of metadata.
We also assume that when we send messages to multiple destinations, we can
send them in parallel, so that the time required to send all the messages equals
the time to send the largest message. Then, the time complexity of an LDR read
sums to d + 2f + 18, and that of a write sums to d + f + 19. Any replication
algorithm must take at least d time for a read or write, since it has to read or
write at least one copy of the data. Thus, for d large, the time complexity of
LDR is optimal.

6.3 Comparison to Other Algorithms

We now compare LDR’s performance with the performance of the algorithm
given in [14]. We choose this comparison because [14] has many attributes in
common with LDR, such as not using locks or group communication. Most other
replication algorithms rely on these techniques, which makes comparison to them
difficult. LDR and [14] are also similar in methodology. In fact, LDR uses a
modified form of [14] in its directory protocol. However, the two algorithms differ
substantially in their performance. Using the measure for communication cost
and latency given above, we compute [14]’s read communication cost as 2(f +1)d
plus “lower order”(compared to d) terms. For large d, this is a factor of 2(f +1)
larger than LDR’s read communication cost. The write communication cost for
[14] is (f+1)d plus lower order terms, which is asymptotically the same as LDR’s
cost. The latency of a read in [14] is approximately 2d, which is asymptotically
twice that of LDR. The latency of a write is asymptotically the same in [14]
and LDR. We note that most replication algorithms have costs similar to that
of [14], so that for large d, LDR also performs better than those algorithms.

Lastly, we mention that because LDR does not store data in quorums of
replicas, but rather, in arbitrary sets, LDR can take advantage of algorithms
which optimize replica placement to further improve performance.

7 Lower Bounds

7.1 Model

We prove our lower bounds in the atomic servers model. This computational
model is based on the standard client/server model, except that the servers
are required to be atomic objects (of arbitrary and possibly different types),
which permit concurrent accesses by clients. Each server j’s interface consists
of read(−ok)i,j and modify(−ok)i,j actions, ∀i ∈ C. read can return any value
based on the server’s state, but must not change the server’s state. modify
can change the state of the server arbitrarily, and return any value. The clients
have input and output actions corresponding to the outputs and inputs, resp., of
the servers. Clients and servers communicate by invoking actions and receiving
responses from each other, instead of sending messages.
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Let f be a natural number. We say an f-srca10 is an algorithm in the atomic
servers model which allows clients to read and write a data object, such that
the client operations appear to happen atomically, and such that every client
invocation has a response, as long as at most f servers fail.

The atomic servers model is similar to the network-based model we imple-
mented LDR in, and LDR is a network analogue of an f -srca. The lower bounds
we prove in the atomic servers model have direct analogues in the network model,
which we describe following the proof of each lower bound. The reason we use
the atomic servers model is that it simplifies our proofs by removing details,
such as message buffering, which are present in the network model; however,
it is straightforward to translate the proofs we present to the network model.
Therefore, using the atomic servers model does not weaken our lower bounds.

7.2 Write on Read Necessity

Recall that when a client reads in LDR, it writes to the directories during phase
rdw. Similarly, in ABD and other replication algorithms, clients also write during
reads. Our first lower bound shows that this is inherent: in any f -srca with
f > 0, clients must write to some servers during a read. More precisely, let φ be
a complete (read or write) operation by some client i in a trace of an f -srca. We
will think of φ both as an ordered pair consisting of an invocation and response,
and as a subsequence of the trace, beginning at the invocation and ending at the
response. We define ∆(φ) to be the number of servers j such that modify(∗)i,j

occurs during (subtrace) φ. That is, we count the modify(∗)i,∗ actions occurring
during φ as writes performed by φ. We do this because modify(∗)i,j potentially
changes the state of server j, and to do so, it must write to j.

The following theorem says that in any f -srca, a read must sometimes write
to at least f servers.

Theorem 2. In any f-srca A, there exists a complete client read operation φ
in an execution of A such that |∆(φ)| ≥ f .

Proof. The intuition for the proof is that during the course of a write operation,
the algorithm is sometimes in an ambiguous state, in which another logical read
can return either an old value or the new value being written. A reader needs
to write to record which value it decided to return, so that later reads can make
a consistent decision. Since any server the reader writes to may fail, the reader
must write to at least f servers.11

Suppose for contradiction there exists an f -srca A, such that for any complete
read operation φ in any execution of A, |∆(φ)| < f . Consider an execution
α = s0π1s1 . . . πnsn of A starting from initial state s0, in which a client w1 writes
a value v1 6=v0, where v0 is the default value of x. Let α(i) = s0π1s1 . . . πisi be
the length 2i+1 prefix of α (α(0) = s0). Let i∗ be the smallest i such that there
exists a client read starting from si, so that if this read runs in isolation (i.e., we
10 f -srca stands for f-strongly consistent replica control algorithm.
11 We’ll see later why the reader writes to f and not f + 1 servers.



Efficient Replication of Large Data Objects 87

pause w1 and only run the read), it may return v1. Thus, we choose i∗ to be the
first “ambiguous” point in w1’s write, when a client read can return either v0
or v1. Note that all reads starting after α(i), for i < i∗, must return v0. Clearly,
1 ≤ i∗ ≤ n. Let p1 be the server, if any, that changed its state from state si∗−1
to si∗ . Note that there can be at most one such server, since only one server can
change its state after each action.

Now let α1 be an execution consisting of α(i∗) appended by a complete
logical read operation φ1 returning v1. Let α2 be an execution consisting of α1,
appended by another complete logical read operation φ2, such that φ2 does not
(physically) read from any server in ∆(φ1) ∪ p1. That is, φ2 does not read from
any server that φ1 wrote to, nor from p1. We first argue why φ2 exists. By
assumption, |∆(φ)| < f , so that |∆(φ1) ∪ p1| ≤ f . In φ2, we delay processing
φ2’s read invocations at all the servers in ∆(φ1)∪p1 indefinitely, so that it looks
to φ2 like the servers in ∆(φ1) ∪ p1 failed. Since A guarantees liveness when at
most f servers fail, φ2 must still terminate, without reading from ∆(φ1) ∪ p1.
This shows that φ2 exists, and α(i∗)φ1φ2 is a valid execution of A. Note that φ2
returns v1, since φ2 occurs after φ1, which returns v1.

We now claim that α(i∗ −1)φ2 is also a valid execution of A. Indeed, only the
servers in ∆(φ1) ∪ p1 can change their state from the final state of α(i∗ − 1) to
the final state of αφ1.12 Since φ2 does not read from any server in ∆(φ1)∪p1, the
final state of α(i∗ −1) and αφ1 look the same to φ2. So, since α(i∗)φ1φ2 is a valid
execution of A, α(i∗ − 1)φ2 is also a valid execution. However, all logical reads
starting after α(i∗ −1) return v0, which is a contradiction because φ2 returns v1.
This shows A does not exist, and all f -srca’s must sometimes write to f servers
during a read.

To translate this lower bound to the standard network model, we say that for
any atomic replication algorithm in the network model tolerating f server faults,
there exists a read operation in an execution of the algorithm in which at least
f servers change their state.

7.3 Proportional Storage Necessity

Recall that a replica in LDR sometimes stores several values of x when there
are multiple concurrent client writes. Our second lower bound shows that this
behavior is not an artifact of LDR, but is inherent in a class of efficient replication
algorithms we call selfish f -srcas. Intuitively, a selfish f -srca is one in which
the clients do not “help” each other (much). Helping is a crucial ingredient in
implementing lock-free concurrent objects, as in [11]. But helping has adverse
effects on performance, since clients must do work for other operations as well
as their own. In a selfish f -srca, we only allow clients to help each other with
“cheap” operations. In particular, clients can help each other write metadata,
such as tags, but cannot help write data (values of x), since we assume the data is
12 Only p1 can change its state from si∗−1 to si∗ , and only servers receiving modify

invocations can change state during φ1.
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large and expensive to write. For example, LDR is a selfish f -srca, since a reader
never writes data, only metadata, and a writer only writes its own value, and
does not help write the values of other writes. On the other hand, ABD is not a
selfish f -srca, because a reader writes values of x during its second phase. The
comparison in Section 6.3 shows that a selfish f -srca such as LDR can be more
efficient than an unselfish one such as ABD. We show that a disadvantage of
selfish f -srcas is that they require the servers to use storage that is proportional
to the number of concurrently writing clients. In the following, we formalize the
notions of selfish f -srcas and the amount of storage that the servers use.

To make our result more general, we want an abstract measure of the storage
used by the servers, not tied down to a particular storage format. Let α be an
execution of an f -srca, and let v ∈ V . We say v is g-erasable after α if, by failing
some set of g servers after α, we ensure that no later client read can return value
v. That is, the failure of some g servers after α is enough to “erase” all knowledge
of v. We define the multiplicity of v after α, m(v, α), to be the smallest g such
that v is g-erasable after α. If m(v, α) = h, then intuitively, exactly h servers
know about v, and the amount of storage used for v is proportional to h.

We now to formally define selfish f -srcas, trying to capturing the idea that
client reads do not write values of x, and client writes only write their own value.
Let A be an f -srca. We say an execution of A is server-exclusive if at any point
in the execution, there is at most one client accessing any server. In a server-
exclusive execution, we can easily “attribute” every action to a particular client.
If the action is performed by a client, we attribute the action to that client. If
the action is performed by a server, then the server must be responding to some
client’s invocation; we attribute the action to that client. We now define selfish
f -srcas as follows:

Definition 4. Let A be an f-srca. We say that A is selfish if for any server-
exclusive execution α of A, the following holds: let π be an action in α attributed
to client i ∈ C, let sπ be the state in α before π, and let s′

π be the state in α after
π.

1. If the last invocation at Ci is readi, then ∀v ∈ V : m(v, s′
π) ≤ m(v, sπ).

2. If the last invocation at Ci is write(v)i, then ∀v′ ∈ V \{v} : m(v′, s′
π) ≤

m(v′, sπ).

This definition says that in a server-exclusive execution of a selfish f -srca, client
reads do not increase the multiplicity of any value, and clients writes can only
increase the multiplicity of their own value.

Definition 5. Let A be an f-srca. Define the storage used by A, M(A), to be
the supremum, over all executions α of A, of

∑
v∈V m(v, α).

Assuming the storage needed for a value of x is large compared to the storage
for metadata that the servers use, M(A) is an abstract measure of the amount
of storage used by the servers of A.

Lastly, we define an (f, c)-srca as an f -srca which only guarantees liveness
and atomicity when there are ≤ c concurrent writers in an execution. We now
state the second lower bound.
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Theorem 3. Let A be an (f, c)-srca, where f and c are positive integers.13 Then
M(A) ≥ fc.

Proof. Suppose for contradiction that M(A) < fc. The intuition for the proof
is that if we run c client writes concurrently, then because M(A) < fc, we can
ensure none of the values written have multiplicity greater than f . Then, in
later client reads, we can delay responses from f servers at a time to ensure
that consecutive reads do not return the same value. But eventually some two
non-consecutive reads must return the same value. This violates atomicity, and
shows that A does not exist.

Let W be a set of c writer clients, all writing distinct values different from
v0. Construct an execution α starting from an initial state of A using to the
following procedure:

1. Repeat steps 2 or 3, as long as no w ∈ W has finished its write.
2. If any w ∈ W has an action π enabled, and π is not an invocation at a server,

extend α by letting w run π.
3. Otherwise, choose a w ∈ W with invocation π at server j enabled, such that

the following holds: if we extend α to α′, by running π and then letting server
j run until it outputs a response to π, then ∀v ∈ V \{v0} : m(v, α′) ≤ f . Set
α ← α′.

It is easy to see that α is a server-exclusive execution. Also, every value except
possibly v0 has multiplicity at most f after α. This is because when step 2 of
the procedure occurs, only client w changes state, and no servers. Therefore,
the multiplicity of any value cannot increase. When step 3 occurs, the server j
that runs was chosen so that it does not increase the multiplicity of any value
beyond f . Lastly, we claim that some w ∈ W finishes its write after α. To see
this, first observe that in any prefix of α, there must exist a value vw being
written by w ∈ W that has multiplicity < f , since there are c values being
written, and the sum of all their multiplicities is at most M(A) < cf . Then,
the above procedure can run w and any server which w invokes, because doing
this increases the multiplicity of vw by at most 1, and leaves the multiplicity of
every other value unchanged (because A is selfish). So, as long as no writer is
finished, the procedure can extend α to a longer execution. Thus, since algorithm
A guarantees liveness, some writer must eventually take enough steps in α to
finish. Let α′ be the prefix of α up to when the first writer w finishes.

Now we start a sequence of non-overlapping client reads {φi}i after α′. Let
read φi return value vi. Since w finished writing vw, by atomicity, no φi can
return v0 (x’s initial value). For each vi, let Fi be a set of f servers such that, if
we fail Fi, no later client read can return vi. Fi exists, because no value except
possibly v0 has multiplicity greater than f , and no φi increases the multiplicity of
any value. During φi, we delay the responses from all servers in Fi−1 indefinitely,
so that it seems to φi like the servers in Fi−1 failed. Then, since φi must tolerate
f server failures, φi must finish without (physically) reading from any server in
13 The theorem does not hold for f = 0, as we explain in the full paper [6].
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Fi−1. Therefore, φi cannot return vi−1, i.e., two consecutive reads cannot return
the same value. Since there are only c values which any client read can return,
eventually some vi = vj , where j − i > 1. Choose k such that i < k < j. We
now have a contradiction because vk linearizes after vi, and vj linearizes after
vk, but vi = vj . This shows that A does not exist, and M(A) ≥ fc for all selfish
(f, c)-srcas.

To translate this lower bound to the network model, we say that the servers
in any atomic replication algorithm in the network model tolerating f server
faults must have storage proportional to the maximum number of concurrently
writing clients.

8 Conclusions

In this paper we presented LDR, an efficient replication algorithm based on
separately replicating data and metadata. Our algorithm is optimal when the
size of the data is large compared to the metadata. We also presented two lower
bounds. One states that the number of writes necessary within some client read
operation equals at least the fault-tolerance of the algorithm. The other states
that servers in a selfish replication algorithm need storage proportional to the
number of concurrent writers. The separation of data from metadata was the
key to LDR’s efficiency. We are interested in extending this idea to enhance the
performance of other distributed algorithms.
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Abstract. Locality is a property of consistency conditions indicating
that any collection of implementations of a consistency condition C for
disjoint subsets of objects is an implementation of C for the entire set of
objects. This paper investigates the sources of locality by considering the
general model of consistency conditions and capturing their properties.
We establish several ways of constructing local conditions as well as new
general techniques for analyzing locality of consistency conditions that
do not depend on a particular type of shared object. These techniques
allow us to formally prove non-locality of a) all conditions stronger than
sequential consistency but weaker than or incomparable to linearizability,
b) all conditions stronger than or incomparable to coherence but weaker
than sequential consistency, and c) a range of conditions that require
sequences of operations to execute atomically. These results cover most
commonly used consistency conditions as well as many other conditions
useful in the context of specific systems.

1 Introduction

Replicating data is a common technique for achieving performance, scalabil-
ity and availability in distributed systems. It is used in databases, in high-
performance cluster-based computing in the form of distributed shared memory,
in replicated objects systems, and even in Internet caching. One of the main
issues in dealing with replicated data is keeping the various copies consistent, at
least to some degree. The definition of the consistency semantics provided by a
replicated system is known as a consistency condition. There is a known tradeoff
between the performance and scalability of a replicated system, and the strength
of the consistency condition it may guarantee, as discussed, e.g., in [6,7]. A weak
consistency condition can be implemented more efficiently. On the other hand,
a weak condition means that data in replicas may diverge considerably, which
may be an annoyance for clients of database systems, complicates the program-
ming model in distributed shared memory systems, and in extreme cases may
even be too weak for solving certain problems [5]. Balancing this tradeoff is the
motivation behind much of the research dealing with consistency conditions.
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In recent years, it has become increasingly common to construct complex
distributed systems and applications from independently built separate compo-
nents, each component being responsible for a well defined part of the complex
system functionality and tailored for a specific operational environment. While
this trend is especially prominent in modern object oriented middlewares like
CORBA, .NET and EJB where each component is viewed as a distributed ob-
ject, it can also be seen in other areas of distributed computing, e.g., in inter-
connecting shared memory systems [10]. Typically, components in these systems
are autonomous and even built without a priori knowledge of each other, which
limits the ability to coordinate the operation of different components. This poses
the challenge of achieving system wide consistency guarantees when components
are replicated. Fortunately, it holds for some consistency conditions that once
the condition is preserved independently by each replicated component imple-
mentation, it will be preserved by the system as a whole without any component
coordination. This highly desired property of consistency conditions, called lo-
cality [14],1 is the focus of this paper. In particular, locality means that the set
of objects can change without affecting the implementation of existing objects.
Similarly, the implementation of an object can change without requiring alter-
ations to other objects. Not only does locality facilitate software engineering of
composite systems but it also greatly simplifies the proof of correctness because
it is enough to consider the operation of each individual component separately.

In the past, it was known that linearizability, which is the strongest con-
sistency condition, is local [12,14]. It was also established that sequential con-
sistency [16] and serializability [19] are not local for a particular object type
system [14]. However, there was no systematic approach to locality analysis
of consistency conditions. In this work, we consider various properties of local
conditions. We introduce new techniques, such as the separating sequence con-
struction and logical operations on consistency conditions, for testing locality of
a consistency condition by exploiting few basic properties of all existing object
type systems. These techniques allow us to formally prove non-locality of a) all
conditions stronger than sequential consistency but weaker than or incomparable
to linearizability, b) all conditions stronger than or incomparable to coherence
but weaker than sequential consistency, and c) a range of conditions that require
sequences of operations to execute atomically. The proofs of these results follow
the same scheme: we assume by way of contradiction that a given consistency
condition is local and then construct a counterexample to the condition’s locality
by using separating sequences and other methods that we have developed.

In particular, these results imply that most consistency conditions that are
known to present a good compromise in the tradeoff between consistency and
performance (e.g., PRAM [17], causal consistency [3,4], processor consistency [2],
PSO [1,18,15], TSO [1,18,15], and hybrid consistency based on sequential con-
sistency [11]), are non-local. Furthermore, sequential consistency, release consis-
tency [13], and serializability are shown to be non-local for virtually any object
type system. However, we do not limit our consideration to standard consistency

1 Sometimes, this property is also called composeability, e.g. in [11].
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conditions. The results of this paper are very general as they imply non-locality
of other useful conditions whose examples we consider in the context of specific
systems.

As a counterbalance to these negative results, we show two distinct groups
of local consistency conditions and specify ways of constructing new local con-
ditions. However, only few conditions created this way constitute meaningful
guarantees and can be used in systems that exist in practice.

2 System Model

We generally adopt the model and definitions introduced in [14], but slightly
adjust them to our needs. A system consists of a finite set of processes named
p1, p2, . . . , pn that communicate through shared objects. Each object has a name
and a type. The type defines a set of signatures of primitive operations. These
operations provide the only means to manipulate that object; in this work we
consider only single object operations. Each operation signature consists of a
name and the list of input and output parameter types (including allowed ranges).
Without restricting generality, we assume that each operation has exactly one
input and one output parameter. For example, the classical Read-Write object
type consists of two operations: read with void input parameter and integer
output parameter and write with integer input parameter and void output
parameter.

Execution of an operation op has a non-zero duration; this is modeled by
an operation invocation event inv(op) and a matching operation response event
resp(op). Execution of a system is modeled by a history which is a sequence
(finite or infinite) of invocation and response events. For the sake of brevity, we
will abuse the notation and use the same term “operation” to refer to opera-
tion signature in an object type and operation occurrence in a history (i.e., the
matching pair of invocation and response events) whenever it does not lead to a
confusion. Let op be an operation on object X performed at process p with input
value V I and output value V o; X, p, V I , and V o will be denoted as obj(op),
pr(op), ival(op), and oval(op), respectively. Instead of the full notation inv(op)
on X at p and resp(op) on X at p we will use inv(op) and resp(op) wherever
the operation’s object and process are not relevant.

A history H is complete if for each inv(op) ∈ H, the matching resp(op) also
belongs to H. For the sake of presentation simplicity we consider only complete
histories in this paper; it can be shown that our results hold for incomplete
histories as well but a more scrupulous case analysis would be required.

A history H is sequential if (1) its first event is an invocation and (2) each
invocation (response) event is immediately followed (preceded) by the matching
response (invocation). A history H is a serialization of a history H ′ if H is
sequential and it consists of the same events as H ′.

A process subhistory H|p (H at p) of a history H is the subsequence of all
events in H that occurred at p. An object subhistory is defined in a similar way
for an object X; it is denoted H|X (H on X). A history H is well-formed if
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each process subhistory H|p is sequential. In the following we consider only well-
formed histories. Such histories model sequential processes accessing concurrent
objects. As some operations on the same object may be concurrent, observe that
object subhistories of well-formed histories are not necessarily sequential.

A set S of histories is prefix-closed if, whenever H is in S, every prefix of H
is also in S. A single-object history is one in which all events are associated with
the same object. A sequential specification for an object is a prefix-closed set of
single-object sequential histories for that object.2 A sequential history H is legal
if each object subhistory H|X belongs to the sequential specification for X.

A history H induces an irreflexive partial order <H on operations: op1 <H

op2 if resp(op1) precedes inv(op2) in H. This order captures the notion of “real-
time” precedence ordering. If H is sequential, <H is a total order. Two operations
are called non-concurrent if they are ordered by <H and concurrent otherwise.

2.1 Refining Object Type System

In this section we further elaborate on the object type system to the extent
necessary to show the results in the following sections. Recall from Section 2 that
a history determines the input and output values of all operation occurrences.
Given a history H, a response event resp(op) in H, and an output value V o

that is in the valid range of output values for op, denote H(oval(op) ← V o)
a history that is obtained from H by substituting the output value of resp(op)
with V o. An output value V o is legal for a response event resp(op) in a sequential
history H if V o is in the valid range of output values for op and the sequential
history H(oval(op)← V o) is legal. An output value V o is a possible outcome of
an operation op with an input value V I if there is some sequential history H
and a response event resp(op) in H such that the matching invocation inv(op)
is passed an input value V I and V o is legal for resp(op) in H.3

We now introduce some assumptions on the object type system and sequential
specification. The following list is not intended to be complete in any sense; it
just specifies the assumptions under which the results presented in Sections 4
and 5 hold.

Intuitively, sequential specifications are intended to capture the object se-
mantics that is independent of the number of processes in the system (e.g., in a
single-process history). For example, sequential specifications define the meaning
of the enqueue and dequeue operations in the Enq-Deq type system for FIFO
queues [14]. Therefore, the legality of a sequential history does not depend on
processes at which history events were executed. Formally,

2 In practice, there are simpler and more succinct ways to define sequential specifica-
tions. One common technique is to define the type of an object state, initial object
value, set of rules how each operation manipulates the object state, etc.

3 The definition of a possible operation outcome is a useful shortcut notation when
the history and operation occurrence are not relevant.
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Assumption 1: If we take a pair of invocation and matching response events
which occurred at process pi in a legal sequential history and change their process
name to pj , the resulting sequential history is also legal.

Next, we define deterministic and history-dependent operations: we will say
that an operation op is deterministic if for any sequential history S and any
occurrence of op in S with response event e = resp(op), at most one output value
can be legal for e. Intuitively, being history-dependent for an operation means
that it may return different values for the same input in different executions,
or even for different occurrences with the same input in the same execution.
Formally, an operation op is history-dependent if there is some input value V I

of op such that there are at least two different output values that are possible
outcomes of op with V I .

Assumption 2: Each object type contains an operation that is both determin-
istic and history-dependent.

Recall from Section 2 that sequential specifications are typically defined through
the notion of object state and the set of rules describing how each operation
manipulates it. Such specifications also determine the set of valid output values
for each operation, when invoked on a given object state with a given input
value. Furthermore, most commonly used object types have a function for which
a) at most one output value is legal for any given state and input value and b)
different output values are legal for different states even when the input value
is fixed. For example, a read operation in the classical Read-Write type system
and a Deq operation in the Enq-Deq type system for FIFO queues [14] maintain
these properties. Such operations are deterministic and history-dependent, which
explains why Assumption 2 holds in all systems that exist in practice.4

2.2 Separating Sequences

We now introduce the concept of a separating sequence, which is the key ma-
chinery used in our locality analysis. A separating sequence is a finite single
object sequential history Sep containing at least two operations such that Sep
is legal but no serialization of Sep in which the last operation of Sep precedes
the first operation of Sep is legal. For example, in the case of read-write ob-
jects with sequential specifications implying that the initial object value is zero,
〈W (X, 1), R(X) = 1〉 is a separating sequence; for FIFO queues with an initially
empty state, we can take 〈Enq(X, 1), Deq(X) = 1)〉.

Lemma 1. For an object type as defined in Section 2.1, a separating sequence
exists.
4 In fact, the determinism assumption can be relaxed by stipulating it only for a small

subset of all histories. However, we chose to adopt a less complicated assumption of
global determinism that is stronger but still holds in all existing systems.
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Proof. Let us take an operation op that is deterministic and history-dependent
(such an operation must exist by Assumption 2). Since op is history-dependent,
there exists an input value V I of op such that there are two different output
values V o

1 and V o
2 that are possible outcomes of op with V I . Look at some history

H consisting only of an occurrence of op with the input value V I . Since op is
deterministic, at least one of V o

1 and V o
2 is not legal for resp(op) in H. Assume

w.l.o.g. that V o
1 is not legal for resp(op) in H. Let us look at the shortest legal

sequential history Sep which contains an occurrence of op with the input value
V I and output value V o

1 (if there are several histories of the same length, we can
take any one of them). If Sep contains just one operation, it is identical to H up
to process and object names so that V o

1 cannot be legal for resp(op) in Sep by
Assumption 1. Thus, Sep contains at least two operations. Furthermore, Sep is
finite and it ends with resp(op) because the set of legal histories is prefix closed.

Assume by contradiction that there is a legal serialization S of Sep in which
the last operation of Sep precedes the first operation of Sep. Consider the prefix
of S up to and including the last operation of Sep. This prefix is a legal sequen-
tial history by prefix-closeness and it is shorter than Sep. This contradicts the
minimality assumption that Sep is the shortest legal sequential history which
contains an occurrence of op with the input value V I and output value V o

1 .
Thus, any serialization of Sep in which the last operation of Sep precedes the
first operation of Sep is not legal. Therefore, Sep is a separating sequence. ��

3 Modelling Consistency Conditions

In order to make general conclusions about the locality of consistency conditions,
we need to define the universe of consistency conditions over which we perform
our analysis:

Definition 1. Consistency condition CC is a boolean predicate over a history
H, such that if H satisfies CC, then for every object X, H|X also satisfies CC.

This definition explicitly requires that CC be object projection closed; this
trait is central for our locality analysis. It captures an inherent property of all
existing consistency conditions. There might be some other requirements from
the predicate to represent a reasonable condition but they are not needed for
our discussion. The results in this paper hold for such more refined consistency
conditions as well.

Note that Definition 1 does not limit the domain of CC to histories of some
fixed object type. This reflects the fact that many consistency conditions such as
sequential consistency are defined for an arbitrary type system. However, there
exist some conditions like PRAM that are meaningful only for specific object
types. We consider such conditions only in the context of the type for which
they are meaningful.

Strictly speaking, the definition of a consistency condition should explicitly
specify all “permissible” object types for a given condition. Then, every property
of consistency conditions in Sections 3.1, 4 and 5 should be quantified by “for
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every permissible object type”. However, this would significantly complicate the
notation and require several additional definitions. Since all main results in this
paper operate with conditions such as linearizability, for which every object type
is permissible, we decided to avoid extending the notation in this direction.

It is easy to see that Definition 1 covers the following known conditions:
linearizability [14], sequential consistency [16], serializability and strict serializ-
ability [19], release consistency [13], entry consistency [8], PRAM [17], causal
consistency [3,4], processor consistency [2], PSO [1,18,15], TSO [1,18,15], and
hybrid consistency [11]. We omit the definitions of these well-known conditions
due to the lack of space.

In addition to these commonly used consistency conditions, Definition 1 cov-
ers many other conditions that may be used in specific systems. For example,
consider the system that supports sequential consistency for normal updates
and queries but allows the client to query the most recently updated copy of the
object by providing a strong query that should reflect the results of all preced-
ing updates. Of course, strong query is more expensive compared to a normal
query so clients should use it with discretion. Another example is the system
that provides sequential consistency for operations performed on most processes
but has one master process whose operations are always done on the most re-
cently updated copy. We will denote these two consistency conditions CCsq and
CCmaster , respectively.

3.1 On the Relative Strength of Consistency Conditions

Some of our results in Sections 4 and 5 have the following form: “If a consistency
condition CC is stronger than C1 but weaker than C2, then it is not local.” In
order to understand the impact of such results, it is important to consider the
relative strength of consistency conditions.

Two consistency conditions C1 and C2 are equivalent if a history satisfies the
first condition iff it satisfies the second condition. C1 is stronger than or equiv-
alent to C2 if a history satisfies C2 whenever it satisfies C1; other comparative
relations are defined likewise. If there is one history that satisfies C1 but not C2
and another history that satisfies C2 but not C1, then C1 and C2 are incom-
parable. The fact that consistency conditions can be incomparable substantially
complicates locality analysis as we will see below.

The weakest condition by Definition 1 is the one which is satisfied by all
histories; The strongest condition is the one which is satisfied by no history. We
denote these two conditions CCmin and CCmax respectively. While they are not
useful in practice, we will use them as reference conditions for comparison with
others. In addition, we introduce another reference condition CCproclin for read-
write objects: denote H|w the subsequence of all events in a history H which are
invocations or responses of write operations; H|p + w is the subsequence of all
events in H which are either in H|p or in H|w. A history H safisfies CCproclin
if for each process p, there is a legal serialization of H|p + w that preserves <H .

The relative strength of various consistency conditions is shown in Figure 1.
Arrows are drawn from weaker to stronger conditions. General object type condi-
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Fig. 1. Relative strength of various consistency conditions.

tions are in bold boxes whereas conditions meaningful for a specific type systems
appear in dashed boxes.

It should be noted that there are trivial object types, e.g., with sequential
specifications accepting every history as legal. For such object types, many con-
ditions become trivially equivalent so that the hierarchy in Figure 1 partially
collapses. This is not important for proving the formal results in Section 4 that
explicitly state the assumption that some conditions are not equivalent. How-
ever, it should be emphasized for the sake of understanding the implications
of these results that for all non-trivial object types that are used in practice,
conditions depicted in Figure 1 are not equivalent.

4 Local Consistency Conditions

Locality is typically defined in the following way (see, e.g., [14]): a consistency
condition CC(G) is local if a history H satisfies CC(G) iff for each object X, H|X
satisfies CC(G). However, the “only if” part holds in all existing consistency
conditions as captured by Definition 1. Therefore, only the “if” part is the subject
of our study in this paper.

As we explained in Section 1, locality is a desired property of consistency
conditions ([11], [12] and [14] also discuss motivation for local consistency condi-
tions). It is easy to see that if a consistency condition partitions a given history
H by the object on which operations are performed and requires some condition
for each of the objects separately, then it is local. Such conditions can be ex-
pressed as a logical conjuction of independent predicates on H|X for each object
X. In particular, coherence falls into this category.

Another, less obvious group of local consistency conditions is based on the
linearizability requirement that there exists a legal serialization of H that pre-
serves the <H order. Herlihy and Wing [14] showed that linearizability is a local
condition. However, this result can be generalized: in fact, any condition that
partitions H into several (possibly overlapping) sets of operations and requires
linearizability within each set independently, is local. In particular, condition
CCproclin defined in Section 3.1 belongs to this group.



100 R. Vitenberg and R. Friedman

Furthermore, any conjunction or disjunction of two local conditions is local
as the following lemma shows. Given a pair of incomparable local conditions,
this property provides a way of constructing new conditions that are local. In
particular, it implies that the conjunction of coherence and CCproclin is local.

Lemma 2. If two consistency conditions CC1 and CC2 are local, then the con-
dition CC defined as their conjunction or disjunction, is local as well.

Proof. The proof follows directly from the definitions of locality and conjunc-
tion/disjunction of consistency conditions. ��

Obviously, the above two groups and their conjunctions include infinitely
many distinct local conditions that span from the “no consistency” condition
CCmin to linearizability. However, only few of those are meaningful and can be
applied to systems that exist in practice. We now proceed with examining the
locality of commonly used conditions.

Theorem 1. If a consistency condition CC is equivalent to or stronger than
sequential consistency but weaker than linearizability, then it is not local.

Proof. Assume that such consistency condition CC exists and it is local. Since
CC(G) is weaker than linearizability, there is a history H such that CC(H) =
true but H is not linearizable, i.e., there is no legal serialization of H that
preserves <H . Since H is not linearizable and linearizability is a local condition,
there is an object X0 such that H|X0 is not linearizable. Observe that H|X0
satisfies CC by Definition 1. Therefore, we can assume w.l.o.g. that H is a single
object history because we can always take H = H|X0.

Consider the object type of X0 and a separating sequence Sep for this object
type whose existence is guaranteed by Lemma 1. Assume that Sep consists of
k operations, i.e., 2 × k events. Recall that n is the number of processes in the
system.

We now construct a new history H ′ by expanding H as follows: we start with
H ′ = H. Then, for each response event resp(e) in H, we introduce a sequence
Sepe of 2×k×n events to be specified below; Sepe is inserted into H ′ immediately
after resp(e) and before any other event that might follow resp(e) in H. In other
words, H ′ is obtained from H by substituting each response event in H with
1+2×k×n events. It is easy to see that since H is a sequence (finite or infinite),
the resulting H ′ is also a sequence of events.

For each resp(e), Sepe is constructed as follows: we introduce n new objects
Xe,1, Xe,2, . . . , Xe,n, each object being of the same type as X0. For each object
Xe,i we take a separating sequence Sepe,i = 〈o1(Xe,i), . . . , ok(Xe,i)〉 that is ob-
tained from Sep by substituting the object name with Xe,i, the process name
of the first operation (event pair) with pr(e), and the process name of the last
operation with pi. Sepe is formed as all events of Sepe,1 followed by all events of
Sepe,2 followed by all events of Sepe,3, etc:

Sepe = o1(Xe,1) <H′ . . . <H′ ok(Xe,1)
︸ ︷︷ ︸

Sepe,1

<H′ o1(Xe,2) <H′ . . . <H′ ok(Xe,2)
︸ ︷︷ ︸

Sepe,2

<H′
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<H′ . . . <H′ o1(Xe,n) <H′ . . . <H′ ok(Xe,n)
︸ ︷︷ ︸

Sepe,n

Observe that for each object X, CC(H ′|X) = true: since each Sepe,i =
H ′|Xe,i is legal by itself, it is linearizable, hence it satisfies CC which is weaker
than linearizability. Furthermore, H = H ′|X0 was chosen as a history which
satisfies CC. We are now going to prove that H ′ does not satisfy sequential
consistency. This will imply that H ′ does not satisfy CC thereby showing a
contradiction to the fact that CC is local.

Suppose there is a legal serialization S′ of H ′ that preserves the process order
of operations in H ′. Note that there is a pair e, f of operations ordered by <H in
H whose order in S′ is reversed. Such a pair exists because otherwise S′|X0 would
be a legal serialization of H that preserves <H . Assume w.l.o.g. that pr(f) = pi.
Let us look at the separating sequence Sepe,i which was inserted into H ′ as
subsequence of Sepe. Since Sepe was inserted immediately after resp(e), every
operation that follows e in H follows every operation of Sepe in H ′. In particular,
resp(ok(Xe,i)) <H′ inv(f). Furthermore, ok(Xe,i)) and f both occurred at pi.
Similarly, e <H′ o1(Xe,i) and they both occurred at pr(e). Since S′ preserves
the process order of operations in H ′, the last operation of Sepe,i precedes the
first operation of Sepe,i in S′:

ok(Xe,i) <S′ inv(f) <S′ . . . <S′ resp(e) <S′ o1(Xe,i)

Therefore S′|Xe,i is not legal by the definition of separating sequence. ��

Note that in order to build a counterexample to locality of CC, the construc-
tion in the proof may introduce a large number of new object instances. However,
in many systems that exist in practice, locality violation can be observed with
just few objects because the shortest non-linearizable history H that satisfies
CC is usually very short and because the same object instance can be “reused”
for multiple separating sequences.

[14] established that sequential consistency is not local for a particular ob-
ject type (the Enq-Deq type system for FIFO queues). One important corollary
from Theorem 1 is that sequential consistency is not local for any object type
system with the assumptions of Section 2.1. However, this theorem is more gen-
eral: for example, in Section 3 we brought the examples of non-standard CCsq
and CCmaster consistency conditions that lie between sequential consistency and
linearizability and that can be useful for specific systems. Theorem 1 establishes
that all those conditions are not local.

Yet, Theorem 1 does not cover serializability that is incomparable to lineariz-
ability. Serializability is used as the basic correctness condition for concurrent
computations by much work on databases. In this model, a transaction is a thread
of control that applies a finite sequence of operations to a set of objects shared
with other transactions. A history is serializable if it is equivalent to one in which
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transactions appear to execute atomically, i.e., without interleaving.5 Stronger
types of serializability such as strict serializability have also been defined: a (par-
tial) precedence order is defined on non-overlapping pairs of transactions in the
obvious way. A history is strictly serializable if the transactions’ order in the
sequential history is compatible with their precedence order.

[14] showed that neither serializability nor strict serializability are local for a
specific object type system. The following generalization of Theorem 1 extends
this result for an arbitrary object type:

Theorem 2. If a consistency condition CC is equivalent to or stronger than
sequential consistency but weaker than or incomparable to linearizability, then it
is not local.

Proof. Assume that such consistency condition CC exists and it is local. Con-
sider the consistency condition that is defined by logical disjunction of CC and
linearizability. This condition is stronger than or equivalent to sequential con-
sistency but weaker than linearizability. Since both CC and linearizability are
local, it is also local by Lemma 2. However, it cannot be local by Theorem 1. ��

So far we have only discussed the locality of conditions that are stronger
than or equivalent to sequential consistency. Theorem 3 below covers weaker
conditions:

Theorem 3. If a consistency condition CC is stronger than or incomparable to
coherence but weaker than sequential consistency, then it is not local.

Proof. Assume that such consistency condition CC exists and it is local. Since
CC(G) is stronger than or incomparable to coherence, there is a history H such
that CC(H) = false but H satisfies coherence. Then, H|X is also coherent for
each object X. Therefore, H|X is sequentially consistent for each object X by
the definitions of coherence and sequential consistency. Since CC is weaker than
sequential consistency, H|X satisfies CC for each object X. Thus, CC is not
local. ��

While this result is not so difficult to prove, its covers a significant number of
conditions due to the general way in which it is captured. Since coherence and
weaker conditions are considered too weak to be useful in practice, this result
means that all useful conditions that are weaker than sequential consistency are
non-local. In particular, it implies non-locality of many consistency conditions
whose strength is discussed in Section 3.1, such as PRAM, causal consistency,
processor consistency, TSO, PSO, hybrid consistency based on sequential consis-
tency, and many other conditions that were introduced as performance-effective
relaxations of sequential consistency.
5 In practice, serializability is typically provided in conjunction with failure atomicity,

ensuring that a transaction unable to execute to completion will be automatically
rolled back.
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However, it should be emphasized that Theorems 2 and 3 together do not
imply that any condition that is stronger than or incomparable to coherence
but weaker than or incomparable to linearizability is local. There are many
local conditions that are stronger than coherence and weaker than linearizability
but incomparable to sequential consistency; the conjunction of coherence and
CCproclin is an example of such a condition.

5 Locality of Conditions That Imply Atomic Execution

One particular class of commonly used consistency conditions that are not weaker
than sequential consistency consists of the conditions requiring that sequences
of operations execute atomically without interleaving. Some of those conditions
are stronger than sequential consistency such as serializability and strict serializ-
ability and therefore they are covered by Theorem 2. However, other conditions
such as release consistency are incomparable to sequential consistency. They are
the subject of our study in this section.

Recall that for serializability based consistency conditions, for each process
p, H|p defines the sequence of operations to execute atomically. However, while
serializability stipulates that the serialization of an execution preserve the order
of operations within each transaction (i.e., the process order), other conditions
pose weaker requirements in this regard. In particular, some conditions only re-
quire that for each process pi, there is a serialization of all transactions that
preserves the process order of events that occurred at pi. Yet, all such conditions
imply the atomicity requirement CCatom , i.e., there is a serialization of all trans-
actions in which no operation of a transaction appears between two operations
of some other transaction. Formally, the predicate CC(H) of such conditions
can be expressed as CC0(H) ∧ CCatom(H) for some CC0(H) and

CCatom(H) = ∃S, S is a serialization of H,∀p,∀op1, op2 ∈ H|p,

(op1 <S op2 ⇒ ∀op3 �∈ H|p, op3 <S op1 ∨ op2 <S op3) .

The following theorem states that all conditions lying between CCatom and
strict serializability are not local. Since all commonly used conditions that imply
atomic execution of transactions fall in this range, the practical consequence of
this result is that the requirement of atomic execution rules out locality.

Theorem 4. If a consistency condition CC is stronger than or equivalent to
CCatom but weaker than or equivalent to strict serializability, then CC is not
local.

Proof sketch: Assume that such a consistency condition CC exists and it
is local. Take a separating sequence Sep = 〈o1, . . . , on〉. Consider a sequential
history H which consists of two copies of the separating sequence on objects X
and Y respectively: 〈o1 on X at p, o1 on Y at q, o2 on X at p, o2 on Y at q,
. . . , on on X at q, on on Y at p〉. Note that all operations on X except for the
last one occur at p and all operations on Y except for the last one occur at q.
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It is easy to see that both H|X and H|Y are strictly serializable. However,
H does not satisfy CCatom . Thus, CC is not local. ��

There exist some other conditions, such as release consistency and entry
consistency, that model atomic sequences in a way that is different from the
one which is used in serializability. These conditions introduce special acquire
and release operations that serve multiple purposes but in particular denote
the start and end points of a sequence to execute atomically.6 The definition of
CCatom and the proof of Theorem 4 can be easily transformed to show that if
the acquire operation locks all objects (as it does, e.g., in release consistency),
then the consistency condition is not local. However, this negative result does
not cover conditions such as entry consistency, in which an acquire operation
acquires a lock for a single object.

6 Conclusions

We have developed several techniques for systematically analyzing locality of
consistency conditions. Using these techniques, we have been able to prove gen-
eral negative results about consistency conditions that cannot be local for any
object type. As special cases, these results imply that sequential consistency, se-
rializability, strict serializability, release consistency, PRAM, causal consistency,
processor consistency, PSO, TSO, hybrid consistency based on sequential con-
sistency, and some other conditions that we have defined are not local. However,
there are few known consistency conditions, such as entry consistency and hy-
brid consistency based on linearizability that have been left uncovered by our
analysis. We are looking into ways to further generalize our results in order to
cover these conditions as special cases as well.

While we have described two distinct groups that count infinitely many local
conditions as well as techniques for constructing other local conditions (such as
conjunction and disjunction), we have identified only few local conditions that
are deemed meaningful and useful. It is still an open question whether there are
local conditions beyond these two groups. One possible extension of this work
would be to find the most general form that describes all local conditions.

It has recently been shown in [9] that without the global time axiom, lin-
earizability is no longer a local condition. It is an interesting open problem to
check the bounds of locality without the global time assumption.

Acknowledgments. We would like to thank Michel Raynal for many fruit-
ful discussions. We would also like to thank anonymous reviewers for helpful
comments and suggestions.

6 In some conditions, the same special operation is used to signify both the end of the
previous atomic sequence and the start of the next one. The results of this section
hold for such conditions as well.
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Abstract. Regularity is a shared memory consistency condition that
has received considerable attention, notably in connection with quorum-
based shared memory. Lamport’s original definition of regularity as-
sumed a single-writer model, however, and is not well-defined when each
shared variable may have multiple writers. In this paper, we address this
need by formally extending the notion of regularity to a multi-writer
model. We give three possible definitions of regularity in the presence of
multiple writers. We then present a quorum-based algorithm to imple-
ment each of the three definitions and prove them correct. We study the
relationships between these definitions and a number of other well-known
consistency conditions, and give a partial order describing the relative
strengths of these consistency conditions. Finally, we provide a practical
context for our results by studying the correctness of two well-known
algorithms for mutual exclusion under each of our proposed consistency
conditions.

1 Introduction

1.1 Overview

Distributed computer systems are ubiquitous today, ranging from multiproces-
sors to local area networks to wide-area networks such as the Internet. Shared
memory, the exchange of information between processes by the reading and
writing of shared objects, is an important mechanism for interprocess commu-
nications in distributed systems. A consistency condition in a shared memory
system is a set of constraints on values returned by data accesses when those
accesses may be interleaved or overlapping. A shared memory system with a
strong consistency condition may be easy to design protocols for, but may re-
quire a high-cost implementation. Conversely, a shared memory system with a
weak consistency condition may be implemented efficiently, but be difficult for
the user to program or reason about. Finding a consistency condition that can be
implemented efficiently and that is nonetheless strong enough to solve practical
problems is one of the aims of shared memory research.

The preferred consistency condition for shared memory objects is atomicity
(or linearizability) ([11]), in which read and write operations behave as though
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they were executed sequentially, i.e, with no interleaving or overlap, in a se-
quence that is consistent with the relative order of non-overlapping operations.
In many cases, however, this semantics is difficult to implement, particularly in
distributed systems where variables are replicated and where the number of pro-
cesses with access to the variable is not known in advance. For such systems, the
related but weaker condition of regularity ([11]) may be easier to implement while
retaining some usefulness. For this reason, it has received considerable attention
in its own right, notably in connection with quorum-based shared memory ([2],
[15], [14] and [13]).

Informally speaking, regularity requires that every read operation return ei-
ther the value written by the latest preceding write (in real time) or that of some
write that overlaps the read. This description is sufficiently clear for the single-
writer model1, in which the order of the writes performed on a given variable in
any execution is well-defined; in fact, it was for this model that Lamport gave his
formal definition of regularity. In a multi-writer model, however, multiple pro-
cesses may perform overlapping write operations to the same variable so that
the “latest preceding write” for a given read may have no obvious definition.

A common way to circumvent this problem is to rely on a plausible gen-
eralization of the informal definition above, e.g. the following, which appears
in [15]:

– A read operation that is concurrent with no write operations returns a value
written by the last preceding write operation in some serialization of all
preceding write operations.

– A read operation that is concurrent with one or more write operations re-
turns either the value written by the last preceding write operation in some
serialization of all preceding write operations, or any of the values being
written in the concurrent write operations.

Such a definition, however, leaves a good deal of room for interpretation. What
is meant by “some serialization” in this context? Is there a single serialization
of the writes for which the above is true for all read operations, or does it suffice
for there to be some (possibly different) such serialization for each operation?
Or should all read operations of the same process perceive writes as occurring
in the same order? Such ambiguities can be avoided with a formal definition of
multi-writer regularity, but to our knowledge none has yet been proposed.

1.2 Contributions of This Paper

In this paper, we formally extend the notion of regularity to a multi-writer model.
Specifically, we give three possible formal definitions of regularity in the presence
of multiple writers. We then present a quorum-based algorithm to implement
each of these definitions and prove the algorithms correct. The definitions are
1 In the single-writer model, only one process can write to a shared object; other

processes can only read from it.
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strictly increasing in strength, while the implementations are of comparable com-
plexity. While there is no obvious practical advantage to the weaker definitions
over the stronger, the first two formalizations serve to point out the ambiguity
of the informal notion of regularity, while the third provides stronger guarantees
at essentially no additional cost.

We also study the relationships between our definitions of multi-writer reg-
ularity and several existing consistency models: linearizability ([8]), sequential
consistency ([10]), coherence ([7]), PRAM ([12]) and PCG ([1]). As part of this
analysis, we give a partial order describing the relative strengths of these con-
sistency conditions.

Finally, we provide a practical context for our results by studying the correct-
ness of two well-known algorithms for mutual exclusion when the variables are
implemented under our three proposed consistency conditions. The algorithms
we examine are Peterson’s algorithm for 2 processes ([17]) and Dijkstra’s algo-
rithm ([18]). We find that Peterson’s algorithm is fully correct under all three
models. Dijkstra’s algorithm satisfies only some of the constraints of the mutual
exclusion problem under any of the models.

1.3 Related Work

There is copious literature on consistency conditions for shared memory, both
implementations and applications (e.g., [10], [12], [7], [8] and [1]). Our work
builds on the the notion of regularity as introduced in [11].

We follow the example of [3] and [1] by using the mutual exclusion prob-
lem as an application for our consistency model. In [3], Attiya and Friedman
revised Peterson’s 2-process algorithm ([17]) to solve the mutual exclusion prob-
lem under their hybrid consistency model. In [1], Ahamad et al. examined the
correctness of Peterson’s algorithm and Lamport’s bakery algorithm under the
PCG consistency model, showing that Peterson’s algorithm solves the mutual
exclusion problem under PCG, while Lamport’s algorithm fails to do so. In a
later study, Higham et al. ([9]) investigated other mutual exclusion algorithms,
including Dekker’s and Dijkstra’s, none of which guarantees mutual exclusion
under PCG.

2 Preliminaries

Every shared object is assumed to have a sequential specification that indicates
its desired behavior. A sequential specification is a prefix-closed set of sequences
of operations, representing the set of behaviors of the object in the absence of
concurrency. We define members of this set as legal sequences of operations:

Definition 1. A sequence of operations on a shared object is a legal sequence
if it belongs to the sequential specification of the shared object.

In this paper, we consider only read/write objects. For such objects, a se-
quence of operations is legal if each read returns the value of the most recent
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preceding write in the sequence. If there is no such write, it returns the initial
value.

A consistency condition on a shared memory object specifies a relationship
between the sequential specification of the object and the set of executions on
the object, where an execution is a sequence of possibly interleaved operation
invocations and responses.

We assume a system of n processes labeled p0, . . . , pn−1. For a given execution
σ, we use the symbol σ|i to denote the subsequence of σ containing all the
invocations and responses performed by process pi.

Definition 2. An execution σ is admissible if, for each i, 0 ≤ i ≤ n − 1:

– if the number of steps taken by pi is finite, then the last step by pi is a
response; and

– σ|i consists of alternating invocations and matching responses, beginning with
an invocation. Thus, at any given point in the execution, each process has at
most one operation pending.

Note that this definition allows arbitrary asynchrony of process steps — no con-
straints are placed on the relative speed with which operations complete or on
the time between operation invocations. However, for convenience in analyzing
executions, we follow the example of [11] and [6] in employing the useful abstrac-
tion of an imaginary global clock. All our references to “real time” in the sequel
are with respect to this imaginary clock, which is not available to the processes
themselves.

For the remainder of this paper, we will be concerned only with admissible
executions.

Given an execution σ, we use the symbol ops(σ) to denote the set of all
operations whose invocations and responses appear in σ. (Thus ops(σ|i) denotes
the set of all operations that are performed in σ by process pi.) Finally, we let
writes(σ) denote the set of all write operations in execution σ.

A permutation on a subset of ops(σ) is σ-consistent if it preserves the partial
order of the operations in σ.2 The formal definition is given below.

Definition 3. Given an execution σ, a permutation π of a subset of ops(σ) is
σ-consistent if, for any operations o1 and o2 in π, o1 precedes o2 in π whenever
o1 finishes in σ before o2 starts.

Note that this definition implies that the per-process order of operations is
preserved in a σ-consistent permutation.

3 Multi-writer Regular Variables: Three Specifications

In this section we present three possible definitions of a multi-writer regular
variable, in increasing order of strength; we name these MWR1, MWR2 and
2 In most situations of interest, σ represents the order of operation invocations and

responses in real time.
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MWR3 respectively. The first two are distinct ways of straightforwardly general-
izing Lamport’s regularity for single-writer variables, while the third generalizes
a slight strengthening of Lamport’s definition.3

Definition 4. (MWR1)
An execution σ is mw1-regular (or satisfies MWR1) if, for each read opera-

tion r ∈ ops(σ), there exists a permutation πr of writes(σ) ∪ {r} such that:

– πr is a legal sequence.
– πr is σ-consistent.

A shared memory object is mw1-regular if all executions on that object are mw1-
regular.

Informally, an execution σ satisfies MWR1 if each read r ∈ ops(σ) returns
the value of some write w that either overlaps or precedes r in σ, as long as
no other write falls completely between w and r. This definition allows different
reads to behave as though the set of writes occurred in different orders, as long
as all such orderings are consistent with the partial order of the writes in σ.

Figure 1 shows an execution that satisfies MWR1. (In our figures, W (x, v)
denotes a write operation that writes value v to variable x, and R(x, v) denotes
a read operation on variable x that returns value v.) For p2’s first read, W (x, 2)
is considered to be the latest preceding write, and the read perceives the permu-
tation W (x, 1), W (x, 2), R(x, 2). For the second read, W (x, 1) is considered to
be the latest preceding write; thus the permutation is W (x, 2), W (x, 1), R(x, 1).

Fig. 1. Execution that satisfies MWR1

As this example shows, MWR1 is actually a very weak consistency condition,
as it does not require write operations to behave as though they occurred in
any particular order, even from the point of view of a single process. It might,
therefore, be desirable to construct a stronger definition of regularity for the
multi-writer case.

One straightforward approach might be to simply require that all read oper-
ations perceive the same ordering of the write operations, i.e, to add to MWR1
the requirement that πr − {r} is equal for all r.

However, we contend that such a consistency condition is actually too strong
for distributed multi-writer systems, where message delays may cause a given
3 We justify the continued use of the term “regularity” for this last definition be-

cause in the multi-writer model it remains weaker than atomicity, the next stronger
consistency condition defined in Lamport’s hierarchy.
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Fig. 2. A problematic execution

write to be “lost” when it is, in essence, overwritten by an overlapping write
without being read. Requiring all reads to place this “invisible” write in the
same position in their perceived order of writes is unnecessary, and may be
difficult.

Consider, for example, the execution in Figure 2. This execution does not
satisfy the proposed specification above, but is possible under several variations
of the classic quorum-based shared memory protocols described in Section 4.2.

In order to accommodate behavior of this kind, we propose a more sophis-
ticated definition for our second and stronger version of multi-writer regularity,
by requiring any pair of reads to agree only on the ordering of writes that are
“relevant” to both of them. Toward this end, we use the following additional
notation: writes←r(σ) = {w|w ∈ writes(σ) and w begins before r ends in σ}.

Definition 5. (MWR2) An execution σ is mw2-regular (or satisfies MWR2)
if there exists a permutation π of all the operations in ops(σ) such that, for any
read operation r, the projection πr of π onto writes←r(σ) ∪ {r} satisfies:

– πr is a legal sequence.
– πr is σ-consistent.4

A shared memory object is mw2-regular if all executions on that object are mw2-
regular.

This definition is similar to that of mw1-regularity, except that for any two
reads r1 and r2, the set of writes that do not strictly follow either r1 or r2 must
be perceived by both reads as occurring in the same order. As before, each read
returns the value of an overlapping write or the last preceding write in the order.

The execution in Figure 2 satisfies MWR2. Let π = W (x, 2), W (x, 1),
R1(x, 1), R2(x, 1). Then the projections for the two reads are W (x, 1), R1(x, 1)
and
W (x, 2), W (x, 1), R2(x, 1) respectively. Because the “lost” write follows R1, it
does not appear in the set of ordered writes for that read operation; it can thus
be regarded without inconsistency as occurring before W (x, 1) from the point of
view of R2. It is easy to verify that these two sequences satisfy the two conditions
of MWR2.
4 Note that if there are only a finite number of reads in a given execution, the writes

after the last read are not constrained by MWR2 to appear in any particular order.
We consider this to be acceptable, as such writes are never observed.
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Figure 3 shows another execution that satisfies MWR2. (To see this, consider
the permutation π = W (x, 1),R2(x, 1),R3(x, 1),W (x, 2),R2(x, 2),R3(x, 2). It is
easy to see that the projections for all four read operations satisfy the two
conditions in Definition 5.) By contrast, the execution shown in Figure 1 does
not satisfy MWR2, as there is no single way to order the writes that is consistent
with the values returned by the reads, given the partial order of the operations
in real time.

Fig. 3. Execution that satisfies MWR2

A straightforward extension of MWR2 leads to a still stronger consistency
condition.

Definition 6. (MWR3) An execution σ is mw3-regular (or satisfies MWR3)
if there exists a permutation π of all the operations in ops(σ) such that, for any
read operation r, the projection πr of π onto writes←r(σ) ∪ {r} satisfies:

– πr is a legal sequence.
– πr is σ-consistent.
– If r1 and r2 are two read operations of a given pi, and pi performs r1 before

r2, then the writes that appear before r1 in πr1 appear before r2 in πr2 .

A shared memory object is mw3-regular if all executions on that object are mw3-
regular.

MWR3 is similar to MWR2, but places the following additional constraint
on the read operations: any two read operations performed by the same process
must appear in π in the order in which they occur at that process.

This is equivalent to the requirement that once a process reads from a given
write, it never reads from an “earlier” write in the order of writes perceived by
that process, i.e., individual processes read from writes in nondecreasing order.
In [14], variables with this property are called monotone variables.

Although the execution in Figure 3 satisfies MWR2, it does not satisfy
MWR3. To see this, note that the definition of MWR3 requires that W (x, 1)
and W (x, 2) appear in the same order in the permutation for each of the four
read operations. Suppose W (x, 1) appears before W (x, 2). Then πr1 , the permu-
tation for the first read of p2, and πr2 , the permutation for the second read of
p2, do not satisfy the last condition of Definition 6. If we reverse the order of
the two write operations, however, the same problem occurs with respect to p3’s
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two read operations. (Note that if the second read of process p2 were to return
2 instead of 1, then the execution would satisfy MWR3.)

The three consistency conditions that we have defined form a strict hier-
archy: MWR3 is strictly stronger than MWR2, which is strictly stronger than
MWR1. The reader may verify the implications by examining the definitions;
the strictness of the containments has already been shown in the discussion of
the figures.

The following lemma emphasizes the relationship between our definitions and
the single-writer definition of Lamport.

Lemma 1. For a single-writer shared variable, MWR1 and MWR2 are identical
and are equivalent to the specification of regularity in [11]. MWR3 is strictly
stronger than Lamport’s regularity in the single-writer case, but remains weaker
than atomicity. Furthermore, if there is only a single reader, then MWR3 is
equivalent to atomicity.

The proof of this lemma is straightforward, and is omitted for reasons of space.

3.1 A Partial Order of Consistency Conditions

Figure 4 shows the relationship between our three proposed definitions of multi-
writer regularity and the following existing consistency models: linearizability
([8]), sequential consistency ([10]), coherence ([7]), PRAM ([12]) and PCG ([1]).
Although our three definitions form a strict hierarchy in terms of strength, they
are not comparable to any of the more established conditions except lineariz-
ability and, in the case of MWR3, coherence. A detailed discussion can be found
in [19].

Fig. 4. Relationships among Existing Consistency Conditions

4 Implementations

In this section, we show how to implement a quorum-based shared memory object
satisfying each of the definitions of multi-writer regularity proposed in Section 3.
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A quorum system Q over a set S of servers is a set of subsets of the server set,
i.e., Q ⊆ 2S . Each element of a quorum system is called a quorum. In this paper,
we assume that the intersection of each pair of quorums is nonempty, i.e., that
the quorum system is strict. When we use a quorum system to implement a
shared object, each server maintains a local copy of the shared object along with
an associated timestamp.

Code for pi, 0 ≤ i ≤ n − 1:

writei(x, v):
1 for some quorum Q, send(read, x) to each q ∈ Q;
2 wait to receive response (vq, tsq) from each q ∈ Q;
3 t := MaxT S({tsq|q ∈ Q});
4 tw = IncT S(t);
5 for some quorum Q′, send(write, x, v, tw) to each
q′ ∈ Q′;
6 wait to receive ack from each q′ ∈ Q′;
7 acki(x);

readi(x):
1 for some quorum Q, send(read, x) to each q ∈ Q;
2 wait to receive response (vq, tsq) from each q ∈ Q;
3 t := MaxT S({tsq|q ∈ Q});
4 v := GetV alue(t);
5 reti(x, v);

Code for server q:

local:
vq /* local copy of shared variable, initially 0 */
tq /* local copy of timestamp, initially 0 */

When q receives (read, x) from pi:
1 send(vq, tq) to pi;

When q receives (write, x, v, t) from pi:
1 if (tq < t) then
2 vq = v; tq = t;
3 endif
4 send(ack) to pi;

Fig. 5. A generic quorum-based algorithm to implement a read/write shared object

A generic algorithm that uses quorums to implement a shared object with
read/write semantics is given in Figure 5 . The main idea of the algorithm is as
follows. For any operation, a process begins by querying each member of some
quorum for its current view of the value and timestamp of the shared object.
It then uses the function MaxTS() to obtain the largest timestamp from the
resulting set of responses. The operations then continue as follows:

– read: The process uses a function GetV alue() to find a value associated with
the resulting timestamp, and returns that value as the result of the read.

– write: The process increments the resulting timestamp using a function
IncTS(), and writes the new value and the incremented timestamp back
to every member of some quorum (which can, but need not, be the same
quorum that was queried).

This algorithm is a generalization of several existing quorum-based protocols;
the appropriate instantiations of MaxTS() and GetV alue() yield, e.g., the al-
gorithms in [15], [5] and [16].

The three algorithms that we present in this section differ in their implemen-
tations of the functions used by the generic algorithm. This allows them to use
different types of timestamp and different policies by which to select returned
values. We will explicitly point out those differences as we introduce each of the
algorithms.

4.1 Algorithm Alg MW1 for Implementing MWR1

The timestamp used by Alg MW1 is chosen from the set of natural numbers
N . In this case, the MaxTS() function simply returns the largest timestamp
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in numerical order, while IncTS(ts) increments its argument by 1. Since times-
tamps are not necessarily unique under this algorithm, several different values
may share the same largest timestamp value. In this case, GetV alue() simply
chooses one arbitrarily and returns that value.

We define the timestamp of a write operation as the timestamp the write
operation uses to write to the quorum. Similarly, the timestamp of a read oper-
ation is the timestamp value associated with the variable value returned by this
operation. For both cases, we use the symbol ts(op) to denote the timestamp of
operation op. We say that a read operation r reads from a write operation w if
the value-timestamp pair returned by r is equal to the value-timestamp pair of
w. If there are several such writes, then we choose some arbitrary write w among
them such that r reads from w.

The following lemma states that the timestamp order (numerical order by
timestamp) of certain operations extends the partial order of those operations
in real time. Its proof, which is omitted due to lack of space, relies on the quorum
intersection property.

Lemma 2. For any execution σ of Alg MW1, there exist the following relation-
ships between the operations and their timestamps:

– For any read operation r and any write operation w: if w precedes r in σ,
then ts(w) ≤ ts(r).

– For any two write operations w1 and w2: if w1 precedes w2 in σ, then
ts(w1) < ts(w2);

Theorem 1. Algorithm Alg MW1 implements MWR1.

Proof. For a read operation r, we construct πr as follows. We partition the set
of writes into two subsets:

– The set of writes that begin before r ends and whose timestamps are at most
that of r, i.e., {w|w ∈ writes←r(σ) and ts(w) ≤ ts(r)}

– the set of all remaining writes

Each of these two sets is arranged in increasing order of timestamp; writes with
identical timestamps are ordered arbitrarily. We insert r into the first sequence
immediately after the write that it reads from and then append the second
sequence to the first sequence.

The reader can easily verify that the resulting sequence satisfies the two
conditions of MWR1. ��

4.2 Algorithm Alg MW2 for Implementing MWR2

We implement a shared variable satisfying MWR2 by adding the process id (as in
[15]) to the timestamps used by the generic algorithm. In other words, we define
the timestamp of an operation as a pair 〈ts, id〉, where ts is a natural number, and
id is a unique process id. Since no individual process chooses the same ts value
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for two different writes, each write operation is guaranteed a unique timestamp
value. This ensures that no matter how many write operations overlap, all read
operations that begin after all these write operations finish are able to agree on
which is the “last” write. Note that this is a commonly used approach in the
implementation of shared variables using quorum systems.

For timestamps of this format, we define MaxTS() as the function that
returns the largest timestamp in lexicographic order on the pair 〈ts, id〉. Because
this timestamp is unique, GetV alue() simply returns the unique value associated
with it. Finally, IncTS() increments the ts field by 1 and places the calling
process identifier in the id field.

The proof of correctness of Algorithm Alg MW2 is based on the following
supporting lemma, which in turn relies on Lemma 2:

Lemma 3. The write operations performed using Algorithm Alg MW2 are to-
tally ordered by timestamp, and this total order is consistent with the partial
order of the write operations in real time.

Theorem 2. Algorithm Alg MW2 implements MWR2.

Proof. We construct the permutation π as follows. We begin by ordering the
write operations lexicographically as described above. We then insert each read
operation r after the write operation that r reads from and before the next
write operation in the total order. Read operations with identical timestamps
are ordered arbitrarily. Now we prove that for any r, the projection πr satisfies
the conditions in Definition 5.

The sequence πr is legal by construction, as r appears immediately after the
write it reads from.

Now, consider any two operations op1 and op2 in σ such that op1 finishes
before op2 starts. There are two possible cases:

– op1 and op2 are both write operations. Then according to Lemma 3 and our
construction method, their order in πr is consistent with their partial order
in real time, i.e., σ-consistent.

– op1 is a write operation and op2 = r. If r reads from op1, then op1 appears
immediately before r according to our construction. Otherwise, r reads from
a write w whose timestamp is larger than that of op1. Therefore, they appear
in πr as op1, w, r, so the order of op1 and r is again σ-consistent.

There are no other cases, as writes that begin after r completes are not included
in writes←r(σ), and thus do not appear in πr. ��

4.3 Algorithm Alg MW3 for Implementing MWR3

Algorithm MW3 is similar to Algorithm Alg MW2 except that in Algo-
rithm MW3, each process keeps a local copy of the value-timestamp pair of
the shared variable x. The function MaxTS() and IncTS() are defined in the
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same way as for Alg MW2. We change the function GetV alue() as follows. If
the timestamp returned by MaxTS() is not greater than the timestamp in the
local copy, then GetV alue() returns the value stored in the local copy.

Theorem 3. Algorithm Alg MW3 implements MWR3.

Proof. We construct π as in the proof of Theorem 2, except that read operations
with identical timestamps are ordered consistently with their partial order in real
time. Now we prove that π satisfies the conditions in Definition 6.

The first two conditions can be proved using the same arguments as in the
proof of Theorem 2.

As for the third condition, consider two read operations r1 and r2 of the same
process, where r1 completes before r2 begins. Because πr1 and πr2 are projected
from the same sequence π, it is sufficient to prove that (1) r1 appears before r2
in π, and (2) all writes that appear in πr1 also appear in πr2 .

The first claim follows from the fact that, by Alg MW3, the timestamp of r2
is at least that of r1, so our construction method places them in π in the order
indicated. The second claim follows from the fact that writes←r1 ⊆ writes←r2 ,
which is clear by definition of writes←r (see Section 3). Thus all writes that
appear in πr1 also appear in πr2 . ��

5 Mutual Exclusion Using Regular Shared Variables

In this section, we use the mutual exclusion problem as a practical context to
evaluate the strength of our three specifications on multi-writer regular shared
variables. Specifically, we study the correctness of two well-known algorithms
for mutual exclusion when the variables are implemented according to the three
consistency conditions we have proposed. The algorithms we examine are Peter-
son’s algorithm for 2 processes ([17]) and Dijkstra’s algorithm for n processes
([18]). The algorithms are shown in Figure 6.5

Algorithms for solving mutual exclusion are assumed to have four sections:
entry, critical, exit and remainder. The critical section is code that must be
protected from concurrent execution. The entry section is the code executed
in preparation for entering the critical section. The exit section is executed to
release the critical section. The rest of the code is in the remainder section.

An execution of a program (not to be confused with an execution on an
object) consists of a partially ordered set of local and shared memory operations
performed by the participating processes. The partial order reflects the fact that
each process executes the algorithm sequentially in real time. In the case of
a mutual exclusion algorithm, each process cycles an infinite number of times
through the four sections described above or terminates in the remainder section.
In doing so, note that the processes produce admissible executions on each of
the shared variables used by the program.
5 Although Lamport’s Bakery algorithm and Peterson-Fischer’s algorithm are often

studied in this context, they are not of interest to us here since these algorithms use
only single-writer shared variables.
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1. Peterson’s Algorithm for 2 Processors
Code for process pi, i ∈ {0, 1}:

shared variables:
F lag[0..1] : integer /* initially 0 */
T urn : integer /* initially 0 */

/* entry section */
1 repeat
2 F lag[i] := 0;
3 wait until (F lag[1 − i] = 0 or T urn = i);
4 F lag[i] := 1;
5 until (T urn = i or F lag[1 − i] = 0)

6 if (T urn = i) then wait until (F lag[1 − i] = 0);

Critical Section

/* exit section */
7 T urn := 1 − i;
8 F lag[i] := 0;

Remainder Section

2. Dijkstra’s Algorithm for n Processors
Code for process pi, 0 ≤ i ≤ n − 1:

shared variables:
F lag[0..n − 1] : idle, requesting, in-cs
T urn : integer

/* entry section */
1 repeat
2 F lag[i] := requesting;
3 while (T urn �= i) do
4 if (F lag[T urn] = idle) then T urn := i;
5 end while
6 F lag[i] := in-cs;
7 until (∀j �= i, F lag[j] �= in-cs)

Critical Section

/* exit section */
8 F lag[i] := idle;

Remainder Section

Fig. 6. Algorithms for Mutual Exclusion

We say that an algorithm A solves mutual exclusion under consistency con-
dition C if, given that the shared variables all satisfy C, all program executions
satisfy the following constraints:

– mutual exclusion (ME): there is at most one process in the critical section
at any point in (real) time.

– eventual progress (EP):6 if there is some process waiting to enter the
critical section, then eventually some process enters the critical section.

– no lockout (NL): if some process is waiting to enter the critical section,
then eventually that process enters the critical section.7

We now examine the two mutual exclusion algorithms shown in Figure 6.
Table 1 shows which of the conditions of mutual exclusion described above are
met by each algorithm when implemented with variables satisfying each of our
consistency conditions. As a comparison, we also list the conditions that are
guaranteed by these algorithms when the shared variables are linearizable.

We first consider Peterson’s algorithm for two processors ([17]).8 This algo-
rithm uses two single-writer shared variables and one multi-writer shared vari-
able. The proof of the next theorem is very similar to the proof of Theorem 4.10
in [4]. Although [4] assumes that all the variables are atomic, the argument holds
unchanged for variables that satisfy MWR1, and therefore MWR2 and MWR3
also.
6 We use this term, rather than the more traditional ND (“no deadlock”) in order

to avoid ambiguity: the term “deadlock” sometimes includes “livelock” (in which
processes continue taking steps but keep one another trapped in a loop due to timing
issues) and sometimes does not. The definition of “eventual progress” explicitly
precludes either situation.

7 Although NL implies EP, we include both requirements, partly for historical reasons
(e.g., [9]) but primarily because it gives us a finer gauge of the effectiveness of various
consistency conditions, viz. Dijkstra’s algorithm, which solves EP but not NL under
MWR2 and MWR3.

8 We use the presentation of the algorithm from [4].
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Table 1. Correctness of mutual exclusion algorithms using MW-regular variables.

MWR1 MWR2 MWR3 Linearizability
Peterson’s Algorithm ME, EP, NL ME, EP, NL ME, EP, NL ME, EP, NL
Dijkstra’s Algorithm ME ME, EP ME, EP ME, EP

Theorem 4. Peterson’s Algorithm solves mutual exclusion under all the three
definitions of regularity.

Dijkstra’s algorithm for n processors uses n single-writer shared variables
and one multi-writer shared variable ([18]). Under both MWR2 and MWR3 it
behaves the same way as under linearizability: ME and EP are guaranteed, but
not NL. Under MWR1, only ME is guaranteed. The proof of the corresponding
theorem is omitted for reason of space and can be found in [19].

Theorem 5. Dijkstra’s Algorithm satisfies ME under MWR1 and satisfies ME
and EP under both MWR2 and MWR3, but does not satisfy NL under any of
the conditions.

6 Conclusion

If Lamport’s consistency conditions continue to be of interest in the area of
distributed shared memory, as seems likely, it is essential that these conditions
be formally extended into the multi-writer model. While this extension is simple
in the case of linearizability, it is more difficult and potentially ambiguous for
the weaker condition of regularity.

In this paper we have given three possible formal extensions of Lamport’s
definition of regularity from a single-writer model ([11]) to a more general multi-
writer model. We have analyzed the relationships between these extended consis-
tency conditions and a number of other well-known consistency conditions. We
have given quorum-based algorithms to implement each of the extended con-
sistency conditions, and proved their correctness. Finally, we have analyzed the
correctness of two well-known algorithms for mutual exclusion under each of our
proposed consistency conditions.

The weaker condition of safeness [11] can also be extended to the multi-
writer model by means of similar techniques to those we have used here; this is
one possible avenue of future work. It might also be worthwhile to expand on
the work of [14] by exploring ways to formalize the multi-writer version of the
consistency conditions met by the probabilistic quorum systems of [16].

Acknowledgement. This work was supported in part by NSF grant 0098305,
Texas Higher Education Coordinating Board grant ARP-00512-0091-2001, and
Texas Engineering Experiment Station funds.
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Abstract. We address the problem of network booting: Distributed pro-
cesses boot one after the other at unpredictable times in order to start
some distributed algorithm; we consider clock synchronization algorithms
in systems of n ≥ 3f +1 processes where at most f exhibit Byzantine be-
havior. Obviously, assumptions like “there are always at most one third
of the running processes Byzantine faulty” do not hold during system
startup.
Using a partially synchronous model where upper and lower bounds upon
transmission and computation are unknown, we show that a suitable
modification of Srikanth & Toueg’s non-authenticated clock synchroniza-
tion algorithm handles network booting and guarantees bounded preci-
sion both during normal operation and startup. Accuracy (clocks being
within a linear envelope of real-time) is only guaranteed, when sufficiently
many correct processes are eventually up and running.

1 Introduction

Synchronized clocks are vital for many applications (see [1] for an overview) and
should therefore be provided as early as possible during system operation. Before
considering system startup let us first revisit the well-known problem of clock
synchronization. Although traditionally studied in systems with known timing
behavior where all the processes are equipped with hardware clocks, it can also
be solved in partially synchronous systems with software clocks (counters): Every
correct process p, which has completed booting and initial synchronization (we
call such a process active), maintains an integer-valued clock Cp(t), which can
be read at arbitrary real-times t. It must satisfy:

(P) Precision Requirement. There is some constant precision Dmax > 0 such
that |Cp(t)−Cq(t)| ≤ Dmax for any two active correct processes p and q and
any real-time t.

(A) Accuracy Requirement. There are some constants a, b, c, d > 0 such that
a(t2 − t1)− b ≤ Cp(t2)−Cp(t1) ≤ c(t2 − t1)+d for any active correct process
p and any two real-times t2 ≥ t1.
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According to (P) the difference of any two correct clocks in the system must
always be bounded, whereas (A) guarantees some relation between progress of
clock-time and progress of real-time. (A) is also called linear envelope require-
ment . The constants a, b, c, and d determine how fast logical time (measured in
ticks representing some logical time unit) progresses with respect to real-time. In
case of our solution, a clock ticks whenever its clock synchronization algorithm
enters the next round of computation. This usually takes one round-trip time,
so logical time progresses at about 1 tick per round-trip time.

It is well known [2] that, without authentication1, no more than one third
of the processes may be Byzantine to ensure (P) and (A). Our goal is to handle
system startup without further increasing the number of required processes.

Obviously, the startup problem vanishes if an a priori bound on the period of
time required for completing the startup of all correct processes can be guaran-
teed: A process in a (semi-) synchronous system can simply setup a suitable local
timeout before it starts sending its first message. However, many real networks
cannot be modeled properly as synchronous systems, and even a single correct
process that violates the booting time assumption could cause the initialization
to fail. Consequently, a time(r)-free initialization, if available, is preferable.

Let us now take a closer look at the problems evolving in systems of n ≥ 3f+1
processes where all correct processes are initially down. Let us assume that there
is an initialization algorithm I that handles system startup in presence of up
to f Byzantine faulty processes. For liveness, I must of course also handle the
case where Byzantine faulty processes are just down and never send messages.
Hence it must reach initial synchrony when at least n − f correct processes are
up. Now consider the case where Byzantine faulty processes behave exactly as
correct ones during initialization whereas f correct ones have not completed
booting yet. It is obvious that I again initializes the system, but now we have
nup ≥ 2f + 1 running processes with f faulty ones among them. Hence, more
than one third of the processes would be faulty here.

A straightforward solution could be based upon determining, at runtime,
when sufficiently many (at least 2f + 1) correct processes are eventually up. A
process must wait until it has received messages from 3f + 1 processes for this
purpose. To guarantee liveness also when Byzantine processes do not send any
messages, however, the number of required processes must be increased to 4f +1.
The question is: Could this penalty somehow be avoided?

Accomplishments: In this paper we show that the number of processes need
not be increased for initial clock synchronization in partially synchronous (and
hence also synchronous) systems: By modifying the well-known algorithm by
Srikanth and Toueg [3], we provide an algorithm that is completely time- and
timer-free and requires only n ≥ 3f +1 processes even during system startup. It
guarantees precision Dmax during whole system operation, whereas progress of
the clocks (accuracy) can only be guaranteed when sufficiently many correct pro-
1 We do not consider authenticated algorithms since it is never guaranteed that ma-

licious processes cannot break the authentication scheme. Using the algorithm of
Srikanth and Toueg [3], our correctness proofs cannot be invalidated by this event.
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cesses are up and running. Using our clock synchronization in conjunction with
suitable modified higher-level distributed algorithms requiring ε-synchronized
clocks may hence lead to solutions which also guarantee higher-level service’s
safety properties during system startup.

Related Work: Clock synchronization in distributed systems is a very well-
researched field, see [2,4,5,6,7,8] for an overview. Still, there are only a few pa-
pers [3,8,9,10,11] known to us that deal with initial synchronization, mostly in
the context of integrating a new process in an already running system. For ini-
tialization it is often assumed that all correct processes are up and listening to
the network when the algorithm is started [3,9]. In systems where processes boot
at unpredictable times, this assumption is too strong. We will see that it can be
dropped.

Some solutions for booting exist for very specific architectures: Sys-
tem startup of TTP—viewed as change from asynchronous to synchronous
operation—has been investigated in [11]. Initial clock synchronization for the
MAFT architecture [10] has been solved, but under stronger system assump-
tions: A priori assumptions on message transmission delay and local timers are
used there to construct a sufficiently large listen window. Termination is achieved
by Byzantine Agreement, which, however, requires 2f + 1 correct processes to
be up and running. This cannot always be guaranteed during startup, however.
Our goal is minimizing the number of such a priori assumptions. Still we do not
know of any approach that could be compared to ours with respect to partial
synchrony in conjunction with initially down correct processes.

Our clock synchronization algorithm has graceful degradation [12] during sys-
tem booting. This prevents Byzantine processes from corrupting the system state
during the startup phase where more than one third of the running processes
may be Byzantine. Mahaney and Schneider [12] introduced synchronous approx-
imate agreement algorithms which provide graceful degradation when between
1/3 and 2/3 of the processes are faulty. We reach the same bounds.

If the algorithm would have no graceful degradation, the system could be
forced into arbitrary states and the solution for initialization must be self-
stabilizing [13]. Most self-stabilizing clock synchronization algorithms [14,15,16]
do not stabilize if some processes remain faulty during the whole execution. Ex-
ceptions are the algorithms by Dolev and Welch [17], which stabilize even in the
presence of Byzantine faults, but they require synchronous systems (enforced by
a common pulse) or semi-synchronous systems (processes equipped with phys-
ical clocks). This cannot be assumed in partially synchronous models. In fact,
self stabilizing algorithms are both unsuitable and an overkill for solving the
initial synchronization problem: They cannot guarantee bounded precision dur-
ing whole system life-time since the transition from illegitimate system states to
normal operation cannot always be detected. On the other hand, system startup
does not need a stabilizing algorithm’s ability to start from arbitrary system
state: All processes start from a well-defined state and f must always hold.
Self-stabilizing algorithms, however, would be able to recover from a temporal
violation of f , at the cost of exponential stabilization times.
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Much research has been conducted on partially synchronous systems [18,19,
20,21]. Clock synchronization is an important issue here as well (see [18,22]). Our
modifications of Srikanth and Toueg’s algorithm [3] are in fact based upon ideas
from work conducted on consensus algorithms for partially synchronous sys-
tems [18,23]. Still, we do not know of any work that considers system startup.
Another system model that is neither completely synchronous nor asynchronous
is the Timed Asynchronous Model [24], where processes are equipped with phys-
ical clocks. Alternative semi-synchronous models (see e.g. [22]) assume that pro-
cesses know a priori about the timing bounds of the system. Neither of those
requirements is met in our model of partial synchrony.

Our results are related to the crash recovery model [25], where processes crash
and recover arbitrarily during the execution of a consensus algorithm. Similar
work was conducted in the context of clock synchronization [26]. We, however,
consider Byzantine processes and more than n/2 “crashed” (actually, “initially
dead”) processes during startup. This exceeds the bounds used in [25,26].

Organization of the paper: Section 2 contains the model as well as some
notation related to the initialization phase. Our algorithm is described in Sec-
tion 3. Sections 4 and 5 contain the analysis of the algorithm during startup. In
Section 6 we shortly discuss our algorithm’s accuracy properties during normal
operation. Some analysis had to be omitted due to space restriction and can be
found in the full version of this paper [27].

2 System Model

We consider a system of n distributed processes denoted as p, q, . . ., which com-
municate through a reliable, error-free and fully connected point-to-point net-
work. Even under our perfect communication assumption, messages that reach
a process that is not booted are lost. We assume that a non-faulty receiver of a
message knows the sender. The communication channels between processes need
not provide FIFO transmission, and there is no authentication service.

Among the n processes there is a maximum of f faulty ones. No assumption
is made on the behavior of faulty processes; they may exhibit Byzantine faults
[28]. Since we investigate network startup, correct processes that just have not
booted yet are not counted as faulty.

Our model is partially synchronous [18]. Rather than the global stabiliza-
tion time model, where it is assumed that the system is synchronous from some
unknown point in time on, we use a variant of the model where bounds on trans-
mission and computation delays exist but are unknown. Therefore processes have
no timing information and can only make decisions based on received messages.

We employ the partially synchronous model of [29], which is based upon
the end-to-end computational + transmission delay δpq between any two correct
processes p and q. It assumes that there are both upper and lower bounds τ+ <
∞ and τ− > 0 ensuring τ− ≤ δpq ≤ τ+, which are not known a priori and need
not be invariant over time. Note that τ− > 0 must also capture the case p = q;
τ+ < ∞ secures that every message is eventually delivered. The resulting timing
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uncertainty is measured by the transmission delay uncertainty ε = τ+ − τ− and
the transmission delay ratio Θ = τ+/τ−.

Note that none of τ−, τ+, ε, and Θ shows up in our algorithm’s code, but only
in the formulas established in the analysis of the achieved precision and accuracy.
Moreover, it will turn out that the precision Dmax of our algorithm depends only
upon Θ, not upon τ+ as in classic clock synchronization research. As argued in
[30], this has a number of interesting consequences: Since an assumed bound
Θ on Θ may still hold when an assumed bound τ+ on τ+ is violated during
periods of overload etc., our algorithm may still work correctly in situations
where synchronous ones fail. Actually, τ+ and τ− are the worst case and best case
response times, respectively, associated with the distributed real-time scheduling
problem underlying the execution of our clock synchronization algorithm. Since
clock synchronization is a low-level service, typically using high-priority threads
and messages, ε = τ+ − τ− is usually much smaller than the application-level
delay uncertainty εA = τ+

A − τ−
A . Typical values for Θ reported in real-time

systems research [31,32] are 2 . . . 10. Note also that Θ can be brought down
almost arbitrarily close to 1 by introducing additional delays.

2.1 Model of the Initialization Phase

At the beginning all correct processes are down, i.e. they do not send or receive
messages. Every message that arrives at a correct process while it is down is
lost. A correct process decides independently when it wishes to participate in
the system (or is just switched on). Faulty processes may be Byzantine, we can
hence safely assume that faulty processes are always up or at least booted before
the first correct one. Correct processes go through the following modes:

1. down: A process is down when it has not been started yet or has not com-
pleted booting.

2. up: A process is up if it has completed booting. To get a clean distinction
of up and down we assume that a process flushes the input queues of its
network interface as first action after booting is completed. Hence it receives
messages only if they have arrived when it was up.
a) passive: Running processes initially perform an initialization algorithm

that does not provide the required service to the application. During this
phase they are said to be passive.

b) active: Processes which have completed their initialization in passive
mode and provide the required service (in our case clock synchronization)
to the application are called active.

Let nup be the number of processes which are up at a given time; nup includes
at most f faulty processes.

2.2 Messages

There are only two types of messages sent by our algorithm: (init, k) and (echo,
k), where k is the sender’s clock value. Since processes that started late could
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have missed previous messages, we require messages with bounded history: The
arrival of (echo, k) implies the arrival of (echo, k−1) and (echo, k−2) messages
(this information is transferred implicitly and therefore requires no additional
data). Going back two rounds is—as we will see—sufficient for our algorithm.

3 The Algorithm

The algorithm given in Figure 1 is an extension of the classic non-authenticated
clock synchronization algorithm by Srikanth and Toueg [3]. The first three if
clauses (line 4 to line 16) are in fact identical to their algorithm.

For each correct process
1 VAR k : integer := 0;
2 VAR mode : {passive, active} := passive;
3
4 if received (init, k) from at least f + 1 distinct processes
5 → send (echo, k) to all [once];
6 fi
7
8 if received (echo, k) from at least f + 1 distinct processes
9 → send (echo, k) to all [once];
10 fi
11
12 if received (echo, k) from at least n − f distinct processes
13 → if mode = active → C := k + 1; fi /* update clock */
14 k := k + 1;
15 send (init, k) to all [once]; /* start next round */
16 fi
17
18 /* catch-up rule */
19 if received (echo, l) from at least f + 1 distinct processes with l > k + 1
20 → if mode = active → C := l − 1; fi /* update clock */
21 k := l − 1; /* jump to new round */
22 send (echo, k) to all [once];
23 fi

Additional Code for each passive correct process
24 if received (init, x) from at least f + 1 distinct processes
25 → C := max(x − 1, k);
26 k := max(x − 1, k);
27 mode := active;
28 send (echo, k) to all [once];
29 fi

Fig. 1. Clock Synchronization Algorithm with Startup
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The algorithm basically implements a nearly simultaneous global event in a
system of n ≥ 3f + 1 processes, which is used to simultaneously increment the
clocks at all processes: When a local clock has made its kth tick, the process
sends an (init, k) message to all. If any correct process receives f + 1 (init, k)
messages it can be sure that at least one was sent by a correct process and it
therefore sends (echo, k). When f +1 (echo, k) messages are received at a process
it also sends (echo, k). Since correct processes send (init,k) and (echo, k) only if
at least one correct clock has made its kth tick (set C := k), we summarize them
as messages for the kth tick frequently in our discussion. If a process receives
n−f ≥ 2f+1 (echo, k) messages it can be sure that among those are at least f+1
messages sent by correct processes. These will be echoed by every other correct
process such that, within bounded time, every correct process also receives n−f
(echo, k) messages – this property is called relay. This works because n−f is the
minimum number of correct running processes in the system. Therefore, every
process that has received n−f (echo, k) messages may safely increment its local
clock value to k + 1 and send (init, k + 1).

Srikanth and Toueg showed [3] that the algorithm achieves (P) and (A) for
n ≥ 3f+1 processes if they are initially synchronized. They gave an algorithm for
initialization as well, which, however, does not work in our setting: If nup ≥ n−f
it could be that correct processes make some progress with the “help” of faulty
ones. Still, there are not sufficiently many correct processes up to guarantee relay
and hence progress at every correct process; (P) and (A) could be violated. A
solution for integration of late starters had also been given in [3], which relies
on progress which we cannot guarantee for our reduced nup.

We reach our goal of bounded precision (P) during whole system operation
based on the following observation: Progress of the clock at any correct process
requires always at least f + 1 messages from distinct correct processes. Since
correct processes always send messages to all, every correct process must get
those messages. If a process p receives f +1 (echo, l) messages for a future tick l,
it can conclude that at least one correct process has the clock value l and process
p could update its clock. Therefore we extend Srikanth and Toueg’s algorithm
by (1) the current clock value k in line 1 (which is not available in the original
algorithm [3] since all ticks are observed concurrently) and (2) the catch-up rule
in line 19 that triggers if f + 1 messages for a future tick are received such
that p can update its clock value. Note that a similar construct is used in a
clock synchronization algorithm in [18]. In [23] it is used in a phase protocol in
a consensus algorithm. Booting is not addressed in those papers, however.

To overcome the problem of lost messages due to initially down processes we
add the following protocol (which is not shown in Figure 1): As the first action
after getting up, a correct process sends (echo, 0) to all. If a correct process
p receives (echo, 0) by a process q it resends the last (echo, k) message it has
sent to q. It is easy to see that the first f + 1 correct processes are initially
synchronized at clock value 02, since no correct process can make any progress

2 When hardware clocks (with different values) must be synchronized initially, reset-
ting all clock values to 0 after booting could be regarded as unsatisfactory. We do
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before at least f + 1 correct processes are up. Before discussing the behavior of
correct late starters, we give some useful definitions and lemmas.

Definition 1 (Local Clock Value). Cp(t) denotes the local clock value of a
correct process p at real-time t, and σk

p is the real-time when process p sets its
local clock to k + 1, for any k ≥ 0.

Definition 2 (Maximum Local Clock Value). Cmax(t) denotes the max-
imum of all local clock values of correct processes that are up at real-time t.
Further σk

first = σk
p ≤ t is the real-time when the first correct process p sets its

local clock to k + 1 = Cmax(t).

The following Lemma 1 shows that progress of Cmax(t) is only possible via
the third if (line 12), which needs at least f + 1 messages by distinct correct
processes. This fact will be heavily used in our proofs.

Lemma 1 (3rd if). In a system of n ≥ 3f+1 processes, every correct process—
executing the algorithm given in Figure 1—that sets its clock to Cmax(t) by time
t must do so by the third if clause in line 12.

Proof. By contradiction. Let a correct process p set its clock to k = Cmax(t) at
instant t by a catch-up rule (line 19 or line 24). At least one correct process
must have sent a message for a tick l > k before t. Since correct processes
never send messages for ticks greater their local clock value, at least one had a
clock value l > k at instant t. Thus Cmax(t) > k, which provides the required
contradiction. ��
Lemma 2 (Minimal Number of Init Messages). Given an arbitrary point
in time t with l = Cmax(t), let t′ ≥ t be the instant when Cmax further increases.
For n ≥ 3f +1, at least f +1 correct processes set their clocks to Cmax(t) by the
third if and therefore send (init, l) before t′.

Proof. In order for the first correct process to set its clock to l + 1, it must have
received at least n− f ≥ 2f +1 (echo, l) messages sent by distinct processes. At
least f + 1 of those must originate from correct processes, which must have set
their local clock to l by the third if (Lemma 1) and sent (init, l) earlier. ��

As we have seen in Lemma 2, f + 1 (init, k) messages are sent for every
tick k. Correct processes never send (init, k) messages for arbitrarily small ticks
compared to Cmax. These two facts are used for changing from passive to active
mode. We have already mentioned that each correct process starts with sending
(echo, 0) to all. Then it just executes the algorithm from Figure 1. When a
correct passive process p eventually receives f + 1 (init, x) messages for a tick x
(line 24) it can be sure that at least one correct process has sent one. Because
x cannot be too far apart from Cmax, p can conclude that its clock value is
within precision and can hence switch to active. We discuss initialization of late
starters in Section 5. The precision DMCB of early starters is computed in the
following section.

not think so, since, in general, initial hardware clock values are meaningless right
after booting if considering internal clock synchronization.
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4 Degraded Mode

In this section, we will show that the clocks of all correct early starters are always
within DMCB of each other. Note that late starters are guaranteed to eventually
reach this precision as well. For now we assume that there is a fixed number
nup ≤ n of processes which are initially up, and all correct ones (at least nup −f)
have clock value 0. This models exactly our early phase, starting when enough
correct processes are up such that progress is possible but not guaranteed. In this
section’s analysis we assume that there are no late starters (they are incorporated
in Section 5). The following Theorem 1 reveals that even a reduced number of
processes achieves certain (weak) properties that are sufficient—as we will see in
Theorem 2—to guarantee (P) with some precision DMCB . There is no progress
guarantee in this phase and hence no guarantee for (A).

Theorem 1 (Weak Synchronization Properties). For n ≥ 3f +1 with any
nup, where 0 ≤ nup ≤ n, the algorithm from Figure 1 achieves:

P1W. Weak Correctness. If at least f + 1 correct processes set their clocks to
k by time t, then every correct process sets its clock at least to k − 1 by
time t + 2τ+.

P2. Unforgeability. If no correct process sets its clock to k by time t, then no
correct process sets its clock to k + 1 by time t + 2τ− or earlier.

P3W. Weak Relay. If a correct process sets its clock to k at time t, then every
correct process sets its clock at least to k − 2 by time t + ε.

Proof. Weak Correctness. If k = Cmax(t) all f + 1 correct processes must have
set their clocks to k using the third if (line 12), and therefore have sent (init, k)
by time t (see Lemma 1). These correct processes receive the (init, k) messages
by time t + τ+ and therefore send (echo, k) to all. All correct processes must
receive those f + 1 (echo, k) messages by time t + 2τ+ and therefore set their
clocks to k − 1 by the fourth if (line 19), if they have not already done so.
If k < Cmax(t) at least f +1 correct processes have set their clocks to k by time
t′ < t using the third if from line 12 (otherwise no correct process may have
set its clock to a value greater than k – see Lemma 1) and therefore all correct
processes set their clocks by time t′ + 2τ+ < t + 2τ+ (see previous paragraph).

Unforgeability. Setting the clock value can be done via three rules. We derive
a contradiction for any of those.
Assume there is a process p that sets its clock to k +1 before instant t+2τ− by
the third if (line 12). It does so because it has received n − f ≥ 2f + 1 (echo,
k) messages by distinct processes. There are at least f + 1 (echo, k) messages
sent by correct processes among those, which must have been sent before t+τ−.
Correct processes only send (echo, k) when they have received f + 1 (init, k) or
(echo, l) messages for some l ≥ k from distinct processes. Hence, at least one
correct process must have sent a message for tick l ≥ k before t. By assumption
no tick k messages are sent before t. Since all tick l > k messages are sent after
tick k messages by a correct process no such message has been sent by time t,
which provides the required contradiction.
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Assume that there is a process p that sets its clock to k+1 before instant t+2τ−

using the fourth if (line 19). Process p does so because it has received f + 1
(echo, l) messages by distinct processes for some l > k + 1. That is, at least
one (echo, l) message must have been sent by a correct process q before t + τ−.
Process q has sent it, because it has received at least f + 1 messages for tick
x ≥ l. At least one of these messages must have been sent by a correct process
before time t, since messages for tick x > k are sent by a correct process only
after tick k messages. But by assumption P2, no tick k message was sent before
t, which again provides the required contradiction.
Assume finally that there is a correct process p that sets its clock to k +1 before
instant t + 2τ− using the fifth if (line 24). Process p does so because it has
received at least f +1 (init, k+2) messages by time t+2τ−. At least one of these
(init, k + 2) message must have been sent by a correct process q before t + τ−.
Process q has sent it, because it has received at least n−f ≥ 2f +1 (echo, k+1)
messages by time t + τ−, such that at least one (in fact f + 1) correct process
must have sent (echo, k + 1) before time t. A correct process never sends any
k + 1 messages before it has send a message for tick k. By assumption no tick k
message was sent by time t which again provides the contradiction.

Weak Relay. Assume k = Cmax(t). A correct process must set its clock to
k using the third if from line 12 (recall Lemma 1), when it has received at
least n − f ≥ 2f + 1 (echo, k − 1) messages. Among those are at least f + 1
messages sent by distinct correct processes. These messages must be received by
all correct processes by time t + ε and therefore they set their clocks to k − 2
(using the fourth if ).
If k < Cmax(t) then at least one correct process has already set its clock to
k′ > k at time t′ ≤ t using the third if (line 12). We have shown in the
previous paragraph that all correct processes must set their clocks to k′ − 2 by
time t′ +ε so all correct processes must set their clocks to k−2 by time t+ε. ��

Note that P1W and P3W are directed towards past ticks: Progress is not
guaranteed because the properties only ensure that processes reach prior clock
values. Still, there are time bounds in P1W, P2 and P3W, which are sufficient to
satisfy the precision requirement (P), as we will show in Theorem 2. We require
some preliminary lemmas for this purpose.

Lemma 3 (Fastest Progress). Let p be the first correct process that sets its
clock to k at time t. Then no correct process can reach a larger clock value k′ > k
before t + 2τ−(k′ − k).

Proof. By induction on l = k′ − k. For l = 1, Lemma 3 is identical to unforge-
ability and therefore true. Assume that no correct process has set its clock to
k + l before t + 2τ−l for some l. Thus no correct process may set its clock to
k+ l+1 before t+2τ−l+2τ− = t+2τ−(l+1) by unforgeability. Hence Lemma 3
is true for l + 1 as well. ��

In our analysis we will frequently require to bound the increase of Cmax

during a given real-time interval [t1, t2]. Lemma 3 can be applied for this purpose
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if t1 = σk
first but not for arbitrary times t1. As in [33] we will provide a general

solution based on the following Definition 3.

Definition 3 (Synchrony). Real-time t is in synchrony with Cmax(t) iff t =
σk

first for some arbitrary k, as defined in Definition 2. Let the indicator function
of non-synchrony be defined as

It�=σ = Iσ(t) =
{

0 if t is in synchrony with Cmax(t),
1 otherwise.

Lemma 4 (Maximum Increase of Cmax within Time Interval). Given
any two real-times t2 ≥ t1, Cmax(t2) − Cmax(t1) ≤ � t2−t1

2τ− � + Iσ(t1).

Proof. Let k = Cmax(t1) − 1. We have to distinguish the two cases σk
first = t1

and σk
first < t1. The special case Cmax(t1) = 0, that is k = −1, must be handled

as the latter: Since correct processes send (echo, 0) when they get up, they are
already right in the middle of round 0, thus we must consider σ−1

first < t1 in this
case.

Let σk
first = t1 such that Iσ(t1) = 0. From Lemma 3 follows that Cmax may

increase every 2τ− time-units, hence � t2−t1
2τ− � times before t2. Since Iσ(t1) = 0,

Lemma 4 is true for this case.
Now let σk

first < t1, such that Iσ(t1) = 1, and let the real-time t′ = σk+1
first >

t1. We can now apply Lemma 3 starting from time t′. Since t2 − t1 > t2 − t′ it
follows from Lemma 3 that Cmax cannot increase more often than � t2−t1

2τ− � times
between t′ and t2. At instant t′, Cmax increases by one such that Cmax(t2) −
Cmax(t1) ≤ � t2−t1

2τ− � + 1. Since Iσ(t1) = 1 Lemma 4 is true. ��
In the following major Theorem 2 we give a bound for the precision require-

ment (P). We assume an instant t such that t = σk
p for a correct process p. From

weak relay we can derive a bound for σk+2
q for any other correct process q, such

that σk+2
q = σk+2

first. Using Lemma 4 we can give a bound for Cmax(t) and hence
bound the achievable precision DMCB .

Theorem 2 (Precision in Degraded Mode). Given a system of n ≥ 3f +
1 processes with nup processes being up, where 0 ≤ nup ≤ n. Let the correct
ones among them be initially synchronized to 0. Then the algorithm of Figure 1
satisfies the precision requirement (P) with DMCB = � 1

2Θ + 5
2�.

Proof. If no correct process advances its clock beyond k = 2, precision DMCB ≥
2 is automatically maintained since all clocks are initially synchronized to k = 0.

Assume that a correct process p has local clock value k ≥ 0 within a still un-
known precision DMCB with respect to all other correct processes—and therefore
also to Cmax(t′)—at real-time t′. We use weak relay, Definition 3 and Lemma 4
to reason about DMCB by calculating Cmax(t) for some time t > t′.

Let process p advance its clock to k + 1 such that σk
p = t > t′. Since p has

not done so before t, no other correct process has set its clock to k + 3 before
t − ε, following directly from weak relay (P3W), thus σk+2

first ≥ t − ε.
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From Lemma 4 follows that Cmax(t) ≤ � t−(t−ε)
2τ− �+Iσ(t−ε)+Cmax(t−ε). Let

us now take a closer look at the term Iσ(t−ε)+Cmax(t−ε): If σk+2
first = t−ε and

therefore t− ε is synchronized with Cmax, Cmax(t− ε) = k +3 and Iσ(t− ε) = 0
(following Definition 3). If on the other hand σk+2

first > t − ε, Cmax(t − ε) = k + 2
and Iσ(t − ε) = 1. In both cases Iσ(t − ε) + Cmax(t − ε) = k + 3 such that
Cmax(t) ≤ � ε

2τ− � + k + 3 thus Cmax(t) ≤ � 1
2Θ + 5

2� + k.
Process p has clock value Cp(t′) = k at time t′ < t which is by assumption

within precision. Since Cp(t′) < Cp(t) and Cmax(t′) ≤ Cmax(t), we get a bound
for DMCB from the difference Cmax(t) − Cp(t′) = Cmax(t) − k ≤ � 1

2Θ + 5
2�. ��

5 Integration

In the previous section, we discussed the behavior of the early starters. We now
turn our attention to correct late starters, which get up after there was possibly
some progress of Cmax. The bound for the resulting precision is derived by a
worst case analysis in Theorem 3, where it is assumed that a correct process
changes to active mode (and hence must satisfy precision) right after booting
based on the oldest possible messages. Due to space restrictions, this section just
provides a proof sketch. When considering integration, we must of course guaran-
tee that the required clock synchronization conditions (P) and (A) are eventually
satisfied when sufficiently many correct processes got up. This is accomplished
in Theorem 4.

Theorem 3 (Precision). In a system of n ≥ 3f + 1 processes, the algorithm
given in Figure 1 satisfies precision (P) with Dmax = �2Θ+ 11

2 � throughout whole
system operation.

Proof Sketch. Since (init) messages are used for the change from passive to active
mode, we must first confirm that no (init, k) messages for arbitrarily small k are
sent by correct processes, i.e. that Cmax − k is bounded. This holds true since
every correct process requires n−f (echo) messages in order to send (init), such
that there must be at least one correct process whose message is used to both
increase Cmax and send (init, k).

For the worst case precision, we must consider a newly started process p that
receives f + 1 (init, k) messages with k as small as possible compared to Cmax.
Then we give a bound on how much Cmax can increase before p must change to
active at time t, with clock value k − 1. After time t, p’s clock value becomes
and stays better, thus Cmax(t) − (k − 1) is our bound for precision Dmax. ��

Theorem 3 shows that (P) is always maintained. In order to show that our
algorithm also satisfies (A) when sufficiently many correct processes are up, we
give a bound on the maximum time interval it takes to get progress into the
system after the n − f th correct processes got up at time t. Since at time t at
least one correct process has a clock value of Cmax(t), (init, Cmax(t)) messages
may have been missed by the initializing process. The first tick, for which it
is guaranteed that all correct processes receive at least f + 1 (init) messages,
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is Cmax(t) + 1. The following Theorem 4 gives the latest possible instant when
those (init, Cmax(t) + 1) messages are received by all correct processes.

Lemma 5. For the algorithm given in Figure 1 for n ≥ 3f + 1 and nup ≥
n − f , there are at least f + 1 correct processes with local clock values Cmax(t)
or Cmax(t) − 1 at any time t.

Proof. If no correct process advances its clock beyond 1 the lemma is true. Let
p be some correct process that sets its clock to Cmax(t) > 1 at instant t such
that Cp(t) = Cmax(t). It does so because it has received at least n − f ≥ 2f + 1
(echo, Cp(t) − 1) messages, i.e. at least f + 1 sent by distinct correct processes.
Correct processes never send (echo) messages for ticks larger than their local
ones. Therefore at least f + 1 correct processes must have a clock value of Cp(t)
or Cp(t) − 1 at time t. ��

Theorem 4 (Initialization Time). Let t be the time the n−f th correct process
p gets up. By time t+∆init, at least n−f correct processes are running in active
mode, where ∆init = 8τ+.

Proof. Process p sends its first (echo, 0) message at time t. If there is already
progress in the system, p will be initialized quickly because it receives the nec-
essary (init) messages τ+ after they were sent.

If the processes in front are not making progress, the clock value of p at
time t + 2τ+ is Cp(t + 2τ+) ≥ Cmax(t) − 2 and is reached using the catch-up
rule (line 19) as the answers from the f + 1 most advanced processes (recall
Lemma 5 and the fact that (echo, k) messages have a history, as described in
Section 2.2) must be received by then. Process p then sends (echo, Cmax(t)−2),
such that by time t+3τ+ every running correct process must have received n−f
(echo, Cmax(t) − 2) messages.

Every running correct process now sets its clock to Cmax(t)− 1 (if it has not
yet done so) and sends (init, Cmax(t)−1). Possibly p does not receive f +1 (init,
Cmax(t)− 1) messages, because there were too many processes that already had
the clock value Cmax(t) − 1. So p does not necessarily switch to active mode.

By time t + 5τ+, however, all running correct processes set their clocks to
Cmax(t) and by time t + 7τ+ to Cmax(t) + 1. Therefore p and all other running
correct processes receive at least f + 1 (init, Cmax(t) + 1) messages by time
t + 8τ+ or earlier. Then, at least n − f correct processes run in active mode. ��

The necessity of n − f messages by distinct processes instead of 2f + 1 is a
drawback that cannot be avoided: Assume a system of n = 5f + 2, thus 4f + 2
correct processes. Assume further that 2f + 1 correct processes start early and
reach some arbitrary clock value. Then there could be 2f +1 correct late starters
which could learn about the early starters after they reached a smaller common
clock value. During this interval, (P) could be violated.
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6 Envelope Synchronization

When n−f correct processes are active, we can give stronger properties than the
ones following from P1W, P2 and P3W in Theorem 1. The following envelope
condition can be derived from these stronger properties, which also guarantee
progress.

Theorem 5 (Accuracy). The described system, with n ≥ 3f +1, where at least
n − f processes are correct and active, satisfies the following envelope condition

t2−t1
2τ+ − 4 + 1

Θ < Cp(t2) − Cp(t1) < t2−t1
2τ− + Dmax + 1

for every correct active process p and all real-times t2 ≥ t1.
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Abstract.  We present a  methodology for automatic discovery of synchroniza-
tion algorithms. We built a tool and used it to automatically discover hundreds
of new algorithms for the  well-known problem of mutual exclusion. The meth-
odology is rather simple and the fact that it is computationally feasible is sur-
prising. Our  brute force approach may require (even for short algorithms) the
mechanical verification of hundreds of millions of incorrect algorithms before a
correct algorithm is found. Although many new interesting algorithms have
been found, we think the main contribution of this work is in demonstrating that
the approach suggested for automatic discovery of  (correct) synchronization
algorithms is  feasible.

1   Introduction
1.1   Automatic Discovery of Correct Algorithms

Finding a new algorithmic solution for a given problem is considered as an art. Tech-
niques have been suggested to help with this process, but the core activity relies on
human invention and ingenuity. “The process of preparing programs for a digital
computer is especially attractive, not only because it can be economically and scien-
tifically rewarding, but also because it can be an aesthetic experience much like com-
posing poetry or music” [Knu73].

We propose a methodology for automatic discovery of synchronization algorithms
for finite-state systems, and demonstrate its feasibility by building a tool that is used
to automatically find hundreds of new correct algorithms for the well-known problem
of mutual exclusion. The methodology is rather simple, the fact that it is computation-
ally feasible is surprising. It works as follows: assume that you want to solve a spe-
cific problem P.
1.�Write a model-checker M for P. That is, write a program (or use an existing one)

that for any proposed algorithm (solution) A, decides whether A solves P.
2.�For a given (restricted) programming language, write a program that will produce

syntactically all possible (correct and incorrect) algorithms in that language, under
certain user-defined parameters, such as: number of lines of code; number of proc-
esses; number, type and size of shared variables; etc.

3.�For each algorithm A generated in step 2, check if A solves P (using M).
                                                          

∗ Part of this work was done while the authors were with the Open University of Israel�
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We name this methodology automatic discovery. The reason that automatic discovery
has not been implemented before for synchronization algorithms is probably due to
the fact that (automatic) verification is considered to be a time-consuming process,
while our brute force approach may require (even for very short algorithms) to try to
verify hundreds of millions of incorrect algorithms before finding a correct one. Al-
though the many new algorithms that the tool has found are rather interesting, we
think that the main contribution of this work is in demonstrating that the approach
suggested for automatic discovery of (correct) synchronization algorithms is feasible.

An important related area of research, which is discussed in Subsection 1.6, is the
synthesis of concurrent systems. We observe that unlike in synthesis, our brute force
approach heavily depends on model checking, it lets us specify directly: the number
of shared objects their type and size, the number of lines of code in a solution, and the
programming language used. It also lets us find all solutions in a given algorithm
space (i.e., the algorithms generated for a given set of parameters) or prove that no
solution exists, which in turn enables to find (what is) the shortest solution possible.

1.2   System Architecture

The architecture of the tool is shown schematically in Figure 1. Via a user-interface,
the user can set the problem parameters: (1) number of processes (2) number of lines
of code (3) number, size and type of variables (4) type of (if and while statement)
conditions. The parameters are sent to the algorithm generator, which generates all the
possible algorithms according to the given parameters. Each algorithm (which passes
the optimization checks) is sent to verification. If an algorithm is verified as correct, it
is sent back to the user-interface and displayed. Verification results are also returned
to the algorithm generator for use in optimizations. A tool based on this system ar-
chitecture has been implemented in Java and C++, and has around 10,000 lines of
code.

                                  Fig. 1.  System architecture for a si

1.3   Optimizations and Performance

One of the main challenges in building the tool was to b
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allowed, 4 entry commands and 1 exit command. Even for this setting the algorithm
space is huge. There are about 1021 possible algorithms in the (high-level) generation
language2 (and there are about 1048 algorithms in the low-level verification language).
Using all optimizations, less than 3·107 algorithms were actually generated and tested,
requiring about 25 minutes on a Pentium-4/1.6Ghz PC. From all the algorithms in this
reduced algorithm space (of size 3·107), 105 correct algorithms were found, one of
which is the famous Peterson’s algorithm (Section 2.6) [Pet81].

While the optimizations reduce the number of algorithms needed to be verified, we
apply several other techniques, which dramatically improve the performance. For ex-
ample, during verification, for each tested algorithm, there is a need to construct a
structure called a state transition graph. To improve performance, we do not build
such a graph from scratch every time, but rather use a sub-graph of the graph already
built for the previously tested algorithm as a basis for building the new graph.

1.4   The Model and the Mutual Exclusion Problem

We make the following assumptions. All processes run the same algorithm3, but proc-
esses have unique integer identifiers. In the case of two processes their ids are 0 and
1. An event is either an atomic read or atomic write of a single shared variable. A
shared variable can be read by all processes, and written by a single process or by
multiple processes, depending on user-defined parameters (single-writer vs. multi-
writer). Initially, all shared variables are set to zero.

The mutual exclusion problem is to design an algorithm that guarantees mutually
exclusive access to a critical section among a number of competing processes [Dij65].
It is assumed that each process is executing a sequence of instructions in an infinite
loop. The instructions are divided into four continuous sections: the remainder, entry,
critical section and exit. The mutual exclusion problem is to write the entry and the
exit code in such a way that the following two basic requirements are satisfied:

1. Mutual Exclusion: no two processes are in their critical section at the same time.
2. Deadlock-freedom: if a process is trying to enter its critical section, then some

process, not necessarily the same one, eventually enters its critical section.

We will examine also solutions that satisfy the following stronger requirement:

3. Starvation-freedom: if a process is trying to enter its critical section, then this
process must eventually enter its critical section.

The following measures are used when discussing algorithms: (1) number and size of
variables, (2) number of commands, (3) whether the if and while conditions are simple
or complex (i.e., one term or two terms), (4) whether starvation-freedom is satisfied or

                                                          
2 In the high-level generation language, for the given parameters, the number of assignment

statements is 53 and the number of conditions (simple, and complex) is 8081. Thus, each of
the 5 lines of code is chosen from: 53 assignments, 8081 if statements, 8081 while state-
ments, and 3 closing (endif, else, endwhile).

3 That is, the algorithm of process i can be obtained from that of process j  by swapping their
ids. This assumption helps in reducing the size of the “algorithm space” and does not affect
computability.
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just deadlock-freedom. These measures are used only w.r.t. the specific language we
use (as defined in Section 3). In some other language one may be able to write a
statement like a=b [ c [d]] and count it as a single line of code and 4 variables, where
in our model, this line must be written as: t=c[d] followed by a=b[t] which requires 2
lines of code and 5 variables. In the sequel, the terms entry commands and exit com-
mands mean language instructions used for the entry and exit sections, respectively.

1.5   New Algorithms for Mutual Exclusion

The system was run to find algorithms for two processes using 2, 3, 4, 5 or 6 shared
bits. A methodical search was conducted to find the shortest solutions: the number of
commands was incrementally increased until a solution was found.  The lengths of the
shortest solutions are summarized in the table below. The number of tested algorithms
is displayed, along with the number of correct algorithms found. As a result of op-
timizations, not all generated algorithms were actually tested. The number of tested
algorithms counts only those that were actually tested by the algorithm verifier. All
correct algorithms that have been found are new (and shorter than previously known
solutions), except for Peterson’s algorithm. In the starvation-freedom column, “yes”
means that some of the algorithms satisfy starvation-freedom (and all satisfy dead-
lock-freedom). All the tests were performed on a Pentium 4/1.6 GHz PC.

User-defined parameters Results
Shared
bits

Entry
comm-
ands

Exit
comm-
ands

Complex
conditions

Starvation
freedom

Tested
algorithms

Correct
algorithms

appx.
running
hours

2 6 1 Yes4 7,196,536,269 0 216

2 7 1 846,712,059 66 39
3 4 1 Yes Yes 25,221,389 105 0.4
3 6 1 Yes 1,838,128,995 10 47
4 4 1 Yes Yes5 129,542,873 480 1

4 5 1 129,190,403 56 1
4 6 1 Yes *900,000,000 80 12

5 5 1 *22,000,000 106 0.4
6 5 1 *70,000,000 96 1

In Section 2, various conclusions are drawn from these results. Two of them are: (1)
when only simple conditions are allowed, the shortest algorithm found has 5 entry and
1 exit commands, and it uses 4 bits (with just 5 entry commands, out of which one has
to be a while command and one endwhile, the algorithm can not assign values to too
many variables); (2) when complex conditions are allowed, Peterson's algorithm
(Section 2.6), which has 4 entry and 1 exit command has been rediscovered by the
system and proved to be the shortest possible. Many new solutions with the same pa-
rameters have also been found. Burns and Lynch had proved that any deadlock-free
mutual exclusion algorithm for n processes must use at least n variables

                                                          
4 Performed in parallel on 5 computers.
5 In this setting (4 bits, 4 entry, 1 exit, complex), 4 out of the 480 correct algorithms use only

single-writer bits. None of these 4 algorithms satisfies starvation-freedom.
* This run was stopped after a few solutions were found. Not all possible algorithms were

tested
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[BL80,BL93], and hence there is no need to search for solutions for two processes
using one variable.

There is a simple method, called tournament, which enables to construct a mutual
exclusion algorithm for n processes from any algorithm for two processes [PF77].
Thus any of the new algorithms for two processes corresponds to a new algorithm for
many processes. In a tournament algorithm, the processes are divided into two groups,
and in each group the processes compete recursively. The two “winners” use the so-
lution for two processes to determine which is the one to enter its critical section.

1.6   Related Work

The mutual exclusion problem was first presented by Dijkstra in [Dij65]. Numerous
mutual exclusion algorithms have been published, some are discussed later in the pa-
per. For a survey of some early algorithms for mutual exclusion see [Ray86].

Model checkers have been successfully implemented and used in practice to verify
(among other things) communication protocols and circuit designs. For a general in-
troduction on formal methods, which also includes a short survey of existing model
checkers and few notable examples of how they have been used in the industry to aid
in the verification of newly developed designs, see [CW96]. A comprehensive pres-
entation of the theory and practice of model checking can be found in [CGP00].

An important related area of research is the synthesis of concurrent systems. In
system synthesis, a desired specification is transformed into a system that is guaran-
teed to satisfy the specification. Methods for synthesizing concurrent programs are
usually based on extracting a system that meets the specification from a constructive
proof that the specification is satisfiable [EC82,MW80,MW84]. A method of synthe-
sizing k similar sequential processes (which, as the authors write, can be automated)
is presented in [AE98]. There are two possible approaches for synthesis of concurrent
systems: (1) to use a synthesis procedure for a single process, and then decompose the
processes [EC82, MW84], and (2) to construct the underlying processes directly
[PR90]. We have mentioned only very few of the numerous papers that have been
published on this subject. We conclude with a quote from [KV01]: “the real challenge
that synthesis algorithms and tools face in the coming years is mostly not that of
dealing with computational complexity, but rather of making automatically synthe-
sized systems more practically useful’’.

In [PS00], an automatic protocol generation approach, which is similar to our ap-
proach, is used to generate security protocols.

2   Tests and Results

The system was run to find mutual exclusion algorithms for two processes using 2, 3,
4, 5 or 6 shared bits. One should keep in mind that: (1) all generated algorithms ad-
here to the high-level generation language as defined in Section 3. The algorithms
may be shorter when expressed in a different language; (2) It is relatively easy to
prove that an algorithm discovered by the system is correct, but to formally prove that
no other solution exists, requires proving that the entire system is correct. As already
mentioned, it is assumed that initially, all shared variables are set to zero.
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2.1   Two Shared Bits, Simple Conditions

A known solution, for n processes, is the one-bit algorithm [BL80,BL93,Lam86],
which does not satisfy starvation-freedom. When porting it to our high-level lan-
guage, and trimming it for just two processes, we get a short version (using two bits
and simple conditions) with 9 entry commands and 1 exit command. Our system has
found a shorter solution.  The following table summarizes the results.

Conclusion The shortest solution found
for two bits and simple conditions has 7
entry and 1 exit commands.

Comment: All the 66 algorithms do not
satisfy starvation-freedom. Can it be
proved analytically that for this case all
correct algorithm satisfy only deadlock-
freedom?

Following are 3 sample solutions (for
two processes). The identifiers are 0 and 1. Thus, �� is in {0,1}, and ��������	��.

2 bits, simple conditions, single-writer, deadlock-free
���
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Notice that in the third solution, process 0 does not initially set its flag bit to 1.

2.2� Three Shared Bits, Simple Conditions

A known solution for this setting is
Dekker’s starvation-free algorithm
[Dij65]. When porting it to our
language we get a version with 9
entry and 2 exit commands. Our
system has found shorter solutions.
The table summarizes the results

Conclusion The shortest solution found for three bits and simple conditions has 6
entry and 1 exit commands.

Parameters Results
Entry
comm.

Exit
comm.

Tested
algorithms

Correct
algo-
rithms

4 1 27,372 0
4 2 44,340 0
5 1 925,389 0
5 2 1,235,778 0
6 1 28,522,988 0
7 1 846,712,059 66
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Comment: Every starvation-free solution contains an “��  statement, while no dead-
lock-free solution contains an “��  statement.

3 bits, simple conditions
starvation-free

3 bits, simple conditions
deadlock-free

���
�����������

������!�������
������!�����
������������!���
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2.3   Four Shared Bits, Simple Conditions

The table summarizes the
results.
Conclusion The shortest
deadlock free solution found
for four bits and simple con-
ditions has 5 entry and 1 exit
commands.

Comment: None of the 56 deadlock-free algorithms satisfy starvation-freedom and
none of them use only single-writer variables.

Conclusion The shortest starvation-free solution found for four bits and simple con-
ditions has 6 entry and 1 exit commands.

Since no solution with 5 entry and 1 exit commands satisfies starvation-freedom, the
system was run to check if a starvation-free solution exists when using more lines of
code. When looking for solutions with 6 entry commands and 1 exit command, 80
solutions that satisfy starvation-freedom were found, and the execution was stopped
before all possible algorithms were tested.

4 bits, simple conditions, deadlock-free 4 bits, simple conditions, starvation-free
���
��������
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������
������!�����������
�����������
���������
���������
���
��������

���
��������

��!���������
���
�������
���
�������
���
���������!�������"��
���
�����������
���������
���������
���!�����������

∗ This run was stopped after a few solutions were found. Not all algorithms were tested.
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2.4   Five and Six Shared Bits, Simple Conditions

Most of the solutions are variants of the solution using four shared bits.

Conclusion The shortest solu-
tion found for 5 and 6 bits and
simple conditions has 5 entry
and 1 exit commands.

Conclusion With simple con-
ditions, having more than 4
bits does not help in finding a
shorter algorithm.

2.5� Two Shared Bits, Complex Conditions

The last run, with 6 entry
and 1 exit command, no so-
lution was found. Solutions
with 7 entry and 1 exit
command using simple con-
ditions are given in Section
2.1

Conclusion Using complex conditions does not help in finding a shorter solution
when two bits are used.

2.6   Three Shared Bits, Complex Conditions

For this setting, a known solution is Pe-
terson’s algorithm [Pet81], shown on the
right. An immediate question is whether
it is the shortest possible. The table
summarizes the results.

Conclusion Peterson’s algorithm is the
shortest algorithm found!

Comment: All the 105 algorithms satisfy
starvation-freedom and all are variants of
Peterson’s algorithm. One of them is  Pe-
terson’s algorithm.
Conclusion To get a weaker solution that
(only) satisfies deadlock freedom but not
starvation-freedom, one more bit or one
more command is required.

* This run was stopped after a few solutions were found. Not all algorithms were tested.
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Define the contention-free (time) complexity (CFC), as the number times a process
has to access shared variables in its entry code when it runs alone [AT96].

Comment: The CFC of each of the 105 starvation-free algorithms found is at least 3.

Comment:  There is a deadlock-free solution where the contention-free (time) com-
plexity is 2, which uses two bits, 7 entry and 1 exit commands (see Section 2.1).

Following are 3 examples (out of 105) of additional solutions found:

3 shared bits, complex conditions, starvation-free
���
��������

��!�������
���������
������
����
��

������!�������
�����������
���������
���������
���
��������

���
��������

��!�����
���������
�����������
�������������!����
�����������
���������
���������
���
��������

���
��������

��!�������
�������������������

������!�"��
�!�
�����������
���������
���������
���
��������

2.7   Four Shared Bits, Complex Conditions

For this setting there exists a variant of Peterson’s algorithm, due to Kessels [Kes82],
which uses only single-writer bits. Kessels’ algorithm is not symmetric, and it uses
“minus” (or negation). Porting the algorithm to our language would result an algo-
rithm with over 15 entry commands. The following table summarizes the results.

Comment: Some of the 480 al-
gorithms satisfy starvation-
freedom, but none of these star-
vation-free algorithms use only
single-writer bits.

Comment: 4 of the 480 algo-
rithms use only single-writer
bits.

Conclusion Using 4 bits instead of just 3 does not help in finding a shorter solution.

Following are two solutions that were found:

4 shared bits, complex conditions, deadlock-free, single-writer
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3   Algorithm Generator

3.1   Generating All Possible Algorithms

Initially, an attempt has been made to generate all possible algorithms using the veri-
fication assembler-like language (see Section 4). This approach has two main disad-
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vantages: (1) the number of generated algorithms is too large, because there are many
ways one can write the same high-level language algorithm in a low-level language,
and (2) it takes a long time to manually reverse-engineer an algorithm written in as-
sembler into a high-level language to make it easier to understand. To overcome these
problems, a simple high-level language was defined. This language was designed to
be simple, so that the number of possible options for each command will be relatively
small, but powerful enough so that with just a few lines of code, a solution can be
written. The exact language specification is given in the next subsection.

Before running  the tool, the following parameters must be specified (by the user):
1.�The number of processes and the number of shared variables.
2.�The number of entry and exit commands. A command is a single line of code, and

the language defines exactly how statements are related to lines of code.
3.�The maximal value for each shared variable. The minimum value is zero.
4.�Are complex conditions allowed, and if so, with which relations (and, or, xor).
5.�Are multi-writer variables allowed (or just single-write variables).

With these parameters set, the system enumerates all possible variables, assignments,
conditions, and control structures. A control structure is the assignment of a command
type to a line of code (e.g. line 1 is an assignment, line 2 is a while statement). Each
algorithm is enumerated by the control-structure number, and for each line, the oper-
and number for that line (which assignment or which condition). Once all language
elements are enumerated, the first possible algorithm is generated. After verification,
the last line of code is incremented to return the next possible command for this line,
and so on. The generator compiles each algorithm into the verification language.

3.2   Language Used to Generate Algorithms

The following table specifies the (high-level) language used. The line breaking within
statements must be exactly as below. One of the parameters is the number of lines of
code, hence, the language does not allow a single line with multiple statements.

Language elements

Constants Integers, from zero to the highest allowed value for a variable.
Relative
constants

Contain a process number: me (my process number, zero for first process), next
(successor process number), prev (predecessor’s number).

Simple
variables

Integers, can have a value from zero to the highest allowed value for a variable.

Arrays One-dimensional array of simple variables. The array size is as the number of proc-
esses.

Referencable
variable

Either a simple variable, or an array variable with an index. The index can be a con-
stant, a relative constant or a simple variable.

Simple
conditions

A comparison between 2 variables or a variable and a constant. Comparison opera-
tors are  = (equals) and  != (not equal)

Complex
conditions

2 simple conditions, related with and, or or xor
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Statements

Assign-
ment
statement

referencable-variable = constant (e.g. v=0 or a[1] = 0)
referencable-variable = referencable-variable (e.g. v=q or a[1]=b[v])

if and
while
statements

if condition
  statement(s)
endif

if condition
  statement(s)
else
  statement(s)
endif

while condition
  statement(s)
endwhile

while condition
endwhile

4   Algorithm Verifier

Model checking is a technique for mechanically verifying finite state concurrent sys-
tems. The main challenge in model checking is to deal with the state space explosion
problem. We have developed a special very fast verifier which is limited to verify
only the correctness of mutual exclusion algorithms.

4.1   Verification Language

To ensure that the verification is according to the model, a verification language was
designed. This language is a low-level (assembler like) language, and contains only
instructions that can be run atomically. Each instruction is represented by a triplet: an
operation code, and 2 optional operands. Each process has 3 local variables that can
be read or written only by the single process. These variables are: a program counter,
a general purpose register and an index register. For lack of space, the complete in-
struction set of the verification language is omitted from this version.

4.2   Building the State Transition Graph

A state is the snapshot of all information of the system at a single point of time. In our
implementation, state information is the contents of all global memory variables, and
the contents of all local variables for each process (including program counters).

When a single verification language instruction is executed, the system moves to a
new state. To build the entire state transition graph, the system starts with the initial
state (i.e., all memory set to zero, and all program counters are before the first in-
struction) and iteratively adds states that are reachable, until all reachable states are
added. Once this procedure is completed, the system has mapped all the reachable
states and all possible state transitions, and can run validation checks on them. During
the construction, various techniques are applied to reduce the size of the graph.

A key optimization used is the following: when an algorithm is verified, instead of
generating the entire graph again, the verifier keeps the sub-graph that was generated
for the previous algorithm and is still valid for the new algorithm. This is imple-
mented as follows: comparing the two algorithms, the verifier finds the top-most veri-
fication command that was changed, and trims from the state transition graph all
states and transitions that may be affected by the algorithm change, but keeps all the
states that are not affected.
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4.3    Checking If an Algorithm Satisfies the Correctness Properties

To be a valid solution, an algorithm must ensure mutual exclusion and deadlock-
freedom. The test for mutual exclusion is done by looking at each reachable state and
checking if two processes are in their critical section at that state. If there is a state
where two processes are in their critical section, the algorithm is rejected. This test is
actually done when adding each new state.

The test for deadlock-freedom is done by looking at all cycles in the state transition
graph. A cycle represents an infinite loop. If there is a cycle where all active processes
executed at least one instruction, and no process is in its critical section at any state of
the cycle, then the algorithm does not satisfy deadlock-freedom, and it is rejected.

 The test for starvation-freedom is also done by looking at all cycles in the graph. If
there is a cycle where all active processes executed at least one instruction, and some
process was not in its critical section during any state of the cycle, then the algorithm
does not satisfy starvation-freedom, as the loop can be executed forever, and that pro-
cess will be starved. If an algorithm satisfies mutual exclusion and deadlock-freedom
but not starvation-freedom, it is not rejected. As done in other model checkers, Tar-
jan’s algorithm is used for finding strongly connected components [Tar83].

5   Optimizations

One of the main challenges was to be able to process enough algorithms in a reason-
able time, so that interesting results can actually be found. To achieve this, many op-
timizations were implemented. Following are the main optimizations used.

5.1   Optimizations during Algorithm Generation

1. Do not generate syntactically incorrect algorithms:  An algorithm is syntactically
correct if every open block (if or while) is properly closed (by endif or endwhile),
and if each if command has no more than one else section. When the algorithm is
not syntactically correct, the entire program structure is rejected, without gener-
ating all options for each condition or assignment.

2. Do not generate equivalent conditions: Equivalent conditions are generated and
tested only once. For example, a=1 is equivalent to 1=a; and a=1 is equivalent to
a!=0, when the variable is a single bit.6

3. Do not generate constant conditions: Some conditions are always true or always
false. There is no point in generating them. An example is: (a=0 and a=1).

                                                          
6 Notice that the following conditions are not equivalent: (a=0 and b=0) is not equivalent to

(b=0 and a=0). Since only a single read is atomic, the order of reading variables a and b
could make a difference.
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4. Heuristics: do not allow consecutive assignments to the same variable. 2 con-
secutive assignments should not have the same target variable.7 Example, a=1
followed by a=0.

5. Do not generate relative constant “prev” for 2 processes: For only 2 processes
relative constant next is exactly the same as prev, so only one of them is needed.

 5.2   Optimizations during Verification

6. Incremental state graph construction: Instead of building the graph for each algo-
rithm from scratch, the largest valid sub-graph of the graph already built for the
previously tested algorithm is used as a basis for building the new graph.

7. Stop building state graph on first error: The standard model-checking approach
is to build first the entire state transition graph, and then verify all the require-
ments on this graph. The optimization is that while building the graph, every new
state is checked if in it 2 processes are in the critical section. If more than one
process is in the critical section, verification fails immediately, without building
the rest of the graph. (Also called on-the-fly model checking.)

8. Minimize number of states: A new state is generated only if the last executed
command accessed a (global) variable. If only local variables are accessed
(change the program-counter or local registers) in the last executed command,
another command is executed without generating a new state in the graph.

5.3   Interactive Optimizations

The following optimizations use information exchanged between the verifier and the
generator to skip the generation of some algorithms by the algorithm generator.

9. Skip generation of alternatives options for statements that are not executed:
In some cases, the verifier determines that an algorithm is incorrect without exe-
cuting all the instructions. For example, the algorithm to the right does not sat-
isfy mutual exclusion. Since command 3 is never executed, no other assignment
in line 3 can correct the algorithm. Therefore, there is no need to generate the
alternative assignments for line 3.
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7 This restriction should be removed if expressions are added to the language. If the language

is changed to contain operators like “+”, then the following code should be made valid: a=1
followed by a=a+b.
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10. Skip generation of alternatives for complex conditions that were not executed:
An optimization similar to the previous one applies to partially executed com-
plex conditions. For example, if the algorithm contains the condition “if (a=1 or
b=2)”�and if during verification, the value of variable a is always evaluated as 1,
then the right part of the condition (b=2) is never executed, and there is no need
to generate other alternative conditions for the right part. For an “and” relation,
the same applies when the first condition is always false.

5.4   Optimizations Specific to Mutual Exclusion

11. Check “solo” runs first: We first check that, when there is no contention,  a sin-
gle process (when run alone) eventually enters its critical section. This simple
optimization was found very important in improving the overall performance.

12. Must have “while” in entry code: In a correct algorithm a process must wait
when another process is in its critical section. The only way to busy-wait in our
model is by using a while loop. Therefore, an algorithm that does not contain a
while in the entry code is incorrect and does not need to be verified.

13. Must have an assignment statement in the entry code and in the exit code.
At least one assignment in the entry code must assign a value other than zero.

6   Discussion

We have implemented a tool that can automatically discover algorithms for the well-
known problem of mutual exclusion. Using this tool our experiments have success-
fully discovered many new algorithms (and re-discovered some known ones). Imme-
diate directions for further research are: to add optimizations and heuristics in order to
reduce and search the huge algorithm space; and to apply a similar approach to other
synchronization problems. The results mentioned in Section 2 leave some specific
questions open: Why some sets of parameters have no starvation-free algorithms (or
no single-writer algorithms), while others, not vastly different as defined by the pa-
rameters, do? Are there meaningful classes that solutions can be reduced to, which
can help to distinguish between reordering of statements versus a radically different
structure?
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Abstract. We present a decision algorithm for the following problem:
given a specification, does there exist a concurrent program which both
satisfies the specification and which can be implemented in hardware-
available operations in a straightforward manner, i.e, without long cor-
rectness proofs, and without introducing excessive blocking and/or cen-
tralization? In case our decision algorithm answers “yes,” we also present
a synthesis method to produce such a program. We consider specificati-
ons expressed in branching time temporal logic. Our result gives a way
of classifying specifications as either “easy to implement” or “difficult to
implement,” and can be regarded as the first step towards a notion of
“implementation complexity” of specifications.

1 Introduction

One of the major approaches to the construction of correct concurrent programs
is successive refinement : start with a high-level specification, and construct a
series of programs, each of which “refines” the previous one in some way. In
the realm of shared-memory concurrent programs, this refinement usually takes
the form of reducing the grain of atomicity of the operations used for inter-
process communication and synchronization. For example, a high-level design
might assume that the entire global state can be read and updated in a single
atomic transition, whilst a low-level implementation would be restricted to the
operations typically available in hardware: atomic reads and writes of registers,
test-and-set of a single bit, load-linked/store-conditional, compare-and-swap, etc.
Each of the successive refinements is considered correct if and only if it conforms
to the specification. The notions of conformance to a specification which are
widely studied can be roughly categorized into two approaches:

1. The use of an operational specification, e.g., an automaton or a labeled tran-
sition system, which is successively refined, via several intermediate levels of
abstraction, into an implementation. The implementation is considered cor-
rect if and only if each of its externally visible behaviors (“traces”) is also a
trace of the specification, or if it is “bisimilar” to the specification.
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2. The use of a temporal logic formula as a specification. The program is con-
sidered correct iff its “semantic denotation” satisfies the formula. In the
branching-time paradigm, the semantic denotation of a program is its global-
state transition diagram, which can be viewed as a model-theoretic structure
for a suitable branching-time temporal logic. The implementation is correct
if and only if the specification is true in each of the initial states of the
implementation. In the linear-time paradigm, the semantic denotation of a
program is the set of its executions. Each execution can be viewed as a
model-theoretic structure for a suitable linear-time temporal logic. The im-
plementation is correct if and only if the specification is true along every
execution.

We consider the following question: given a specification, does there exist
a concurrent program which both satisfies the specification and which can be
easily refined to hardware-available operations in a straightforward and efficient
manner, i.e, without long correctness proofs, and without introducing excessive
blocking and/or centralization? We use the branching-time temporal logic CTL
[9,10] to express specifications. For CTL specifications, we present an algorithm
which decides this question in the sense that it detects a condition, temporary
stability of action guards, which allows for easy refinement. When this condi-
tion holds, we provide a method of mechanically synthesizing a program which
satisfies the specification and which can be easily refined.

Related work. Previous synthesis methods [2,8,10,13,14,15,17,18] all produce
high-grain concurrent programs. In [10], every process can read and update the
global state in a single atomic transition. In [15], the synthesized program con-
sists of a central “synchronizer” process which communicates with satellite pro-
cesses, who do not communicate amongst each other. The methods of [2,8,13,14,
17,18] all synthesize a single “reactive module,” which communicates with the
environment. Thus, all these methods produce a centralized system consisting
of a single process.

The rest of the paper is as follows. Section 2 presents technical preliminaries:
our model of concurrent computation, and the specification language CTL. Sec-
tion 3 gives some technical background on the CTL decision procedure. Section 4
presents our result: a decision procedure for answering the question posed above,
and a synthesis method for the case when the answer is positive. Section 5 ap-
plies our result to the mutual exclusion and readers-writers problems. Section 6
discusses further work and concludes.

2 Technical Preliminaries

2.1 Model of Concurrent Computation

We consider concurrent programs of the form P = P1‖ · · · ‖PI that consist of a
finite number I of fixed sequential processes P1, . . . , PI running in parallel. With
every process Pi, 1 ≤ i ≤ I, we associate a single unique index i. Each Pi is a
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synchronization skeleton [10], that is, a state-machine where each (local) state of
Pi represents a region of code intended to perform some sequential computation
and where each arc represents a conditional transition (between different regions
of sequential code) used to enforce synchronization constraints.

Formally, each Pi is a directed graph where each node is a (local) state of
Pi and is labeled by a unique name (si), and where each arc is labeled with
a guarded command [7] Bi → Ai consisting of a guard Bi and corresponding
action Ai. With each Pi we associate a set APi of atomic propositions, and a
mapping Vi from local states of Pi to subsets of APi: Vi(si) is the set of atomic
propositions that are true in si. As Pi executes transitions and changes its local
state, the atomic propositions in APi are updated. Different local states of Pi

have different truth assignments: Vi(si) �= Vi(ti) for si �= ti. Atomic propositions
are not shared: APi∩APj = ∅ when i �= j. Other processes can read (via guards)
but not update the atomic propositions in APi. We define AP = AP1∪· · ·∪API .
There is also a set of shared variables x1, . . . , xm, which can be read and written
by every process. These are updated by the action A.

A global state is a tuple of the form (s1, . . . , sI , v1, . . . , vm) where si is the
current local state of Pi and v1, . . . , vm is a list giving the current values of
x1, . . . , xm, respectively. A guard Bi is a predicate on global states, and an
action Ai is a parallel assignment statement that updates the shared variables.

We model parallelism as usual by the nondeterministic interleaving of the
“atomic” transitions of the individual processes Pi. Hence, at each step of the
computation, some process with an “enabled” arc is nondeterministically selected
to be executed next. Let s = (s1, . . . , si, . . . , sI , v1, . . . , vm) be the current global
state, and let Pi contain an arc from node si to s′

i labeled with Bi → Ai (we
write this arc as the tuple (si, Bi → Ai, s

′
i)). If Bi holds in s, then a permissible

next state is s′ = (s1, . . . , s′
i, . . . , sI , v

′
1, . . . , v′

m) where v′
1, . . . , v′

m are the new
values for the shared variables resulting from action A. The transition relation
R is the set of all such triples (s, i, s′). The arc from node si to s′

i is enabled
in state s. A computation path is a sequence of states s0, s1, . . . , sk, . . . where
∀k ≥ 0, ∃i ∈ [1 : I] : (sk, i, sk+1) ∈ R,1 i.e., each successive pair of states is
related by R. If s = (s1, . . . , si, . . . , sI , v1, . . . , vm), then we define s�i = si and
s�APi = Vi(s�i).

Definition 1 (Global state transition diagram). Given a concurrent pro-
gram P = P1‖ · · · ‖PI and a set S0 of initial global states for P , the global state
transition diagram generated by P is a structure M = (S0, S, R, V ) given as
follows: (1) R is the next-state relation defined above, (2) S is the smallest set
of global states satisfying (2.1) S0 ⊆ S and (2.2) if ∃s ∈ S, i ∈ [1 :I] : (s, i, t) ∈ R
then t ∈ S, and (3) V is given by V (s) = V1(s1) ∪ · · · ∪ VI(sI), that is, a global
state inherits its truth-assignments to atomic propositions from its constituent
local states.

1 [1 :I] is the set of natural numbers from 1 to I, inclusive.
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2.2 The Specification Language CTL

Our specification language is the propositional branching time temporal logic
CTL [10]. CTL formulae are built up from the atomic propositions in AP , ¬, ∧,
and the temporal modalities EXif , A[fUg], and E[fUg] (f, g are sub-formulae).

Formally, we define the semantics of CTL formulae with respect to structures
of the same type as global state transition diagrams, i.e., a structure M =
(S0, S, R, V ) consisting of a countable set S of global states, a set S0 ⊆ S of initial
states, a relation R ⊆ S × [1 : I] × S, giving the transitions, and a mapping V :
S �→ 2AP which labels each state s with a set V (s) ⊆ AP of atomic propositions
true in s. If s = (s1, . . . , si, . . . , sI , v1, . . . , vm), then V (s) df== V1(s1)∪· · ·∪VI(sI),
where Vi(si) ⊆ APi gives the atomic propositions that hold in si. We require
that R be total, i.e., that ∀s ∈ S, ∃i, s′ : (s, i, s′) ∈ R.

A fullpath is an infinite sequence of states (s0, s1, . . . , sk, . . . ) such that ∀k ≥
0, ∃i ∈ [1 : I] : (sj , i, sj+1) ∈ R, i.e., an infinite computation path. M, s |= f
means that f is true at state s in structure M . We define |= inductively:

M, s |= p iff p ∈ V (s)
M, s |= ¬f iff not(M, s |= f)
M, s |= f ∧ g iff M, s |= f and M, s |= g
M, s |= EXif iff for some state t, (s, i, t) ∈ R and M, t |= f ,
M, s |= A[fUg] iff for all fullpaths (s, s1, s2, . . . ) in M ,

∃k ≥ 0[M, sk |= g ∧ (∀� : 0 ≤ � < k ⇒ M, s� |= f)]
M, s |= E[fUg] iff for some fullpath (s, s1, s2, . . . ) in M ,

∃k ≥ 0[M, sk |= g ∧ (∀� : 0 ≤ � < k ⇒ M, s� |= f)]

Thus X indicates “nexttime” and U indicates “until”: [fUg] means that g even-
tually holds, and f holds up to that point. E, A quantify existentially, universally
(respectively), over the fullpaths starting from a state. A formula f is satisfiable
if and only if there exists a structure M and state s of M such that M, s |= f .
Such an M is a model of f . M, U |= f abbreviates ∀s ∈ U : M, s |= f , where
U ⊆ S. We introduce the abbreviations f ∨ g for ¬(¬f ∧ ¬g), f ⇒ g for ¬f ∨ g,
f ≡ g for (f ⇒ g)∧ (g ⇒ f), A[fUwg] for ¬E[¬gU(¬f ∧¬g)], AFf for A[trueUf ],
AGf for ¬EF¬f , AXif for ¬EXi¬f , EXf for EX1f ∨ · · · ∨ EXIf , and AXf for
AX1f ∧ · · · ∧ AXIf .

A formula of the form A[fUg] or E[fUg] is an eventuality formula. The eventu-
ality A[fUg] (E[fUg]) is fulfilled for s in M provided that for every (respectively,
for some) fullpath starting at s, there exists a finite prefix of the fullpath in M
whose last state satisfies g and all of whose other states satisfy f .

We annotate transitions in a structure with the index i of the process Pi exe-
cuting the transition, and the assignment statement A (if any) that Pi executes,

e.g., s
i,A−→ t.

2.3 Example Specifications: Mutual Exclusion and Readers-Writers

The CTL specification of the two process mutual exclusion problem is the con-
junction of the following (i, j ∈ {1, 2}, i �= j):
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N1 ∧ N2: Both processes are initially in their Noncritical region
AG(Ni ⇒ (AXiTi ∧ EXiTi)): Any move Pi makes from its Noncritical region Ni

is into its Trying region Ti and such a move is always possible.
AG(Ti ⇒ AXiCi): Any move Pi makes from its Trying region Ti is into its

Critical region Ci.
AG(Ci ⇒ (AXiNi ∧ EXiNi)): Any move Pi makes from its Critical region Ci is

into its Noncritical region Ni and such a move is always possible.
AG(Ni ≡ ¬(Ti ∨ Ci)) ∧ AG(Ti ≡ ¬(Ni ∨ Ci)) ∧ AG(Ci ≡ ¬(Ni ∨ Ti)): Pi is al-

ways in one of Ni, Ti, or Ci.
AG(Ni ⇒ AXjNi) ∧ AG(Ti ⇒ AXjTi) ∧ AG(Ci ⇒ AXjCi): A transition by Pi

cannot cause a transition by Pj (interleaving model of concurrency).
AG(Ti ⇒ AFCi): Pi does not starve.
AG(¬(C1 ∧ C2)): P1, P2 do not access their critical regions simultaneously.
AGEXtrue: It is always the case that some process can move.

To obtain the specification for readers-writers [6], we replace AG(Ti ⇒ AFCi)
by the conjunction of the following, where P1 is the reader and P2 is the writer:
AG(T1 ⇒ AF(C1 ∨ ¬N2)): absence of starvation for reader provided writer does

not request access
AG(T2 ⇒ AFC2): absence of starvation for writer
AG((T1 ∧ T2) ⇒ A[T1UC2]): priority of writer over reader for access to Critical

region

3 Overview of the CTL Decision Procedure

CTL is decidable: given a CTL formula f0 there exists a decision procedure
[10] that determines, in O(2|f0|) deterministic time, whether f0 is satisfiable or
not. The CTL decision procedure first constructs a particular kind of AND/OR
graph (a tableau) T0 for f0. We use c, c′, . . . to denote AND-nodes, d, d′, . . . to
denote OR-nodes, and e, e′, . . . to denote nodes of either type. Each node e is
labeled with a set of formulae L(e), each of which is either a subformula of f0,
or a subformula of f0 preceded by AX or EX. No two AND-nodes (OR-nodes)
have the same label.

The CTL decision procedure constructs T0 by starting with a single “root”
OR-node d0 labeled with {f0}, and repeatedly constructing successors of “fron-
tier” nodes until there is no change. The set of AND-node successors Blocks(d)
of an OR-node d is determined by expanding d into a tree as follows. A CTL
formula is elementary iff it is an atomic proposition, the negation of an ato-
mic proposition, or has either AXi or EXi as its main connective. We classify a
nonelementary formula as either a conjunctive formula α ≡ α1 ∧ α2 or a disjun-
ctive formula β ≡ β1 ∨ β2 according to the fixpoint characterization of the main
connective, e.g., AGg ≡ g ∧ AXAGg, so α1 = g, α2 = AXAGg, and AGg is a α
formula, and AFg ≡ g∨AXAFg, so β1 = g, β2 = AXAFg, and AFg is a β formula.
Suppose e is a leaf in the tree constructed so far, and f ∈ L(e). If f ≡ α1 ∧ α2,
then add a single son to e with label L(e) − {f} ∪ {α1, α2}. If f ≡ β1 ∨ β2,
then add two sons to e with labels L(e) − {f} ∪ {β1}, L(e) − {f} ∪ {β2}. This
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tree construction terminates when all leaves contain only elementary formulae in
their labels. This must happen, since each expansion removes one nonelementary
formula and replaces it with one or two smaller formulae. Upon termination, let
Blocks(d) contain one AND-node c for each leaf node, whose label L(c) is the
union of all node labels along the path from the corresponding leaf back to the
root d of the tree. The nodes in Blocks(d) embody all the different ways in which
the (conjunction of the) formulae in L(d) can be satisfied: L(d) is satisfiable iff
L(c) is satisfiable for at least one c ∈ Blocks(d). In the final tableau, an OR-node
must have at least one AND-node successor present.

The set Tiles(c) of OR-node successors of an AND-node c is
⋃

i∈[1:I] Tilesi(c),
where Tilesi(c) is the set of OR-node successors of c that are associated with Pi.
Suppose that c is labeled with n formulae of the form AXig, namely AXig1, . . . ,
AXign, and m formulae of the form EXih, namely EXih1, . . . ,EXihm. Then
Tilesi(c)

df== {d1
i , . . . , dm

i }, where L(dj
i ) = {AXig1, . . . , AXign} ∪ {EXihj}, for

j ∈ [1 : m]. Finally, the edge from c to every node in Tilesi(c) is labeled with the
process index i, to indicate that this successor is associated with Pi. Tiles(c) is
exactly the set of successors required to satisfy all of the nexttime formulae in the
label of c: L(c) is satisfiable iff L(d) is satisfiable for all d ∈ Tiles(c), and LP (c)
is satisfiable, where LP (c) = {f ∈ L(c) | f is a proposition or its negation}.

We continue generating successors of frontier nodes (“expanding” a node)
until there are no more frontier nodes, i.e., every node in T0 has at least one
successor. If a node is ever created which has the same label as an already
present node of the same type (i.e., AND or OR), then we merge the two nodes.
Since the number of possible labels is finite (O(2|f0|)), this process terminates.

The next step is to apply the deletion rules given in Figure 1 to T0. Roughly
speaking, these rules remove all nodes e whose label is propositionally inconsi-
stent, or who do not have enough successors, or who are labeled with an eventu-
ality formula which is not fulfilled. The presence of a suitable full subdag (path)
rooted at e serves to certify the fulfillment of an eventuality A[gUh] (E[gUh]) in
L(e). A full subdag D rooted at node e in T0 is a directed acyclic subgraph of T0
such that: (1) e is the unique node from which all other nodes in D are reachable,
(2) for every AND-node c in D, if c has any sons in D, then every successor of c
in T0 is a son of c in D, and (3) for every OR-node d in D, there exists precisely
one AND-node c in T0 such that c is a son of d in D. We repeatedly apply the
deletion rules until there is no change. Since each application removes one node,
and T0 is finite, this procedure must terminate. Upon termination, if the root of
T0 is has been removed, then f0 is unsatisfiable. Otherwise f0 is satisfiable, in
which case let T ∗ be the tableau induced by the remaining nodes.

For each eventuality A[gUh] ∈ L(c), let DAG[c,A[gUh]] be the directed acyclic
graph that results from removing all the OR-nodes in a full subdag D rooted at
c that fulfills A[gUh], and for each eventuality E[gUh] ∈ L(c), let DAG[c,E[gUh]]
be the path that results from removing all the OR-nodes in a path starting from
c that fulfills E[gUh]. In both cases we connect up the AND-nodes so that c′ → c′′

in DAG[c, g] only if c′ → d → c′′ for some removed OR-node d. These DAG’s
exist by virtue of Figure 1.
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For each AND-node c in T ∗, we construct a “fragment” FRAG[c] by
connecting up copies of the DAG’s for the eventualities in L(c), so that for
A[gUh] ∈ L(c), every infinite path from c encounters DAG[c,A[gUh]], and for
E[gUh] ∈ L(c), some infinite path from c has DAG[c,E[gUh]] as a prefix. Thus,
all eventualities in L(c) are fulfilled in FRAG[c]. We construct a model M for
f0 by connecting up copies of all the FRAG’s so that every state (AND-node)
c has at least one successor. This is done by identifying the root of one FRAG
with a frontier node of another FRAG if they have the same label. The truth
assignment V is given by V (c) = L(c) ∩ AP , where AP is the set of atomic
propositions in spec. In M , every state satisfies all the formulae in its label.
From M , a correct concurrent program can be produced by projecting onto the
individual processes, as given in Definition 2 below.

DeleteP Delete any propositionally inconsistent node.
DeleteOR Delete any OR-node all of whose successors are already deleted.
DeleteAND Delete any AND-node one of whose successors is already deleted.
DeleteAU Delete any node e such that A[gUh] ∈ L(e) and there does not exist a full

subdag rooted at e where h ∈ L(c′) for every frontier node c′ and g ∈ L(c′′) for
every interior AND-node c′′.

DeleteEU Delete any node e such that E[gUh] ∈ L(e) and there does not exist an
AND-node c′ reachable from e via a path π such that h ∈ L(c′) and for all AND-
nodes c′′ along π up to but not necessarily including c′, g ∈ L(c′′).

Fig. 1. The deletion rules for the CTL decision procedure.

4 Refinability of Specifications

4.1 Implementing the Guards: Temporary Stability

Suppose that in a program P = P1‖ · · · ‖PI , a guard Bi of an arc ai = (si, Bi →
Ai, ti) of process Pi is temporarily stable, [12], that is, once Bi holds, it continues
to hold until Pi executes some transition, not necessarily a transition correspon-
ding to the execution of ai. In this case, Pi can test for the truth of Bi by
repeatedly reading the individual variables referenced in Bi. More formally, let
(si, Bi → Ai, ti) be an arc of Pi, and let M = (S0, S, R, V ) be the global state
transition diagram of P given by Definition 1. We require

M, S0 |= AG( ({|si|} ∧ Bi) ⇒ A[Bi Uw ¬{|si|}] ). (GSTAB)
where {|si|} = “(

∧
Q∈APi∩Vi(si) Q) ∧ (

∧
Q∈APi−Vi(si) ¬Q)”. {|si|} characterizes

si in that si |= {|si|}, and s′
i �|= {|si|} for all local states s′

i such that s′
i �= si,

i.e., it converts a local state into a propositional formula. GSTAB requires that
once Pi is in state si and guard Bi holds, then Bi continues to hold until Pi
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leaves si, if ever. Note the use of the weak until Uw: [Bi Uw ¬{|si|}] means that Bi

holds until ¬{|si|} becomes true (i.e., Pi leaves si), or, Bi holds forever if ¬{|si|}
never becomes true. Thus, Pi can check Bi by reading the atomic propositions
and shared variables in Bi sequentially, i.e., in a non-atomic manner. If Pi ever
observes that Bi holds, then Pi can subsequently execute ai.

We say that “M satisfies GSTAB” if and only if GSTAB holds for every arc
(si, Bi → Ai, ti) of every process Pi of P .

Given a CTL formula spec, we wish to answer the following question: does
there exist a program P which both satisfies spec and whose guards are tem-
porarily stable? More technically, does there exist a program P with global state
transition diagram M = (S0, S, R, V ) such that M, S0 |= spec, and M satisfies
GSTAB? Since the tableau T ∗ for spec that is generated by the CTL decision
procedure encodes every possible model of spec, we can answer this question by
analyzing T ∗. Figure 2 presents an algorithm which performs this analysis.

To explain the operation of the algorithm, we first discuss how we extract
a program from a structure M that conforms to the interleaving model, i.e.,
only transitions by Pi change atomic propositions in APi. A Pi-family [3] F in
M = (S0, S, R, V ) is a maximal subset of R such that (1) all members of F are Pi-

transitions, and have the same label
i,A−→ , and (2) for any pair s

i,A−→ t, s′ i,A−→ t′ of

members of F : s�i = s′�i and t�i = t′�i. If s
i,A−→ t ∈ F , then let F.start, F.finish,

F.assig, F.label denote s�i, t�i, A, and
i,A−→ respectively. Given that T.begin de-

notes the source state of transition T , i.e., T.begin = s for transition T = s
i,A−→ t,

let F.guard denote
∨

T∈F {|(T.begin)�i|}, where s�i is s with its Pi-component re-
moved, and {|s�i|} = “(

∧
Q∈(AP−APi)∩V (s) Q) ∧ (

∧
Q∈(AP−APi)−V (s) ¬Q) ∧

(
∧

x x = s(x))”, where x ranges over the shared variables. {|s�i|} converts glo-
bal state s into an “equivalent” propositional formula, with the omission of the
component s�i.

Definition 2 (Program Extraction). Let M = (S0, S, R, V ) be a structure
that conforms to the interleaving model. Then the program P = P1‖ · · · ‖PI ex-
tracted from M is as follows. Process Pi contains arc (si, Bi → Ai, ti) if and
only if:

there exists a Pi-family F in M such that
F.start = si, F.finish = ti, F.assig = Ai, F.guard = Bi.

The truth assignment Vi is given by Vi(si) = V (s) ∩ APi where s ∈ S is such
that s�i = si.

The key idea is this: for the guard Bi to be temporarily stable, we need
that, once a global state s is entered which has an outgoing transition belonging
to F , i.e., s�i = si and ∃t : s

i,A−→ t ∧ t�i = ti, then every transition by some
process other than Pi must lead to a state which also has an outgoing transition
belonging to F , i.e., to a state u such that u�i = si and ∃v : u

i,A−→ v ∧ v�i = ti.
Consider AND-node c which has an outgoing AND-OR transition t = c

i−→ d.
If c is present as a state in the final extracted model M , then there will be an
outgoing transition from c (in M) corresponding to the AND-OR transition
t. This transition is a member of a family F . To check that M satisfies the
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above condition, we check that T ∗, from which M is extracted, satisfies an
analogous condition, applied to the AND-nodes of T ∗, which become states in
M . The algorithm of Figure 2 performs this check as follows. First invoke the
CTL decision procedure on spec, halting if spec is unsatisfiable. If not, then
analyze the tableau T ∗ as follows. For every AND-node in T ∗, compute the
set C of all AND-nodes reachable from c by paths not labeled with index i, i.e.,
corresponding to executions by processes other than Pi. Then, check every AND-
node c′ in C to ensure that it has an outgoing AND-OR transition c′ i−→ d′ in T ∗

such that d′�APi = d�APi, i.e., an AND-OR transition that will generate, in the
extracted model M , a transition in family F . If not, then c′ causes a violation of
GSTAB, and must be made unreachable from c by deleting all of the OR-AND
transitions from OR-nodes in C to c′. If all such necessary deletions can be made
without causing the root node to be deleted, according to the deletion rules of
Figure 1, then a model M can be extracted from the resulting tableau, using the
same method as in the CTL decision procedure, and M will satisfy GSTAB.

1. Apply the CTL decision procedure to spec. If the root of T0 is deleted, then
output “there exists no program satisfying spec” and halt.
Otherwise, let T ∗ be the resulting tableau.

2. for every process index i, and every AND-OR transition t = c
i−→ d in T ∗:

C := {e | e is reachable from c by a path not containing process index i};
forall AND-nodes c′ ∈ C in increasing distance from c do

if there exists an AND-OR transition c′ i−→ d′ in T ∗ such that
d′�APi = d�APi then

mark c′ as “satisfying with respect to t”
else

delete all the OR-AND transitions from OR-nodes in C to c′;
recompute C to account for the deletion of the OR-AND transitions

endif
endfor;

/* call the resulting tableau Ts */
3. Apply the deletion rules of Figure 1 to Ts;
4. if the root node of Ts is undeleted then /* positive decision */

let T be the subgraph of Ts induced by the remaining undeleted nodes;
extract M from T using the same method as in the CTL decision procedure

else /* negative decision */
output “there exists no program satisfying the specification whose guards

are temporarily stable”
endif

Fig. 2. The Test for Specifications that allow Temporarily Stable guards

Shared Variables. The algorithm of Figure 2 does not take shared variables
into account. We introduce shared variables to distinguish between global states
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which have different labels, but which assign the same values to all atomic pro-
positions [10]. This is necessary, since only atomic propositions are implemented
in the synthesized program, whereas the labels which distinguish different sta-
tes in the tableau consist of not only atomic propositions, but CTL formulae in
general. Thus, if propositionally identical but globally different states are not
distinguished, the effect would be to “merge” such states, which could lead to
violation of liveness, e.g., if the [T1 T2] states c6 and c7 in Figure 3 are merged
in this way, then the liveness specification AG(Ti ⇒ AFCi), i ∈ {1, 2}, is viola-
ted. So, in Figure 3, we introduce a shared variable x which has value 1 in c6
and value 2 in c7. This requires adding an assignment x := 1 to all transitions
entering c6, and an assignment x := 2 to all transitions entering c7. Whilst x
will appear in the guards of the synthesized program, the temporary stability of
these guards is dependent solely on the existence of the appropriate AND-OR
transitions c′ i−→ d′ as determined by the algorithm of Figure 2. The subsequent
introduction of a shared variable does not change this, provided however, that
the assignment to the shared variable is performed along all transitions of Pi

which belong to the same transition family.

Theorem 1. Let spec be a CTL formula, and suppose that the algorithm of
Figure 2 produces a model M when applied to spec. Then, M satisfies GSTAB.

4.2 Implementing the Multiple Assignments: Lock-Free
Multi-object Operations

Execution of an arc (si, Bi → Ai, ti) involves both changing the atomic propo-
sitions in APi which are true from those in Vi(si) to those in Vi(ti) (all other
atomic propositions remaining unchanged) and updating the shared variables
according to the parallel assignment Ai, which has the form x, y, . . . := v, w, . . .
where x, y, . . . is a list of shared variables, and v, w, . . . is a list of constants.

We implement this as follows. First, we consolidate all the atomic propositi-
ons of each Pi into a single variable Li, whose value in local state si is Vi(si):
si(Li) = Vi(si), i.e., Li is the set of atomic propositions in APi that are true in
si. In practice, Li could be encoded efficiently as a bit string. Thus, in executing
the arc (si, Bi → Ai, ti), we update the value of Li from Vi(si) to Vi(ti). We now
have a multiple assignment of the form Li, x, y, . . . := Vi(ti), v, w, . . . . To imple-
ment this multiple assignment, we use any lock-free method for implementing
multiple-object operations atomically [1,11,16,19]. We do not need the more ex-
pensive wait-free implementations, because we only need to correctly implement
the transitions in the model M , and, a lock-free implementation suffices for this.
Liveness properties are still satisfied, since M satisfies liveness properties under
nondeterministic scheduling, i.e., no matter which transition is next selected for
execution. In particular, no form of fairness is needed.

4.3 Implementation in Hardware-Available Primitives

Let M be a model for spec resulting from the algorithm of Figure 2, and let P be a
program extracted from M according to Definition 2. Let MP = (S0, S, R, V ) be
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the global state transition diagram of P given by Definition 1. Then, MP , S0 |=
spec by the soundness of the CTL decision procedure [10]. Also, MP satisfies
GSTAB, since we can show that MP and M are strongly bisimilar [5]. Let
(si, Bi → Ai, ti) be an arc of Pi in program P , where Ai is x, y, . . . := v, w, . . . .
We implement this arc as follows:

1. while the guard Bi is not observed to be true
read sequentially all the atomic propositions and shared variables in Bi;
evaluate Bi

endwhile;
2. Invoke a lock-free multiple object operation to implement the multiple

assignment Li, x, y, . . . := Vi(ti), v, w, . . . .
We show that this implementation of P is correct by establishing a stuttering
bisimulation [5] between MP and the global-state transition diagram Mimp of
the implementation, which is formally defined along the lines of Definition 1.
See [4] for examples of such definitions for low-atomicity implementations. A
state s of M and a state u of Mimp are related by stuttering bisimulation iff
they assign the same values to all atomic propositions and shared variables.
Since states related by stuttering bisimulation satisfy the same formulae of
CTL – X (CTL without the EXi, AXi modalities) this is sufficient to esta-
blish typical safety and liveness properties. Also, if a conjunct of spec has
the forms AG(pi ⇒ AXiqi), AG(pi ⇒ EXiqi), then AG(pi ⇒ AXi(pi ∨ qi)),
AG(pi ⇒ EXi(pi ∨ qi)), respectively, is satisfied by the implementation, where
pi, qi specify local states of Pi. We defer details of this to the full paper.

Theorem 2. Let spec be a CTL formula, and suppose that the algorithm of Fi-
gure 2 produces a model M of spec. Let P be the program extracted from M by
Definition 2, let Mimp be the global state transition diagram of the implementa-
tion of P given above, and let S0

imp be the set of initial states of Mimp. Let f be a
conjunct of spec which contains no EXi or AXi modality. Then Mimp , S0

imp |= f .

5 Examples: Mutual Exclusion and Readers-Writers

We now apply the above test to the mtual exclusion and readers-writers speci-
fications. Figure 3 shows the tableau produced by the CTL decision procedure
for the mutual exclusion specification given in Section 2.3. The OR-nodes are
named dk, and the AND-nodes are named ck. These names are not part of the
decision procedure, and are provided only to facilitate the discussion. The in-
itial OR-node is d0. Upon applying the algorithm of Figure 2 to the tableau
of Figure 3, we find that the tableau passes the test. Consider, for exampe, the
transition t = c1

1−→ d5, in which P1 moves from T1 to C1, and the application of
the test to t. The set of nodes reachable from c1 by a path not containing process
index 1 is {d6, c6, c7, d11, c10, d1, c2}. AND-node c6 is marked as “satisfying w.r.t.
t”, since c6 has an OR-node successor d10 which reflects the same transition by
P1, namely from T1 to C1. AND-node c7, on the other hand, fails the test, since
it does not have a suitable OR-node successor. Hence, the OR-AND transition
from d6 to c7 is deleted. This causes the remaining nodes to become unreachable
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d0

c0

d1 d3 d4

c1 c2 c3 c4

d5 d6

d2

d7

c5 c6 c7 c8

d10 d11 d12

c9 c10

1 2

2

1

2

12

1 2

1

1

2

1

1

2

d9

d8

2

N2N1

N1 N2

N2C1

T1 N2 T1 N2 N1 N1

N2 N2 T2

C1 T2

N2 N2

C1 N2 T1 T2 T1 T2 C2

T2 T2

C1 T2 T1 C2 T1 C2

T2

T1 T1 N1 T2

T2

N1

N1T1T1

N1

C2

T2C1 C2T1

AFC1 AFC2

EX1true EX2true

AFC1 AFC1

AFC1

EX1true EX2true

AFC2 AFC2

AFC1AFC2 AFC2

Fig. 3. Tableau for the mutual exclusion specification

from c1 by paths not containing process index 1, and so we are done. The tableau
as a whole remains viable, since d6 still has a single successor, c6. For reasons of
symmetry, d7 will be left with sole successor c7 when the test is applied to tran-
sition c4

2−→ d8. Thus, the root is not deleted, and the synchronization skeletons
shown in Figure 4 can be extracted from the tableau.

Figure 5 shows the tableau produced by the CTL decision procedure for
the readers-writers specification given in Section 2.3. The initial OR-node is d0.
Consider the transition t = c1

1−→ d5, in which P1 moves from T1 to C1, and
the application of the test to t. The set of nodes reachable from c1 by a path
not containing process index 1 is {d6, c7, d11, c10, d1, c2}. The AND-node c7 fails
the test, since it does not have a suitable OR-node successor. Hence, the OR-
AND transition from d6 to c7 is deleted. This now leaves d6 without a successor.
Hence, when the deletion rules of Figure 1 are applied, d6 is deleted. This, in
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T1 C1

T2 C2N2
true → x := 1

N1 ∨ T1 → skip

N1 ∨ (T1 ∧ x = 2) → skipP2 ::

N1
true → x := 2 N2 ∨ (T2 ∧ x = 1) → skip

N2 ∨ T2 → skip

P1 ::

Fig. 4. Synchronization skeleton program for the mutual exclusion specification
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EX1true EX2true

AFC1 AFC1 AFC2 AFC2

T2

T1 C2

T1
EX2true

AFC1 AFC2

Fig. 5. Tableau for the readers-writers specification
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turn results in the deletion of c1 and c2, since they are AND-nodes, and so
require all successors to be undeleted. This results in the deletion of d1 and d2
since they are left without successors. The deletion of d2 causes the deletion of
AND-node c0, and this causes the deletion of the root node d0, since c0 is the
only successor of d0. Thus the tableau is not viable, and we conclude that there
exists no concurrent program which satisfies the readers-writers specification and
which has temporarily-stable guards.

Intuitively, we see that the readers-writers specification imposes a “flickering”
guard on the reader, since it allows the writer to always preempt the reader’s
ability to enter the critical section: when the writer is in N2 and the reader in T1,
the reader is enabled to enter C1, but the writer can autonomously preempt this
enablement by entering T2. This is inherent in the writer priority requirement
of the specification.

6 Conclusions and Further Work

We presented a method for deciding whether a specification can be implemented
by a concurrent program which has the property of being “easily” refined to
a low-grain atomicity program that uses primitives available in hardware. The
refinement process is automatic, and the final program does not resort to inef-
ficient strategies such as using a central module which controls everything. In
practice, our method can be used iteratively. If the procedure of Figure 2 out-
puts “no” for a given specification spec, then every program which satisfies spec
must contain “flickering” guards, which can transit from true to false before the
arc that they label is executed. Detecting the truth of such guards is difficult:
it requires high atomicity operations, or inefficient strategies such as blocking
or centralization. In this case, the best course of action may be to modify the
specification and reapply the method. Extending the method to give advice on
modifying the specification so that it passes the test of Figure 2 is a topic of
future work.

Our test can be viewed as a design rule: specifications which fail it are in
some sense bad specifications, as they necessitate inefficient programs. Our result
therefore contributes to software engineering, as it provides a criterion for judging
the quality of a specification. More generally, our work suggests a notion of
implementation complexity for specifications: can we define a complexity measure
on specifications which indicates the “difficulty” of implementing a concurrent
program P that satisfies the specification. This “difficulty” may take several
attributes into account: the amount of blocking and centralization in P , the
length of the proof that P satisfies the specification, etc. We will examine this
issue further in future work.
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Competitive Management of Non-preemptive
Queues with Multiple Values

Nir Andelman and Yishay Mansour

School of Computer Science, Tel-Aviv University, Tel-Aviv, Israel

Abstract. We consider the online problem of active queue management.
In our model, the input is a sequence of packets with values v ∈ [1, α] that
arrive to a queue that can hold up to B packets. Specifically, we consider
a FIFO non-preemptive queue, where any packet that is accepted into
the queue must be sent, and packets are sent by the order of arrival. The
benefit of a scheduling policy, on a given input, is the sum of values of
the scheduled packets. Our aim is to find an online policy that maximizes
its benefit compared to the optimal offline solution.
Previous work proved that no constant competitive ratio exists for this
problem, showing a lower bound of ln(α) + 1 for any online policy. An
upper bound of e�ln(α)� was proved for a few online policies. In this paper
we suggest and analyze a RED-like online policy with a competitive ratio
that matches the lower bound up to an additive constant proving an
upper bound of ln(α)+2+O(ln2(α)/B). For large values of α, we prove
that no policy whose decisions are based only on the number of packets
in the queue and the value of the arriving packet, has a competitive ratio
lower than ln(α) + 2 − ε, for any constant ε > 0.

1 Introduction

One of the main bottlenecks in the traffic flow inside communication networks
is the management of queues in the connection points, such as switches and
routers. If incoming traffic from several sources is directed towards the same
destination, it may be impossible to immediately direct all the traffic towards
the outgoing link, since the bandwidth of the outgoing link is limited, and packet
loss is therefore unavoidable.

The traffic in communication networks tends to arrive in bursts, which is the
motivation of buffering the packets in queues, located either at the incoming
links, or the outgoing links, or both. The packets arriving in a burst are stored
in queues, and are later sent in a speed determined by the bandwidth of both
outgoing links and the backbone of the connection device. If the traffic is not
too heavy, the queues will drain before more bursts arrive, avoiding packet loss.
This best effort approach relies on statistical characteristics of communication
traffic, assuming that the capacity of the links is not always fully used.

The best effort approach is not sufficient for service providers who wish to
guarantee Quality of Service (QoS) to their users. QoS can be considered as a
contract between the communication service provider and the network user. As
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long as the user’s traffic does not exceed certain quotas agreed in the contract,
the service provider guarantees specific characteristics of the network service,
such as minimal bandwidth, maximal delay time, jitter, packet loss, etc. The
demand for QoS results in a couple of problems that the service provider must
solve. One problem is to determine what the service provider can guarantee to
a user. The other is what to do with the user’s traffic when it does not fulfill the
terms of the contract.

One solution to the problem of QoS is Premium Service [14], in which the
traffic is shaped upon the entry to the network. The service provider guarantees
that customers who payed for QoS will have a certain portion of the bandwidth
allocated for their use. Packets that are not part of the Premium Service are
treated by best effort mechanism, and might be dropped due to congestion. From
the point of view of the user, the shared network is almost indistinguishable from
a private link. From the point of view of the service provider, this is a solution
with high utilization that allows dedicating private links, since the dedicated
bandwidth may be used for general traffic when the traffic from paying customers
is idle.

Assured Service [6] is a different approach that relies on statistical multiplex-
ing, which takes into account the fact that usually worst case scenarios, where
all users use the same network resources at once, do not occur. This assumption
allows the service provider to apply an ’overbooking’ policy, which relaxes the
constraints on the users’ usage of the communication network, risking a poten-
tial buffer overflow, when congestion occurs. Assured Service supplies a relative
guarantee to the user, which is a vague promise that certain traffic will be treated
with higher priority at times of network congestion, achieving better throughput
relative to the rest of the traffic. The concept that some packets are worth more
than others is the basis of Differentiated Services. Packets that have QoS guar-
antee are distinguished from normal packets. Furthermore, the service provider
may decide to treat differently packets of different paying customers (in a ’pay
more - get more’ fashion).

We use the following abstraction to analyze the performance of a single queue:
The system is a queue that can hold up to B packets. The input packets that
arrive to the queue have values of v ∈ [1, α]. A packet’s value represents the
priority given to the packet by the service provider. The queue management
is an online policy that decides for each packet, when it arrives, whether to
place it in the queue or to reject it. Preemption is not allowed, meaning that
any accepted packet is eventually transmitted and cannot be rejected later. At
arbitrary times a packet is sent from the queue (if not empty), at FIFO order,
i.e. at the order of arrival. We assume that packet values are accumulative, so the
benefit on the policy over a given input is the sum of values of accepted packets.
We use competitive analysis [5] to analyze online policies, meaning that we derive
bounds on the ratio between the benefit of the optimal offline scheduling, to the
benefit of the online policy, over the worst case input.

Online packet scheduling with a non-preemptive queue was first analyzed in
[1] for two packet values only, 1 and α > 1. A general lower bound of 2 − 1/α
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was derived, and several online policies were analyzed, deriving upper and lower
bounds for each policy. An optimal online policy for the two value case with a
competitive ratio of 2−1/α was analyzed in [2]. The continuous case, were packet
values may vary along the range [1, α] was also considered in [2]. A general lower
bound of ln(α) + 1 was derived for any online policy, and an upper bound of
e�ln(α)� was proved for two policies.

Our results. In this paper we analyze a RED-like [7] online policy for con-
tinuous values, with a provable upper bound of ln(α) + 2 + O(ln2(α)/B), which
nearly matches the lower bound. Similarly to Random Early Detection, we sug-
gest a policy that detects the possibility of congestion before the queue is full,
and drops packets in advance. While RED uses probabilities to decide whether to
drop a packet, we use the packet’s value for this decision. Our analysis measures
the exact influence of the queue size on the competitive ratio. For large values of
α, we prove that ln(α)+2 is a lower bound for a large family of policies, which in
addition to the value of the arriving packet, consider only the number of packets
in the queue. For a low value of α, we analyze an alternative policy, which is
an extension of the optimal online policy for the case of two packet values, and
prove that its competitive ratio in this case is strictly lower than ln(α) + 2, for
any low value of α.

Related work. A preemptive FIFO queue allows preempting packets, which
were already accepted, from the queue. Online algorithms in the preemptive
FIFO model were analyzed in [2,9,10,13,15]. Since the optimal offline is non-
preemptive, preemptive policies have better competitive ratios than non preemp-
tive ones. For inputs with two values, the currently known best lower and upper
bounds are approximately 1.28 [15] and 1.30 [13], respectively. For unlimited
values, the lower and upper bounds are

√
2 and 2, respectively [2,9]. Recently,

Kesselman et al. [12] have designed a policy that beats the 2-competitive ratio
of the greedy policy, and is 2 − ε, for some constant ε > 0.

Generalized versions of managing FIFO queues include managing a bulk of
FIFO queues [3], where the policy has also to decide from which queue to send
a packet, and shared memory switches [8,11], where the queues are not fixed in
size, but their total size is fixed. Another extension is the delay bounded queue
[2,9], where packets may be sent in arbitrary order, but each packet arrives with
a expiration time. Packets that are not sent by this deadline expire and are lost.

Paper organization. Section 2 defines the non-preemptive queue model.
Section 3 defines the Selective Barrier Policy, which is analyzed in Section 4. We
improve the policy for low values of α in Section 5. In Section 6 we prove a lower
bound of ln(α) + 2 for a family of policies. Our concluding remarks appear in
Section 7.

2 Model and Notations

2.1 Packets

A packet is a basic unit that describes the input of the system. Each packet is
identified by its value v, which is the benefit that the system gains by sending
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the packet. Packet values may vary from 1 to α, where α ≥ 1 is an arbitrary
value, known in advance. For simplicity, v refers both to the packet itself and to
its value.

2.2 Input Streams

The input to the system is a finite stream of events, occurring at discrete times
t = 1, 2, ..., n. There are two types of events, arrive(v), which is the arrival of a
packet with value v to the system and send(), which allows the system to send
one of the packets that arrived earlier.

2.3 FIFO Queues

The system uses a queue for buffering the arriving packets. B denotes the maxi-
mal number of packets that can be held in the queue. In our analysis we assume
that B ≥ ln(α) + 2. This is a reasonable assumption since usually buffers are
fairly large. In addition, if B = o(ln(α)), no online policy has a logarithmic order
competitive ratio. Each arrive(v) event invokes a response from the system,
which is either to accept the packet and place it inside the queue, or the reject
it. The decision whether to accept or to reject a packet depends on the specific
policy used to manage the queue. No more than B packets can be stored in the
queue at the same time, and preemption is not allowed. During a send() event
the system extracts the most recent packet in the queue and sends it, if the
queue is not empty.

2.4 Online Policies

A policy is an algorithm that given an input stream decides which packets to
accept and which packets to reject. Given an input stream and a policy A, let
hA(t) denote the number of packets in the queue at time t. Let VA(t) denote
the total value of packets accepted until time t. Notice that since we restrict
ourselves to non-preemptive queues, each accepted packet is eventually sent, so
VA(t) can be regarded as the total benefit assured by policy A until time t over
the input stream.

A policy is considered an online policy if the decision to accept or reject a
packet determines only on the previous and current events. We use competitive
ratio [5] to analyze the performance of online policies. An online policy is c-
competitive if for any input sequence c · VON ≥ VOPT, where VON is the benefit
of the online policy and VOPT is the benefit of an optimal offline policy.

3 Smooth Selective Barrier Policy

We define a policy that is analogous to the mechanism of Random Early Detec-
tion (RED) [7] gateways for congestion avoidance in packet switched networks.
The RED gateway measures the number of packets in the FIFO queue, and
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marks or drops packets with a certain probability, if this number exceeds a cer-
tain threshold. The probability of marking/droping a packet depends on the
number of packets in the queue. RED gateways are designed to accompany a
congestion control protocol such as TCP. By marking or dropping packets, the
gateway hails the connections to reduce their windows, and thus keeps the num-
ber of packets in the queue low.

The Selective Barrier Policy is an online policy intuitively designed as a
derandomized variation of RED. Like RED, the policy becomes more restrictive
as the queue size increases. Unlike RED (which is ignorant to packet values), the
decision to drop a packet is deterministically based on the packet’s value, and
the number of packets in the queue.

Formally, we define F(v) : [1, α] → [1, B] to be a monotone function that
bounds the maximal number of packets that can be in the queue if a packet
of value v was just accepted. If an arrive(v) event occurs at time t then the
packet is accepted if F(v) ≥ hON(t) + 1 and is rejected otherwise. Intuitively,
F−1(h) is the lowest value of a packet that will be accepted by the policy when
the queue already holds h − 1 packets.

The competitive ratio of the Selective Barrier Policy depends on the ex-
act mapping of F(·). In [2] an upper bound of e · �ln(α)� was derived, where
F(v) = i

�ln(α)�B for each v ∈ [ei−1, ei). This mapping divides the queue equally
into �ln(α)� sub-queues, and increments the threshold for accepting packets in
exponential steps. Due to the division to sub-queues, the policy might accept
only a 1/�ln(α)� fraction of the packets in a certain range. The e factor in the
competitive ratio is mainly due to the fact that packet values in [ei−1, ei) may
differ by a factor of e in their value, but the policy treats them identically.

The main contribution of this work is defining a finer F(·), and even more
importantly, being able to prove a tight bound on its competitive ratio. Specif-
ically, we consider the mapping F(v) = F(1) + ln(v)

ln(α)S, where F(1) = � B
ln(α)+2�

and S = B − F(1). We name this variant of the Selective Barrier Policy as
the Smooth Selective Barrier Policy. Intuitively, the first F(1) slots in the
queue are unrestricted, meaning that the policy accepts any packet into these
slots, regardless of the packet value. In the remaining slots we accept packets if
their value is larger than a threshold that increases in an exponential rate, yet
it is smooth, as can be observed by the following lemma:

Lemma 1. For any h ∈ [F(1), B − 1], we have F−1(h + 1) = F−1(h)α1/S

Proof. Let v be the value such that F(v) = h. Since the mapping of F(·) is
monotone increasing, then v is unique and F−1(F(v)) = v. By the definition of
F(·), we have the following:

F(v) + 1 = F(1) +
ln(v)
ln(α)

S + 1 = F(1) +
ln(v) + ln(α)

S

ln(α)
S

= F(1) +
ln(v) + ln(α1/S)

ln(α)
S = F(1) +

ln(vα1/S)
ln(α)

S = F(vα1/S)
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Therefore, we have

F−1(h + 1) = F−1(F(v) + 1) = F−1(F(vα1/S)) = vα1/S = F−1(h)α1/S

which completes the proof. ��

4 Analysis

We prove an upper bound for the Smooth Selective Barrier Policy with the
function F(·) defined as in Section 3 by comparing it to an optimal offline policy
over an arbitrary input. Our proof is constructed from two stages: First, we
simplify the input by modifying the values of the packets in a conservative way
such that the competitive ratio cannot decrease due to the modification. In the
second stage we define a potential function that bounds the possible additional
benefit that the offline can gain, without any gain to the benefit of the online.
We use this potential function to prove inductively that given a modified input,
the ratio between the benefit of the online and the benefit of the offline plus its
potential is always bounded.

In our proof we use ON to denote the Smooth Selective Barrier Policy while
OPT denotes the optimal offline. We perform a simple relaxation on the input
stream, defined as follows: If the online accepts a packet v at time t, then we may
reduce the value of v to v′ = F−1(hON(t)), i.e. the value of v′ is the lowest value
that the online policy still accepts. We derive the following claims for relaxed
inputs:

Lemma 2. The Competitive ratio of a relaxed input is at least the same as the
competitive ratio of the original input.

Proof. We analyze the competitive ratio after each change of a packet value v
to v′, and notice that it does not reduce the competitive ratio. After changing
the value of a single packet, the decisions of the Smooth Selective Barrier Policy
remain unchanged, since the policy does not consider the values of previously
accepted packets, only their amount, and therefore loses a benefit of exactly
v − v′. The optimal offline is unaffected if it rejected v in the original schedule,
and loses at most benefit v −v′ if it did accept the packet. Since the competitive
ratio is at least 1, it cannot decrease over the relaxed input. ��

In the following lemma we prove an upper bound on the values of the packets
that the offline accepts, which depends on the state of the online queue.

Lemma 3. In a relaxed input, if the offline accepts v at time t, then

F−1(hON(t)) ≥ v

Proof. If the online policy also accepts the packet v, then by the relaxation we
have F−1(hON(t)) = v. Otherwise, the packet was rejected, which means that
F−1(hON(t)) > v. ��
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We define a potential function φ(t). Intuitively, φ(t) measures the extra ben-
efit that the offline can gain without changing the online. The potential φ(t) is
defined as follows:

φ(t) =






max
(
0, hON(t)

F(1) B − hOPT(t)
)

: hON(t) < F(1)

(B − hOPT(t))F−1(hON(t)) +
∑hON(t)−1

i=F(1) F−1(i) : hON(t) ≥ F(1)

Notice that both functions used in the definition of φ(t) are equal at hON(t) =
F(1). When hON(t) ≥ F(1), φ(t) measures the maximal possible gain in the
benefit of the offline, without increasing the benefit of the online. The offline can
fill its queue with B−hOPT(t) packets, which will be rejected by the online if their
values are less than F−1(hON(t)). Then, the offline can send packets in order to
accept more packets, but the online sends packets too, so the new packets must
have decreasing values, otherwise the online will accept them. When hON(t) <
F(1), φ(t) increments in linear steps, measuring how near the online queue is
to F(1), which is the threshold for accepting packets with value 1. Using the
potential φ(t) we prove the following invariant:

Theorem 1. For any relaxed input sequence and for any time t,

C · VON(t) ≥ VOPT(t) + φ(t),

where C = max
{
ln(α) + 2, Bα1/S − B + 1

}
.

Proof. The proof is by induction. For t = 0 we have VON(0) = 0 = VOPT(0).
Since hON(0) = 0 we also have φ(0) = 0 and the claim holds. Assuming the
claim holds for t = t0, we will prove it holds for time t + 1.

If at time t0 both queues are empty and the input has ended, then the
inequality holds trivially for any t ≥ t0. Otherwise, the event at time t + 1 is
either arrive(v) or send(). We analyze each case separately.

If the next event is arrive(v), we analyze its effect in two stages: First, the
online policy decides whether to accept v or to reject it, then the offline decides.
This separation obviously has no effect on the behavior of both policies, so it is
sufficient to prove that the claim holds after each stage. Using this technique, at
each state either VON() or VOPT() remains unchanged. If at any stage the active
policy rejects the packet, then the inequality remains unchanged and therefore
the claim obviously holds. If the packet is accepted we analyze the inequality
separately for each policy and for each status of hON(t).

If the online policy accepts v and hON(t) < F(1): Since the online accepts
any packet when hON(t) < F(1), its value in the relaxed input must be 1. Since
VON(t+1)−VON(t) = v = 1, the left side of the inequality increases by C. As for
the right size of the inequality, it remains unchanged if hON(t+1)

F −1(1) B ≤ hOPT(t),
since the potential remains 0. Otherwise the increase of the potential is bounded
by:

hON(t + 1)
F(1)

B − hOPT(t) − hON(t)
F(1)

B + hOPT(t) =
hON(t + 1) − hON(t)

F(1)
B
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=
B

F(1)
=

B

� B
ln(α)+2� ≤ B

B
ln(α)+2

= ln(α) + 2

The claim holds for C ≥ ln(α) + 2.
If the offline policy accepts v and hON(t + 1) < F(1): By Lemma 3 we must

have v = 1. The left side of the inequality remains unchanged while the right
side changes as follows:

v +
hON(t + 1)

F(1)
B − hOPT(t + 1) − hON(t + 1)

F(1)
B + hOPT(t)

= v − [hOPT(t) + 1] + hOPT(t) = 1 − hOPT(t) − 1 + hOPT(t) = 0,

and the claim holds.
If the online policy accepts v and hON(t) ≥ F(1): Due to the relaxation of

the input, we have v = F−1(hON(t)). The benefit of the online increases by
v, therefore the left side of the equation increases by vC. The change in the
potential is:

(B − hOPT(t)) F−1 (hON(t + 1)) +
hON(t+1)−1∑

i=F(1)

F−1(i)

− (B − hOPT(t)) F−1 (hON(t)) −
hON(t)−1∑

i=F(1)

F−1(i)

= (B − hOPT(t))
[F−1 (hON(t) + 1) − F−1 (hON(t))

]
+ F−1 (hON(t) + 1 − 1)

= (B − hOPT(t))
(
vα1/S − v

)
+ v = v

[
(B − hOPT(t))

(
α1/S − 1

)
+ 1
]

≤ v
[
B
(
α1/S − 1

)
+ 1
]

Where the second identity is by Lemma 1. The inductive claim holds for
C ≥ Bα1/S − B + 1.

If the offline policy accepts v and hON(t) ≥ F(1): By Lemma 3, we have
v ≤ F−1(hON(t + 1)). The left side of the inequality remains unchanged, which
the change to the right side is as follows:

VOPT(t + 1) − VOPT(t) + (B − hOPT(t + 1)) F−1 (hON(t + 1))

− (B − hOPT(t)) F−1 (hON(t + 1)) +
hON(t+1)−1∑

i=F(1)

F−1(i) −
hON(t+1)−1∑

i=F(1)

F−1(i)

= v + (hOPT(t) − hOPT(t + 1)) F−1 (hON(t + 1)) + 0
= v − F−1 (hON(t + 1)) ≤ 0

This implies that the right side of the inequality cannot increase, and therefore
the inductive claim remains true.

In the case of a send() event, the benefit of both policies remains unchanged.
It is sufficient to prove that the potential does not increase due to a send() event.
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If the queue of the Smooth Selective Barrier Policy is already empty when the
send() event occurs, then the potential is 0, and remains unchanged. If the
queue of the optimal policy is empty when the send() event occurs, then the
queue of the online must be empty as well, otherwise the offline has rejected
at least one packet falsely, and can be improved. Therefore, it is sufficient to
analyze the case where both queues drain one packet.

If hON(t) < F(1) then the potential is either 0 or hON(t)
F(1) B −hOPT(t). If after

a packet is sent the potential is 0 then trivially the potential did not increase.
Otherwise, the change in the potential is at most:

φ(t + 1) − φ(t)

=
hON(t + 1)

F(1)
B − hOPT(t + 1) − hON(t)

F(1)
B + hOPT(t)

=
hON(t) − 1 − hON(t)

F(1)
B − hOPT(t) + 1 + hOPT(t) = 1 − B

F(1)

Since F(1) ≤ B the potential can only decrease, and therefore the inductive
claim holds.

If hON(t) ≥ F(1) the change in the potential is:

φ(t + 1) − φ(t)

= (B − hOPT(t + 1))F−1(hON(t + 1)) +
hON(t+1)−1∑

i=F(1)

F−1(i)

− (B − hOPT(t))F−1(hON(t)) −
hON(t)−1∑

i=F(1)

F−1(i)

= (B − hOPT(t) + 1)F−1(hON(t) − 1) +
hON(t)−2∑

i=F(1)

F−1(i)

−(B − hOPT(t))F−1(hON(t)) −
hON(t)−1∑

i=F(1)

F−1(i)

= (B − hOPT(t))
[F−1(hON(t) − 1) − F−1(hON(t))

] ≤ 0

As the potential does not increase, the claim holds.
Since the claim is not violated after any step of the induction, it holds for

any appropriate value of C. The constraints on C are dictated by the values of
B and α, and are set to:

C ≥ max
(
ln(α) + 2, Bα1/S − B + 1

)

��
Theorem 1 proves the existence of a competitive ratio C, for the Smooth

Selective Barrier Policy with the suggested function F(·). Assuming B ≥ ln(α)+
2, we derive the following bound on C.
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Theorem 2. For B ≥ ln(α) + 2 The competitive ratio of the Smooth Selective
Barrier Policy is at most C ≤ max

{
8.155, ln(α) + 2 + 9 ln2(α)

B + 3 ln(α)
B

}

Proof. We first prove the bound for α ≥ e. We prove the claim separately for
each part of the maximum expression derived in Theorem 1. For C ≥ ln(α) + 2
The claim trivially holds. We notice that for α ≥ e we have ln(α) ≥ 1 and
analyze Bα1/S − B + 1.

Bα1/S − B + 1 = Bα
1

B−�B/(ln(α)+2)� − B + 1 = Be
ln(α)

B−B/(ln(α)+2)−1 − B + 1

Given the inequality ex ≤ 1 + x + x2, which holds for any 0 ≤ x ≤ 1, we
substitute x with ln(α)/[B−B/(ln(α)+2)−1]. Note that B−�B/(ln(α)+2)� ≥
ln(α) since we assume B ≥ ln(α) + 2.

B

(

1 +
ln(α)

B − B/(ln(α) + 2) − 1
+
(

ln(α)
B − B/(ln(α) + 2) − 1

)2
)

− B + 1

=
B ln(α)

B − B/(ln(α) + 2) − 1
+

B ln2(α)
(B − B/(ln(α) + 2) − 1)2

+ 1

= 1 +
ln(α)

1 − 1/(ln(α) + 2) − 1/B
+

ln2(α)
B[1 − 1/(ln(α) + 2) − 1/B]2

Since α ≥ e and B ≥ ln(α)+2, we have ln(α) ≥ 1 and B ≥ 3. Therefore, the
last part of the expression is bounded by:

ln2(α)
B[1 − 1/(ln(α) + 2) − 1/B]

≤ ln2(α)
B[1 − 1/3 − 1/3]2

=
9 ln2(α)

B

The rest of the expression is bounded as follows:

1 +
ln(α)

1 − 1/(ln(α) + 2) − 1/B
= ln(α) + 1 +

ln(α)
ln(α)+2 + ln(α)

B

1 − 1/(ln(α) + 2) − 1/B

= ln(α) + 1 +
1 − 2

ln(α)+2 + ln(α)
B

1 − 1/(ln(α) + 2) − 1/B
= ln(α) + 2 +

ln(α)
B − 1

ln(α)+2 + 1
B

1 − 1/(ln(α) + 2) − 1/B

≤ ln(α) + 2 +
3 ln(α)

B

The last inequality holds since B ≥ ln(α) + 2 and α ≥ e. Adding the parts
of the analysis together, we have

Bα1/S − B + 1 ≤ ln(α) + 2 +
9 ln2(α)

B
+

3 ln(α)
B

= ln(α) + 2 + O

(
ln2(α)

B

)



176 N. Andelman and Y. Mansour

This completes the proof for α ≥ e and B ≥ ln(α) + 2. For 1 ≤ α ≤ e we
use a different analysis. We rely on the following lemma from [1], relating to a
greedy policy, which accepts packets as long as the queue is not full, but might
use a smaller queue:

Lemma 4. [1] A greedy policy with a queue of size xB, for some 0 < x ≤ 1
accepts at least a x fraction of the number of packets that any other policy with
a queue of size B accepts.

The Smooth Selective Barrier Policy accepts packets greedily until the num-
ber of packets in the queue reaches the threshold of B/F(1). Inductively, its
queue always holds more packets than a greedy policy with a queue of size
B/F(1), and therefore, by Lemma 4 the competitive ratio of accepted packets
(ignoring packet values) is at least:

B

F(1)
=

B

� B
ln(α)+2� ≤ ln(α) + 2

At a worst case scenario, the Smooth Selective Barrier Policy accepts only
packets of value 1, while the offline accepts only packet of value α. Therefore,
the competitive ratio (considering packet values) is at most the ratio of the
number of accepted packets times the ratio between the largest and smallest
packet values, meaning that for α ≤ e,

α(ln(α) + 2) ≤ e(ln(e) + 2) = 3e ≈ 8.155,

which completes the proof. ��

5 Improved Bounds for Low α

For a sufficiently large B such that B = ω(ln2 α) factor of ln2(α)/B is negligible.
The main bottleneck in Theorem 2 is when 1 ≤ α ≤ e, and causes the competitive
ratio to be 8.155 rather than approximately 3. If α is sufficiently small, setting
F(v) = B for any v ∈ [1, α] may be better. This policy is is equivalent to a
greedy policy which accepts any packet, and its competitive ratio, as shown is
[1], is as follows.

Theorem 3. [1] The competitive ratio of the greedy policy is α

Since α ≤ ln(α) + 2 for 1 ≤ α ≤ e we have the following corollary:

Corollary 1. A combined policy that runs the Smooth Selective Barrier Policy
fur α ≥ e and the Greedy Policy for 1 ≤ α < e has a competitive ratio of at most
ln(α) + 2 + O( ln2(α)

B )

Solving numerically, a competitive ratio of α is better than ln(α) + 2 for any
1 ≤ α ≤ 3.146. However, better bounds exist for low values of α. We define the
Rounded Ratio Partition Policy, which has the following competitive ratio:
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Theorem 4. The competitive ratio of the Rounded Ratio Partition Policy is at
most 2

√
α − 1 + O(

√
α/B)

The definition of the policy and the proof of Theorem 4 appear in the full
version of this paper. If B is large enough such that O

(√
α

B

)
is negligible, and

assuming that α is small, the Rounded Ratio Policy is preferable over the greedy
policy and the Smooth Selective Barrier Policy. Combining policies, we derive
the following corollary:

Corollary 2. A combined policy that based on the value of α, runs either the
Smooth Selective Barrier Policy or the Rounded Ratio Partition Policy, has a
competitive ratio of

min
{
2
√

α − 1, ln(α) + 2
}

+ O

(
ln2(α)

B

)

Solving numerically, the competitive ratio is improved for 1 ≤ α ≤ 5.558,
since in that range 2

√
α − 1 ≤ ln(α) + 2.

6 Lower Bound

By changing the function F(·) used by the Smooth Selective Barrier Policy we
can define any online policy that takes into account only the value of the arriving
packet and the number of packets in the queue in order to decide whether to
accept or reject a packet, ignoring the values of the packets in the queue, or the
history of the input sequence. We refer to such policies as Static Threshold
Policies. In this section we prove a lower bound of asymptotically ln(α) + 2
for the competitive ratio of Static Threshold policies. Specifically, we prove the
following theorem:

Theorem 5. For any value ε > 0, there exists a value β such that for any α ≥ β,
no Static Threshold policy has a competitive ratio of less than ln(α) + 2 − ε.

To prove Theorem 5, we observe the performance of an arbitrary Static
Threshold policy on two sets of n+1 different inputs each, where n will be deter-
mined later. We denote the first set as Up(i), and the second set as UpDown(i),
where i ∈ [0, n]. First, we prove several properties that are common to all online
policies, using the Up series. We then define the UpDown series as extensions to
Up series, and observe how these extensions can increase the competitive ratio
for Static Threshold policies. The proofs are omitted and appear in the full ver-
sion of this paper. Before defining the input series, we introduce the notations
that will be used in our analysis:

Definition 1. Let Vi and V̂i denote the benefits of an arbitrary Static Threshold
policy on inputs Up(i) and UpDown(i), respectively. Let Ui and Ûi denote the
benefits of the optimal offline on inputs Up(i) and UpDown(i), respectively. Let
ρi = Ui/Vi and ρ̂i = Ûi/V̂i.
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Up(0) is defined as a burst of B packets with value 1 that arrive at t = 0.
Up(i) is defined as the same packets from Up(i − 1) followed by B packets with
value αi/n. The optimal offline response to Up(i) is to accept only the last B
packets, gaining a benefit of Ui = Bαi/n. The online will accept x0 = �F(1)�
packets with value 1, x1 = max

{
0, �F(α1/n)� − x0

}
packets with value α1/n,

etc. gaining a total benefit of Vi =
∑

0≤j≤i xjα
j/n. The competitive ratio of the

online over the i-th input is ρi = Ui/Vi.
The Up series was used in [2] to prove a general lower bound of ln(α)+1, for

the competitive ratio of any online policy. Without loss of generality, we assume
that

∑
0≤i≤n xi = B, otherwise we can increase x0 appropriately and lower all

the ρi. The following convenient convexity property holds for the sequence:

Lemma 5. Assume
∑

0≤i≤n xi = B. If we increase xj, then ρj decreases, but
for some other k 
= j, ρk increases.

The main conclusion from Lemma 5 is that given a series of constraints
ρi ≤ ai, we can search for a feasible solution x0, x1, ..., xn in a greedy manner:
Select x0 such that ρ0 = a0, then select x1 such that ρ1 = a1, etc. If at the end
of the process we have

∑
i xi ≤ B then we have a feasible solution. Otherwise,

if
∑

i xi > B then by Lemma 5 no feasible solution exists, since any change in
the xi that will decrease one of the ρi, will necessarily increase another.

We now define the UpDown series. UpDown(0) is identical to Up(0). The
beginning of UpDown(i) is similar to Up(i), however the sequence continues
after t = 0, with i bursts of packets. At time t = xi, xi packets of value α(i−1)/n

arrive. At time t = xi +xi−1, xi−1 packet of value α(i−2)/n arrive. The sequence
continues with packets of decreasing value, until at time x1 + x2 + ... + xi,
the last burst containing x1 packets with value 1 arrives. Since the number of
packets in each burst equals the number of time units that passed since the last
burst, there has to be enough space in the queue to accept all the packets in the
burst, regardless of the policy. However, for a Static Threshold policy, when a
burst arrives, the number of packets in the queue is equal to the threshold for
which the policy rejects packets with this value. Therefore, we have the following
observation:

Observation 6 The benefit of a Static Threshold policy for input UpDown(i)
is Vi, the same as the benefit for input Up(i). The benefit of the optimal policy
for input UpDown(i) is Ûi = Ui +

∑
1≤j≤i xjα

j/n.

Unfortunately, the convexity property from Lemma 5 does not hold for
UpDown series. For example, for large n and small α, increasing x0 and de-
creasing x1 appropriately, may lower all the ρi. Therefore, we cannot search for
feasible solutions in a greedy manner. Instead, we measure how bad is the Down
part in the UpDown series by comparing ρ̂i to ρi.

The following lemma lower bounds the gain to the competitive ratio derived
by UpDown inputs, compared to the competitive ratio over Up inputs:

Lemma 6. ρ̂i ≥ max
{
ρi, ρi + α−1/n − ρiα

−(i+1)/n
}
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Proof of Theorem 5: Obviously, if ρi ≥ ln(α) + 2, then also ρ̂i ≥ ln(α) + 2.
Otherwise, we have from Lemma 6 that ρ̂i ≥ ρi + α−1/n − ln(α)+2

α(i+1)/n . Due to the
general lower bound of ln(α) + 1 (from [2]), for sufficiently large n there exists
an index i such that ρi ≥ ln(α) + 1 − 1

2ε, where ε > 0 is arbitrary small. If
ρi < ln(α) + 2 we have to prove that ρ̂i ≥ ρi + 1 − 1

2ε ≥ ln(α) + 2 − ε. For
n ≥ 4

ε ln(α) ≥ − ln(α)/ ln(1 − 1
4ε), we have α−1/n ≥ 1 − 1

4ε. To complete our
proof we have to show that (ln(α)+2)α−(i+1)/n ≤ 1

4ε holds for sufficiently large
α. However, this holds only if i ≥ cn−1, for some constant c > 0. For i < cn−1
we can only conclude that ρ̂i ≥ ρi.

The following lemma proves that for any integer m, even if we allow ρ0,
ρ1, ...,ρn/m to be slightly larger than ln(α) + 1 (but less than ln(α) + 2), the
competitive ratio for the remaining inputs cannot be much lower than ln(α)+1.

Lemma 7. Assume α > e2. Let m ≥ 4, let δ = 2
m + 1

ln(α) < 1 and let n >

m ln(α)(ln(α) + 1), such that n = km for some integer k. There is no feasible
solution for x0, x1, ..., xn such that ρi < ln(α) + 2 − δ for 0 ≤ i ≤ n/m and
ρi < ln(α) + 1 − δ for n/m + 1 ≤ i ≤ n.

For any 0 < ε < 1 we choose m = 5
ε and β = m3m. This ensures that for any

α ≥ β we have ε
2 > δ = 2

m + 1
ln(α) and ε

4 > (ln(α) + 2)α−1/m. For any fixed α

we set n > m ln(α)(ln(α) + 1), which ensures that α−1/n > 1 − ε
4 .

If there exists an i such that ρi > ln(α) + 2 − ε, we are done. Otherwise, by
Lemma 7, there exists an i > n

m such that ρi > ln(α) + 1 − ε
2 , and by Lemma 6,

we have ρ̂i > ρi + 1 − ε
4 − ε

4 ≥ ln(α) + 2 − ε, which completes our proof. ��

7 Conclusion

We have presented a nearly optimal online policy for non-preemptive queue
management with continuous values. The policy is suboptimal due to the static
threshold for the value of the next accepted packets. We note that the same
threshold used when the queue was filled is still used as the queue drains. Poten-
tially, the online policy may lose packets with accumulating value of almost the
queue’s contents as the queue drains, which explains the difference between the
lower bound of ln(α) + 1 to the asymptotic upper bound ln(α) + 2. It might be
the case that a policy with dynamic thresholds, that considers the entire history
of the sequence, i.e. arrival times and values of both the packets in the queue
and the packets that were already sent or rejected, will have a competitive ratio
that beats the asymptotic ln(α) + 2 bound.
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Abstract. We propose a bandwidth-efficient algorithmic solution for
perfectly-secure communication in the absence of secure infrastructure.
Our solution involves connecting vertex pairs by a set of k edge-disjoint
paths (a structure we call a k-system) where k is a parameter determined
by the connectivity of the network. This structure is resilient to adver-
saries with bounded eavesdropping capability. To ensure that bandwidth
is efficiently used we consider connection requests as inputs to the k-
Edge Disjoint Path Coloring Problem (k-EDPCOL), a generalization of
the Path Coloring Problem, in which each vertex pair is connected by a
k-system, and each k-system is assigned a color such that two overlap-
ping k-systems do not have the same color. The objective is to minimize
the number of colors. We give a distributed and competitive online algo-
rithm for k-EDPCOL. Additionally, since security applications are our
focus we prove that a malicious adversary which attacks the algorithm
during the process of construction of a k-system cannot learn anything
more than if it had attacked the k-system once it was built.

1 Introduction

Secure communication over a public network is one of the most important is-
sues in deploying distributed computing. Various solutions have been proposed to
this problem, yet those solutions typically assume the existence of a trusted third
party or a public key infrastructure. For large-scale applications or Internet-wide
distributed computing this assumption about the existence of either a trusted
third party or a public key infrastructure often lead to both technical and non-
technical complications. Therefore alternatives that facilitate secure communica-
tions without relying on such assumptions could potentially be extremely useful.
In this paper, we explore one such alternative and show that network properties
can be used to provide infrastructureless secure communications.

In a pioneering work, Dolev et. al. [14] showed how high connectivity can be
used for perfectly secure transmission in the presence of bounded adversaries.
In that work the authors used the notion of wires: disjoint paths connecting
sender to receiver. The simple expedient of breaking up data into several shares
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and sending them along these disjoint paths makes it difficult for an adversary
with bounded eavesdropping capability to intercept a transmission or tamper
with it. They established bounds on the number of wires required for the kind
of security they wished to provide, and described protocols using those wires.
They did not, however, make any attempt to actually construct these wires. The
main contribution of our paper is in formalizing the algorithmic setting for this
construction.

We define a k-system: a set of k edge disjoint paths joining a vertex pair.
In realizing the wires of [14] we give an algorithm for constructing k-systems
between requesting pairs.

We use the theoretical abstraction of a uniform capacity optical network.
Each edge has uniform capacity divided into a number of wavelengths, also
known as colors in routing terminology. A path from source to sink is routed
using the same wavelength on all the edges it traverses. See [29] for an elaboration
of this setting. For simplicity of analysis we require that all the k paths of a given
k-system use the same wavelength.

To ensure that each connection gets enough bandwidth we ensure that the
total number of wavelengths sharing the edges’ capacity is minimized. We
define a generalization of the Minimum Path Coloring Problem (MPCP) [29]
called k-EDPCOL (in Section 4) for this purpose and build k-systems to provide
a competitive and distributed solution to this problem.

We ensure that the communication complexity of constructing these k-
systems is as low as possible. Given that the applications we propose for our
k-systems are in the realm of security, we show that a disruptive adversary op-
erating during the running of our algorithm will not be able to learn more than
if it had attacked a correctly constructed k-system.

The second contribution of this paper is to show the applications of k-systems
to secure communications. Our k-systems can be used to realize the wires re-
quired in [14] so that perfectly secure communications can be achieved. In [14],
in fact, the wires refer to vertex disjoint paths, to allow processor as well as edge
faults. Our k-systems, however, work when the faults are limited to edges.1

As another application to allow computationally secure communications,
we introduce the notion, and construction, of Identity Based Key Distribution
(IBKD). An IBKD scheme allows a pair of parties to conduct secure communi-
cations without relying on any trusted third party or public key infrastructure.
Organization of the paper. In the next section we formally define paths
systems and our adversarial models. In Section 3 we discuss how the k-systems
produced by our algorithm can be used for secure key distribution and secure
transmission. In Section 4 we provide some terminology and definitions and
provide a context for our work. In Section 5 we outline the algorithm and analyze
it. Finally we conclude in Section 6 with a discussion of the issues raised by our
work and the open problems remaining.

1 Note that finding vertex disjoint paths in graphs is considered to be a significantly
harder problem than finding edge disjoint paths. See [22] and [23] for details.
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2 Paths Systems and Adversaries

Since the connectivity of the underlying network is a foundational aspect of our
work we begin this section by defining it formally:

Definition 1. An edge cut of a graph G is a set S ⊆ E(G) such that G′ =
(V, E\S) is not connected. A graph G is k-connected if every edge cut has at least
k edges. The connectivity of G is the maximum k such that G is k-connected.

Path Systems and k-systems. For a given sender s and receiver t, a path
system is a set P of paths between s and t in the underlying communication
network. A k-path system is a path system with |P| = k. If all the paths in P
are edge disjoint, we call it an edge disjoint path system. A k-edge disjoint path
system is an edge disjoint path system with |P| = k. In the following we refer
to a k-edge disjoint path system simply as a k-system. Our focus in this paper
is on algorithms for construction of k-systems.
Adversaries and Compromised paths. An α-passive adversary, also called
a listening or eavesdropping adversary, is one that listens to messages on a fixed
set L of edges in the communication network with |L| ≤ α. The objective of a
passive adversary is to learn the confidential communication between s and t.2

An (α, β)-active adversary, also called a malicious adversary, is one that
listens to messages on a fixed set L of edges, and in addition, disrupts, alters,
and generates messages on a fixed set D ⊆ L of edges in the communication
network, with |L| ≤ α and |D| ≤ β. An active adversary may behave arbitrarily
in both phases: the establishment of a k-system, and the future communication
over it. The objective of an active adversary is, in addition to learning any
confidential communication, to prevent t from correctly receiving confidential
communication from s.

A compromised edge is an edge on which an active or passive adversary is
operating. We assume that, in general, an edge is used for two way communi-
cation and an adversary can compromise communication in both directions. A
compromised path is a path in which at least one edge has been compromised.

3 Security Applications of Edge Disjoint Paths

In this section we investigate some interesting security applications of k-systems.
In general, we are interested in protocols for secure communication over k-
systems in the presence of active and passive adversaries. Here, we present two
applications, one each from the two categories: (1) those that require perfect
security (see Section 3.1), and (2) those that require just computational security
(see Section 3.2).

2 Informally, “to learn” means that the adversary improves its ability to guess what
the messages are. See [14] for a formal definition.
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3.1 As a Building Block for Perfectly Secure Message Transmission

Perfectly secure message transmission is a fundamental problem in distributed
computing. It is known that every function of n inputs can be efficiently and
securely computed by a complete network of n participants even in the presence
of t < n

3 Byzantine faults [6,12]. In general communication networks, researchers
have been striving to pursue alternatives for perfectly secure message transmis-
sion. The classic result, which simultaneously achieves perfect secrecy, perfect
resilience, and worst-case time linear in the diameter of the network, is due to
[14]. Specifically, using the protocol of [14] for perfectly secure message transmis-
sions, the completeness theorem can be naturally extended to general networks
of necessary connectivity 2t+1. This has recently been extended (for instance) to
accommodate more powerful communication capability [17] and non-threshold
adversary capability [25]. Note that these schemes typically require multiple
rounds of communications.

In [14], it is assumed that a set of wires (e.g., vertex-disjoint paths or edge-
disjoint paths ) are given as input to their algorithms. As a consequence, the
k-system produced by our algorithms presented in Section 5, can be directly
used as the input to their algorithms. Of course, security is naturally translated
into the context of tolerating an adversary that is only able to corrupt up to
certain number of edges.

3.2 Applications to Identity-Based Key Distribution

Identity-based cryptography is a notion introduced by Shamir [31]. Such schemes
have the advantages (over traditional schemes such as those based on public
key infrastructures) that secure communications can be established as long as
a sender knows the identity of a receiver; this is a perfect analogy of the real-
world mail system. There have been secure identity-based signature schemes [16]
and secure public key cryptosystems [9]. Although it has never been explicitly
stated, identity-based symmetric key cryptography (with the same functionality
similar to Shamir’s) has also been intensively investigated (see [7,8,26] and their
follow-ons). However, all of the above mentioned (public key and symmetric
key) schemes assume the existence of a trusted third party that predistributes
certain secrets to the participants, and the existence of a set of system-wide
cryptographic parameters. As we shall see, our k-systems facilitate identity-
based key distribution (IBKD) without relying on any trusted third party or
the existence of system-wide cryptographic parameters. In the sequence, we first
present a definition for IBKD and then suggest some practical constructions.

Definition 2. (Identity-Based Key Distribution, IBKD) An IBKD scheme con-
sists of three probabilistic polynomial-time algorithms: Init, Send, and Receive.
Let S denote a sender and R denote a receiver.

Init. This process may include the following steps.
1. S chooses a security parameter κ and generates a fresh secret K and a

cryptographic setting E (e.g., algorithm identification).
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2. S chooses an appropriate secret sharing scheme to split K into a set of
shares (K1, K2, · · ·, Kk) and possibly some accompanying information T .

3. The sender runs the algorithm presented in Section 5 to produce a k-
system P = {p1, . . . , pk}.

Send. For a given P = {p1, . . . , pk}, S sends (E, Ki, T ) to the receiver via path
pi, where 1 ≤ i ≤ k.

Receive. After receiving {(Ei, Ki, Ti)}1≤i≤k, R executes according to the Ei’s
and Ti’s to reconstruct the secret K.

Definition 3. We call an IBKD scheme (α, β)-secure, if an (α, β)-adversary
is (1) unable to learn any information about the secret K, and (2) unable to
prevent the receiver R from reconstructing the secret K.

Concrete Constructions. For concreteness, we outline two IBKD schemes that
are secure against a computationally-bound adversary (this is an adversary we
confront in the real-world). The first instantiation is based exactly on Shamir’s
secret sharing [30]. When Alice intends to conduct secure communication with
Bob, she simply executes according to the specification with T = ∅. Note that
the original Shamir secret sharing scheme is at best (k−1

3 , k−1
3 )-secure [27], where

secrecy is in an information-theoretical sense3. The second instantiation is an ex-
tension to Shamir’s secret sharing. It is an (k−1

2 , k−1
2 )-secure IBKD scheme. The

trick is that we can let T be certain checksum so that the receiver R can differ-
entiate invalid incoming messages from valid ones. As a simple implementation
(see, e.g., [19]), one could let T = (f(K1), · · ·, f(K1)) where f is an appropriate
one-way function.

4 Path Coloring and Bandwidth Maximization

The network setting we assume is a uniform capacity network provisioned with
optical fibre links and optical switches. Each link can provide bandwidth B on
C different wavelengths i.e. each link can accomodate at most C different paths
through it at a maximum rate of B bits per second for each path. Since we
assume that every request entering the system has to be serviced, it is likely
that the number of wavelengths required is more than C. In this case it might
be be necessary to use time division multiplexing to share a given edge between
several k-systems, thereby reducing the effective bandwidth available to each.
In general, therefore, it is desirable to keep the number of different wavelengths
down to the minimum possible.

Formally speaking the problem we wish to solve is stated as follows: Given an
undirected graph G = (V, E) and a (multi) set of request pairs T = {(si, ti)|si �=
ti, si, ti ∈ V }. For each demand pair (si, ti), find k edge disjoint paths (called
3 Perfect secrecy here is achieved at the price of a single round of communication.

However, the secret itself will be used for communication that is secure in a compu-
tational sense.
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a k-system) that connect si and ti. Assign a color to each k-system such that
no two k-systems which share an edge have the same color. The objective is
to minimize the number of colors used. We call this the k-Edge Disjoint Path
Coloring problem (k-EDPCOL).

Note that the requirement that each of the k paths in a k-system be colored
the same color is inessential to the basic project of constructing k-systems. We
impose this requirement to simplify the competitive analysis of the algorithm.
In a real-world setting it might be advisable to remove this constraint.

k-EDPCOL is a generalization of the well known Minimum Path Coloring
Problem (MPCP) [28] and was first defined in [4]. There is a rich and interesting
literature on the MPCP. Due to space constraints we omit a discussion of it here,
referring the reader to the full version of this paper [3].

4.1 Flow Number

We begin by reintroducing the Flow Number, a network measure introduced
in [24], which allows for more precise bounds for MPCP. One important property
of this parameter which we would like to mention at the outset is that the Flow
Number can be computed exactly in polynomial time which gives it a major
advantage over other routing parameters like the expansion and the Routing
Number.

Before we introduce the flow number, we need some notation. In a concurrent
multicommodity flow problem there are k commodities, each with two terminal
nodes si and ti and a demand di. A feasible solution is a set of flow paths for
the commodities that obey capacity constraints but need not meet the specified
demands. An important difference between this problem and the unsplittable
flow problem is that the commodity between si and ti can be routed along
multiple paths. The (relative) flow value of a feasible solution is the maximum
f such that at least f · di units of commodity i are simultaneously routed for
each i. The max-flow for a concurrent multicommodity flow problem is defined
as the maximum flow value over all feasible solutions. For a path p in a solution,
the flow value of p is the amount of flow routed along it. A special class of
concurrent multicommodity flow problems is the product multicommodity flow
problem (PMFP). In a PMFP, a nonnegative weight π(u) is associated with each
node u ∈ V . There is a commodity associated with every pair of nodes (u, v)
whose demand is equal to π(u) · π(v).

Suppose we have a network G = (V, E) with arbitrary non-negative edge
capacities. For every node v, let the capacity of v be defined as

c(v) =
∑

w:{v,w}∈E

c(v, w)

and the capacity of G be defined as Γ =
∑

v c(v). Given a concurrent multi-
commodity flow problem with feasible solution S, let the dilation D(S) of S be
defined as the length of the longest flow path in S and the congestion C(S) of
S be defined as the inverse of its flow value (i.e., the congestion tells us how
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many times the edge capacities would have to be increased in order to fully
satisfy all the original demands, along the paths of S). Let I0 be a multicom-
modity flow problem in which each pair of nodes (v, w) has a commodity with
demand c(v) · c(w)/Γ . The flow number F (G) of a network G is the minimum
of max{C(S), D(S)} over all feasible solutions S of I0. When there is no risk of
confusion, we simply write F instead of F (G). Note that the flow number of a
network is invariant to scaling of capacities.

The smaller the flow number, the better are the communication properties of
the network. For example, F (line) = Θ(n), F (mesh) = Θ(

√
n), F (hypercube) =

Θ(log n), F (butterfly) = Θ(log n), and, F (expander) = Θ(log n).

5 The Algorithm

In this section we describe our algorithm to construct k-systems for secure com-
munication in optical networks, optimizing the bandwidth usage. The framework
under which our algorithm is designed has the following features:
Requests come online. When a request, in the form of a sender-receiver node
pair (s, t) that has to be connected by a k-system, comes it has to be satisfied
before the next request comes 4. Note that we do not assume any probability
model for the requests.
Distributed computation. There is no central authority that accepts requests
and constructs k-systems. Each request comes at the corresponding sender node
s. The onus is on s to construct the k-system to connect with the receiver
t. Initially the nodes do not have any global information about the network
topology; they do, however, know who their immediate neighbors are. Thus s
needs to send messages, first to its neighbors, and then through them to other
nodes to learn the topology and construct the k-system. We assume that the
protocol for constructing the k-systems is followed by all nodes, and that some
information can be stored on links that facilitates this protocol.
Presence of an active adversary. The k-systems, after construction, are used
for secure communication. In addition, we assume that an adversary is present
even during the construction phase, and attempts to disrupt proper construction
of k-systems.

Correspondingly, we describe our algorithm in three steps: Section 5.1 de-
scribes a centralized algorithm that has a bounded competitive ratio for any
online request sequence; Section 5.2 details a distributed implementation of this
algorithm; and finally, Section 5.3 tackles the question of resilience to an adver-
sary attacking the algorithm while it runs.

5.1 The Online Algorithm and Its Competitive Ratio

We run a Bounded Greedy Algorithm for k-EDPCOL.5 A high level description
of BoundedGreedy would be:
4 This is the standard model for online algorithms. See [10] for a general introduction.
5 The usage of bounded greedy algorithms for path routing problems was pioneered

by Kleinberg in [22].
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For a given pair (s, t) find the lowest color class c such that a k-system
with no more than L = 24k2F edges can be established between s and t
that does not share an edge with any other k-system colored c — where
F is the flow number of the communication network.

The algorithm works by looking for a non-intersecting k-system of bounded
length in one color class after the next, establishing a new color class if it fails to
do so. The value for L specified is necessary for the analysis of the competitive
ratio.

The analysis of BoundedGreedy is a simple extension of the analysis of
the bounded greedy algorithm for solving the k Edge Disjoint Paths problem (k-
EDP) introduced in [5].6 k-EDP is the admission control version of k-EDPCOL.
Formally speaking: In the k-EDP we are given an undirected graph G = (V, E)
and a set of terminal pairs (or requests) T . The problem is to find a maximum
subset of the pairs in T such that each chosen pair can be connected by k dis-
joint paths (k-systems) and, moreover, the paths for different pairs are mutually
disjoint.

In [5] a bounded greedy algorithm was given for k-EDP and a competitive
ratio of O(k3F ) was proved which was subsequently improved to O(k2F ) [4].
Our own BoundedGreedy is an iterated version of that algorithm.

We state the result here, omitting the proof.

Theorem 1. BoundedGreedy run on set T with parameter L = 24k2 ·F is a
O(k2F · log |T |) competitive algorithm for k-EDPCOL.

Note that the algorithm requires knowledge of the flow number F of the com-
munication network. This value can be pre-computed and stored at all nodes,
and updated as an when the network topology changes significantly.

5.2 Distributed Implementation

The essential computation in BoundedGreedy is constructing the minimum
sized k-system between s and t that can be colored c. To begin with, remove all
edges that already have a k-system colored c. The rest of the problem can be
easily formulated as a min cost flow problem, and any min cost flow algorithm
can be used to solve it (see, e.g., [1]). We use an algorithm, based on Galil and
Yu’s work [18].7

In the distributed implementation of BoundedGreedy each sender node
s finds a k-system to receiver t of size L, in the lowest color class possible. To
prevent conflicts on edges, each edge e stores a list colors(e) of the colors of
all exisiting k-systems that use e. Initially, s does not know the topology of
6 A similar connection has been observed independently by Aumann and Rabani [2]

in the case of the path colouring problem and the edge disjoint paths problem.
7 We refer the reader to Galil and Yu’s paper for a discussion of the relationship of

their algorithm to the previous work done in similar settings by Jewell [21], Iri [20],
and Busaker and Gowen [11]; and by Tomizava [32], and Edmonds and Karp [15].
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the network, except for its neighbors. It learns the topology by sending explicit
messages to the nodes it knows at any given point of time. We take care to
ensure that these messages are kept to a minimum and that we consider only
that part of the network which is absolutely essential for our needs.

Before delving into the internal workings of the algorithm we need some
definitions.

Definition 4. Let H = 〈V, E〉 be a directed network with edge capacity function
g : E 	→ �+ and edge cost function λ : E 	→ �.

– The cost function is said to be skew symmetric if ∀(i, j) ∈ E : λij = −λji.
– A k-flow from node s to t is a function f : E 	→ �+, such that, ∀(i, j) ∈ E :

0 ≤ fij ≤ gij, and ∀i ∈ V, i �= s, t,
∑

(i,j)∈E fij =
∑

(j,i)∈E fji;
∑

(s,j)∈E fsj =∑
(j,s)∈E fjs + k;

∑
(i,t)∈E fit =

∑
(t,i)∈E fti + k. The cost of this flow is

cost(f) =
∑

(i,j)∈E λij · fij. A minimum cost k-flow is one that minimizes
cost(f).

– Given flow f , the residual capacity function r is defined as rij = gij+fji−fij.
The residual network H(f) induced by f is one consisting only of edges
with positive residual capacities, with capacity function r and the same cost
function λ.

An unweighted undirected graph G can be transformed into a directed
network H with edge capacities and a skew symmetric cost function by re-
placing each edge (i, j) ∈ V (G) with a directed subgraph 〈Vi,j , Ei,j〉, where
Vi,j = {i, j, lij , lji} and Ei,j consists of four pairs of opposite edges between i
and lij , lij and j, j and lji, lji and i. Edges in directed cycle i, lij , j, lji have
capacity 1 and cost 1, and edges in directed cycle i, lji, j, lij have capacity 0 and
cost -1.

We also define the following node potential function which will help us bound
the time complexity of our min cost flow algorithm.

Definition 5. A node potential is a function π : V 	→ �. The reduced cost
function λπ is defined as λπ

ij = λij + π(i) − π(j).

BoundedGreedy is described in Figure 1. The communication network is
represented by G. To find a min cost k flow in G we construct a shortest
path tree τ in the residual network H(f) using λπ as edge length. Finding a
shortest path requires significant knowledge of the network. Since the sender’s
knowledge is only local to begin with, and augmenting this knowledge incurs
a communication cost, we compute the tree using a lazy version of the classic
Dijkstra’s algorithm. LazyDijkstra is described in Figure 2 (we have omitted
some bookkeeping details for a simpler presentation). During its execution our
knowledge about the graph may increase. On these occasions, computing the
value of the potential π for the new nodes is easy, since it is easy to prove
the following claim that allows us to update π using distances from a previous
iteration.
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BoundedGreedy (t, L)
/* Initialize the graph with the local information available at s. */

1: G← 〈{s} ∪ {u|u is a neighbor of s}, {(s, u)|u is a neighbor of s}〉.
2: c← 0.
3: connected← false.

/* Find a k-system that can be colored c. */
4: While(connected = false)
5: Gc ← G \ {edges that are part of an existing k-system colored c}.

/* Transform the graph into a form suitable for our min cost flow
algorithm. */

6: H ← Gc

7: ∀e(i, j) ∈ E(H) : fij ← 0.
8: ∀u ∈ V (H) : π(u) = 0.
9: b← 0.

/* Finding a min cost k flow from s to t. */
10: While(b < k)

/* Find a min cost augmenting path in the residual network. First
construct shortest path tree using LazyDijkstra; this can poten-
tially increase the information about G available at s. */

11: τ ← LazyDijkstra(H(f), λπ, t, b, c).
12: ∀u ∈ V (H) : let d(u)← distance of u from s in τ .
13: If(d(t) =∞) restart outer while loop with c← c + 1.
14: Else /* Pass a unit flow through the augmenting path.*/
15: Let p′(b) be a shortest path in τ from s to t.
16: f ← f+ unit flow in p′(b) from s to t.
17: ∀u ∈ V (H) : π(u)← π(u) + d(u).
18: b← b + 1.
19: {p1, . . . , pk} ← edge disjoint paths formed by decomposing the flow

in
⋃

b p′(b).
20: If(|⋃b p(b)| ≤ L)
21: ∀(u, v) ∈ ⋃

b p(b) : Send message COLOR EDGE to u and v requesting
adding c to colors(u, v).

22: If(∀(u, v) ∈ ⋃
b p(b) : Coloring request granted) connected← true.

23: Else c← c + 1.
/* If k-system cannot be used, or request denied, restart with
next color. */

Fig. 1. The BoundedGreedy algorithm: Constructs a k-system, of size at most L,
from sender node s to receiver node t in the minimum color class possible. The com-
putation is performed at s.

Claim. In BoundedGreedy, the potential π(u) of any node u in the beginning
of iteration b is equal to its shortest distance from s in the residual network at
the beginning of iteration b − 1, using λπ as the edge length.

Once a node has been visited, its information is stored at s. This is so even
if the node is not useful in the current iteration because of color conflicts. It is
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LazyDijkstra(H(f), λπ, t, b, c)
1: S ← s.

/* Initialize the set S that contains vertices currently in τ . */
2: Q← V (H(f)) \ {s}.

3: While(Q 	= ∅)
/* Find shortest paths to as many nodes as possible. */

4: u← node in Q with minimum λπ distance from s (using edges only in
and from S).

5: If(u has not been visited before)
6: If(t ∈ S) return.
7: Send message LIST NEIGHBORS to u requesting the set L =

{(w, colors(u, w))|w is a neighbor of u}.
8: ∀w, w is a neighbor of u, and there is no visited node v such that w

is a neighbor of v:
/* Update graph G (and thereby H), set Q, and potential function
π with the newly learned vertices. */

9: G← 〈V (G) ∪ {w}, E(G) ∪ {(u, w)}〉.
10: If(c 	∈ colors(u, w)):
11: Q← Q ∪ {w}.
12: π(w)← shortest distance of w from s, using λ as edge length, in

the residual network at the start of the previous iteration, i.e.,
the network H(

∑b−2
q=0 flow in p′(q)).

13: Mark u as visited.
14: S ← S ∪ {u}.

/* Include u in S and update shortest distance estimates. */
15: ∀w, w is a neighbor of u :
16: If(distance(s, w) > distance(s, u) + λπ(u, w))
17: distance(s, w)← distance(s, u) + λπ(u, w).

Fig. 2. The LazyDijkstra subroutine: H(f) is the residual network of the graph cur-
rently known at s. The reduced cost function λπ is used as edge length in H(f). A
shortest path tree τ is constructed from s to as many vertices in H(f) as is possible
without sending messages on the network. If, however, τ does not include receiver t,
messages are sent to learn the graph necessary to include t in τ . b is the iteration index
in BoundedGreedy. c is the color being considered.

easy to see that a node is visited only when it is essential for the computation
of the shortest path to t.

Time and Communication Complexity. In [18], Galil and Yu show that
Dial’s implementation [13] of Dijkstra’s algorithm finds a k-flow in O(km) time,
where m is the number of edges in G. If we ignore time for communication, this
is true in our case too. So, barring communication time, BoundedGreedy runs
in time O(c · km), where c is the number of colors used, and m is the number of
edges in the network examined. Note that the size of the network examined is
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dependent on the edges that have been taken by the existing k-systems, and so
cannot be characterized easily. Luckily, we can give a better bound on this value
if we introduce a simple addition, described next.
A slightly improved algorithm. Let P = {p1, . . . , pk} be the k-system ob-
tained by decomposing the k-flow. Suppose we maintain P through all the k
iterations. At any point, if the number of edges in P exceeds L, we know that
we need to go to the next color class. If we add this check, only nodes that are
within a distance of L from s will ever be considered. Denote the subgraph of
these nodes by Ns(L). The time bound is now O(c · k · |E(Ns(L)|).

The above check also gives a bound on the communication complexity, defined
as the sum of the number of hops made by all the messages sent. Messages are
sent only to nodes in Ns(L). Each such node is at distance at most L. So the
complexity is bounded by O(L · |Ns(L)|).

5.3 Resilience to a Active Adversary

The BoundedGreedy algorithm, as described, is resilient to a passive listening
adversary, but not to an active disrupting adversary. A disrupting adversary
controlling only a few edges may succeed in deceiving the sender s in constructing
an incorrect k-system, or prevent it from constructing a k-system in color class
c when it is possible. This is because, even though a k-system is itself used to
provide communication through k edge disjoint paths, the algorithm does not
specify the paths used by the messages like LIST NEIGHBORS and COLOR EDGE it
sends. All these messages may pass through a small number of edges that may
all be under the control of the adversary.

It is not necessary that, to be usable, the k-path system constructed should
necessarily consist of k edge disjoint paths. In particular, we can say:

Theorem 2. Every protocol for secure communication over a k-system in the
presence of an (α, β)-active adversary, can be used for secure communication
over a k-path system P in the presence of an (α, β)-active adversary, if P ′ ⊆ P
of at least k − β paths are edge disjoint and the adversary is limited to listening
on at most α − β edges in the paths in P ′.

We omit the proof due to lack of space. Now, if detection of an unsuable k-
system is the only issue, it can be easily done by a slight modification to the last
part of the algorithm. When a message is sent to nodes u and v to color edge
(u, v) ∈ p(b), we specify that it takes the specific path p(b). We also ensure that
the replies are sent back along this very path. If any node reports an error, we
discard the k-system as unusable. We claim that if the adversary can compromise
at most β edges, at least k − β paths in the k-system are edge disjoint and not
compromised.

The above idea can be extended to ensure that the algorithm finds a usable
k-system in color class c if one exists. Following an idea introduced earlier, let
P = {p1, . . . , pk} be the k-system obtained by decomposing the k-flow. Modify
the algorithm to maintain the current P at every stage. Further, in LazyDijkstra,
we abandon the notion of a visited node. To every node u extracted from Q we
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send a LIST NEIGHBORS message. Care is taken that this message goes along the
path p in P that u would be a part of, and that the reply comes back along the
same path. Lastly, if at any stage, the paths in P change such that the path to
a node u in P is different from what was used by the LIST NEIGHBORS message
sent to it, we confirm our information about u by sending the message (and re-
ceiving a reply) again through the new path. Call this the ModifiedLazyDijkstra
algorithm.

Claim. A k-path system found by BoundedGreedy using ModifiedLazyDijk-
stra, in the presence of an (α, β)-adversary has at least k−β paths that are edge
disjoint and the adversary is limited to listening on at most α−β edges on these
paths. Further, such a k-system can always be found as long as a (k +β)-system
exists.

Proof Sketch. Let the k-system found be P. Each path p ∈ P is edge disjoint
with every other path in P. Further, all information about p is obtained by using
only edges in p. This implies that with a single edge the disrupting adversary
can deceive with respect to at most a single path in P. Thus, with β edges, it
can deceive with respect to at most β paths. Further, it can listen on at most
α − β edges on the remaining k − β paths.

Similarly, if a (k + β)-system exists, the adversary can deceive with respect
to at most β paths in it. The rest of the paths form a k-system, which will be
discovered by the “unhindered” algorithm. 
�

6 Conclusions and Open Problems

Our primary concern here is to develop an efficient algorithm for a security
problem. However, by using already extant network resources for our purpose
we propose a new kind of resource efficiency and backward compatibility.

Our work also has important implications for network design. It can provide
input as to what kind of parameters need to be tuned when networks are provi-
sioned. For example, building a network with a low Flow Number might be very
useful since the average latency and the competitive ratio of our algorithm are
directly related to this quantity.

A number of areas for future investigation are thrown up by our work. It
would be interesting to see what kind of algorithmic solutions can be obtained
for constructing vertex disjoint path systems. We feel that security applications
can give a new lease of life to research in this area. A useful investigation would
be to see if we can adjust the algorithm to produce customized k-systems. For
example, Alice may want k = 11 and Bob may only need k = 5. Such capability
will enable the users to achieve security that is proper to their applications at a
reasonable cost.
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Abstract. Cowen presented a universal compact routing algorithm with
a stretch factor of three and a table-size of O(n2/3 log4/3 n), based on
a simple and practical model [1]. (The table-size is later improved to
O(

√
n log3 n) [2].) This stretch factor of three matches a general lower

bound given in [3] and also matches a much tighter lower bound if we
restrict the model to the Cowen’s [4]. Thus it seems quite hard to improve
the stretch factor. However, her analysis is of course for the worst case;
the situation might differ if we assume some desirable property that
average-case networks often possess. As such a property, we consider the
notion of flatness in this paper and it is shown that the stretch factor
can be significantly improved if the given network is almost flat. Our
new algorithm achieves a stretch factor of s < 3 and a table size of
O(

√
n log n).

1 Introduction

Compact routing has a long history of research, whose goal is to reduce the size
of a routing table being stored in each processor. The size of the routing table
usually has a trade-off against the stretch factor, i.e., the ratio of the length of
the path computed by the algorithm over the length of the shortest path. To
assure the shortest-path routing between any two nodes in any graph, each node
needs the routing table of size O(n log n), where n is the number of nodes in the
graph. However, in [1], Cowen presented a universal compact-routing algorithm
with a stretch factor of three and a table-size of O(n2/3 log4/3 n), based on a
simple and practical model. The table-size is later improved by Thorup and
Zwick to O(

√
n log3 n) [2]. However the stretch factor of three is tight due to

[3], namely, Gavoille and Gengler showed that in order to guarantee a stretch
factor of less than three, any compact-routing algorithm (under a general setting)
needs a total table-size of at least Ω(n2). In addition, if we focus ourselves on
the Cowen’s model, the table-size of each node should be (1 − o(1))n log n for
the stretch factor of less than three [4].

Thus it seems impossible to improve the stretch factor while keeping the
table-size significantly less than n log n. Recall, however, that those results are
obtained for general graphs; if we impose some restriction to networks, the situ-
ation can of course differ. As such a restriction, it has been constantly popular
to consider well known subclasses of graphs, such as rings, trees and planar net-
works, for which we can often obtain interesting results from a theoretical point
of view. Unfortunately, however, those results are sometimes not too important
for actual communication networks like Internet.
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1.1 Our Contribution

In this paper, we introduce the notion of flatness as the property that average-
case networks appear to possess. If a given network has this property, we can
achieve a smaller stretch factor than three by a relatively straightforward exten-
sion of the Cowen’s algorithm. However, it is also true in general that real net-
works include several exceptions violating a rather mathematical property. Our
main contribution is to show that we can nevertheless achieve a small stretch fac-
tor if the number of such exceptional nodes is limited. Such networks, satisfying
the relaxed condition and called almost-flat networks, are much more realistic
and many existing networks appear to be in this category.

Intuitively, flat networks are those networks which have a “natural” distribu-
tion in the distance between their nodes. For example, suppose that a network
G includes t nodes within a distance of r from a node v. Then if G includes
(roughly) 4t nodes within a distance of 2r from v, i.e., the number of nodes is
roughly proportional to the area, then we consider that G satisfies the condition
of flatness (its exact definition is a little different, see Section 3). G is almost
flat if G becomes flat if we remove a certain number of nodes which violate the
flatness condition.

For such networks, we can achieve a stretch factor of s (1 < s < 3) and a
table-size of O((n1−α log n+βnα) log n), where α and β are parameters depend-
ing on the degree of flatness. The table-size can be reduced to O(

√
n log n) if

β is constant. We give an example of almost flat networks for which a detailed
analysis of the table-size and the stretch factor will be made. Another example,
given in Section 6, might be also interesting, since our algorithm is optimal for
this class of networks. A brief observation on how the randomized approach [2]
works against this example is given as well.

1.2 Previous Research

The flatness condition is quite natural and may have appeared in the literature
for different purposes. One very recent example is [5], where Karger and Ruhl
showed that the complexity of finding nearest neighbors can be greatly reduced
by preparing a sample set which has a low expansion-rate property. Although
this condition is a little stronger than our flatness, it obviously has the same
flavor. Also, the underlying idea is similar in ”growth-bounded networks” in [6].

The notion of compact routing already appears in the literature in the 70’s
[7]. After that, studies are mainly focused on for restricted networks such as
rings and trees [8], complete networks and grids [9,10] and separable graphs [11,
12]. For general networks, Peleg and Upfal give the first nontrivial lower bound,
i.e., a total table-size of Ω(n1+1/(2s+4)) to realize a stretch factor of s [13]. For
networks whose maximum degree is d, a total table-size of Ω(n2 log d) is needed
in order to guarantee shortest-path routing [14]. For upper bounds, Awerbuch,
Bar-Noy, Linial and Peleg give a compact-routing algorithm which achieves a
stretch factor of at most three and a total table-size of O(n3/2 log n) [15] (but a
table-size of a single node can only be bounded by O(n log n)). Eilam, Gavoille
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and Peleg give an algorithm with a stretch factor of at most five and a table-size
(in each node) of O(

√
n log3/2 n) [16]. As mentioned before, Cowen first achieves

a stretch factor of three with a sub-liner table-size, and the table-size is improved
later by Thorup and Zwick.

Compact routing for restricted networks has also been popular. Recently,
for example, Narayanan and Opatrny have presented a shortest-path routing
algorithm for a chordal ring of degree four, i.e., an n-nodes ring such that there
are edges from i th node to ((i+c) mod n)th node. Their algorithm can achieve a
table-size of O(log n) in each node and the time complexity of O(1) for calculating
each path [17]. Gavoille and Hanusse have shown that if the network is planar
then we can achieve the shortest-path routing with a table-size of 8n+o(n) [18].
Also, Buhrman, Hoepman and Vitányi have shown that a table-size of 3n+o(n)
is enough with high probability to guarantee s = 1 for random graphs whose
diameter is very small [19]. More recently, Fraigniaud and Gavoille have shown,
for an arbitrary tree, the shortest-path scheme with each node’s (tight) table-size
of O(log2 n/ log log n) [20].

2 Models and Notations

Let G = (V, E), |V | = n, be an undirected and connected graph, or a network,
where each edge e ∈ E has a positive cost which satisfies the triangular inequality.
For a node v ∈ V , the set of its closest nα neighbors is called the nα-ball of v
and is denoted by Bv(nα). The algorithm in [1] is summarized as follows, whose
basic structure does not change in our new algorithm.

We first need some preparations: (i) The value α is optimized at the end,
but it actually takes approximately 1/3. (ii) We first compute Bv(nα) for all
v ∈ V . (iii) Then compute a hitting set C for Bv(nα)’s, i.e., a set C such that
C∩Bv(nα) �= ∅ for all v ∈ V . (We can obtain such a C whose size is O(n1−α log n)
in polynomial time[15].) (iv) Let D be the set of vertices v such that v belongs
to at least n

1+α
2 nα-balls of other nodes, and let L = C ∪D. (v) For each v ∈ V ,

let �v, called the landmark of v, be the node which is in L and is closest from
v. Now the algorithm consists of three parts, i.e., Labeling, Table-Construction
and Routing rules. (The following description is slightly different from [1], but
it similarly works).

Labeling: Each node v ∈ V has its own label which is used as a header of a
packet to be sent to v: If v �= �v, then its label is (v, �v, e�v (v)) where eu(v), for
u, v ∈ V , denotes the port number of node u to be used for sending the packet
along the shortest path from u to v. If v = �v, then its label is (v, v, ∗), where ∗
means null.

Table-Construction: The routing table at node u has the following entries: If
u ∈ L, then the table includes entries (�, eu(�)) for all � ∈ L. If u /∈ L, then it
includes the same entries (�, eu(�)) as above and furthermore includes (v, eu(v))
for all v ∈ V such that u ∈ Bv(nα) and u is closer to v than lv is.
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Routing rules: The routing rules at node u for packet P = (v, w, p) are as
follows: (i) If u = v, then P is sent to a special port connected to the host
processor, (ii) Otherwise, if the table at u includes (v, q1) then P is sent to
port q1, (iii) Otherwise, if the table includes (w, q2) then P is sent to port q2,
(iv) Otherwise, P is sent to port p which is given as the third element of the
label. Recall that v is the destination and w is v’s landmark. Roughly speaking,
P , starting from a node u outside Bv(nα), first heads for its landmark �v (see
Table-Construction above). Once P arrives at �v, then it heads for v along the
shortest path inside Bv(nα) where the table includes the entry for v. A problem
might occur only when P leaves �v since �v can belong to many Bw(nα)’s (see
(iv)) and its table cannot include the port information for v. Here we can use the
third element of the label. Note that once P has left �v, P never meets another
landmark until it gets to final destination v (see (v)).

It is proved in [1] that the algorithm guarantees a stretch factor of at most
three and a table-size of O(n2/3 log4/3 n). As far as we use the same model, this
bound is very tight, i.e., the upper and lower bound of the table-size increases to
(1 − o(1))n log n (almost equal to the trivial upper bound) to achieve a stretch
factor of less than three [4].

3 Flat and Almost Flat Networks

[4] gives a worst-case example of networks for the Cowen’s scheme (see Fig. 1).
As one can see, the network in this example is “concentrated”, or the (shortest)
distance between a pair of nodes is mostly one or two. This seems unusual in
real networks; we can expect more natural distribution in the distances between
nodes. Here comes the notion of flatness:

For a network G = (V, E), |V | = n, let s and m be two parameters such
that 1 < s < 3 and 0 < m < n. Define rv, called a radius of Bv(m), as
rv = maxu∈Bv(m) d(u, v), where d(u, v) denotes the distance between u and v.
Then a key parameter βv is defined as the value such that the size of U = {u|u ∈
V and d(u, v) ≤ 4s

s−1rv} is βv · m, in other words, such that U can be written
as Bv(βvm) (see Fig. 2). Now G is called (s, m, β)-flat if βv ≤ β for all v ∈ V .
From now on, we always set m = nα for a constant 0 < α < 1.

Suppose for instance that α = 1
3 and s = 2. Then βv is the ratio of the

number of nodes which are located within the distance of 8 · rv from v over the
size of v’s n1/3-ball (whose radius is rv). If we assume that the number of nodes is
proportional to the area of the circle (see Fig. 2), then βv would be roughly 64. If,
for example, βv ≤ 80 for all v ∈ V actually, then the network is (2, n1/3, 80)-flat.
(The nα-ball is not involved in the definition of the low expansion-rate property
in [5], i.e., for any r, if the number of nodes within radius r is k, the number of
nodes within radius c1r must be at most c2k.) We also need another parameter
γv similar to βv: Namely the number of nodes u such that d(u, v) ≤ 2s

s−1rv is
γv · nα. One can easily see that βv ≥ γv ≥ 1. Also, note that those parameters
are not uniquely determined for a particular (flat) network. For example, there
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Fig. 1. Worst-case example Fig. 2. Closest neighbor sets

Fig. 3. Route of packets

is some freedom to choose 1 < s < 3 and 0 < α < 1, but β is determined by
those values and the network.

Real-world networks are sometimes hierarchical and include “upper-level”
nodes which have high-speed links to many nodes. One can see easily that the
existence of upper-level nodes tends to violate the condition of flat networks.
Almost flat networks do allow such nodes under a certain condition: A network
G = (V, E), |V | = n, is called (s, nα, β, γ)-almost-flat if there exists a set A ⊆ V
which satisfies the following three conditions: (i) For any v ∈ V , γv ≤ γ. (ii) For
any v ∈ V , |Bv(γvnα) ∩ A| ≤ 1. (iii) If all nodes in A are removed, then the
resulting graph G′ is still connected and is (s, nα, β)-flat. (Note that G′ has less
nodes than G, but uses the original value for n.) Thus the nodes in A can act
as the upper-level nodes. The second condition is important, i.e., each γvnα-ball
can contain at most one node in A.

Here is the basic idea why flat networks are desirable for a small stretch
factor. See Fig. 3. Suppose that s = 2 and a packet P has a destination v. If
P starts from a node u which is outside Bv(γvnα), then, as the figure shows,
its stretch factor is obviously less than two even though P moves through the
(worst-case) landmark �v. However, if P starts from u′ which is inside Bv(γvnα),
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then P may also go through �v and its stretch factor can increase as large as
three. What we do to prevent this inconvenience is to move P directly along the
shortest path, which can be done by including entries for v in the table of each
node u′ in Bv(γvnα). As one can see later, the flatness condition guarantees that
the table-size does not become too large if the network is flat. This is obviously
not possible for nodes a ∈ A since Ba(γanα) can be large. Fortunately, however,
we can use the third element of the label to overcome this difficulty.

4 New Algorithm and Its Analysis

Our new algorithm for an (s, nα, β, γ)-almost-flat network uses the same model
as the Cowen’s. A label for each node is given as v(v, w, p) as before, where v
and w are nodes and p is a port number. Our routing rules are also exactly the
same as before: Suppose that a packet P = (v, w, p) is now in node u. Then we
look up the routing table at u to find an entry for v and w in this order. If no
table entry exists either for v or w, then we choose the third element p as the
port P is sent to. In the following we describe how to give a label to each node
and how to construct a table at each node. Recall that our network is denoted
by G, the four parameters by α, β, γ and s, the set of “upper-level” nodes by A,
and the distance between two nodes u and v by d(u, v).

Labeling: (i) We first compute Bv(nα) for all v ∈ V .
(ii) Compute a hitting set C for Bv(nα)’s exactly as before and define a landmark
set L as L = A ∪ C.
(iii) Then select a landmark �v ∈ L for each node v ∈ V as before, i.e., �v is the
node in L which is closest from v. See Fig. 4. d(�v, v) is denoted by Rv. Let L(�)
be the set of nodes v such that the landmark of v is �, i.e, if u and v are in L(�)
then �u = �v = �. We also need another notation LL(�), which is the set of nodes
u such that there is a node v ∈ L(�) such that d(u, v) < 2

s−1Rv. Equivalently,

LL(�) = ∪v∈L(�)

{
u ∈ V | d(u, v) < 2

s−1Rv

}
.

(iv) Now we are ready to compute the label of v. There are several cases (see
Lemma 1 for the uniqueness of this labeling).

(Case 1 : �v ∈ C, and LL(�v) includes a node a ∈ A such that d(a, v) < 2
s−1Rv,

see Fig. 5) The label of v is (v, �v, ea(v)). This rule is referred to by (L – 1)
later.

(Case 2 : �v ∈ C and LL(�v) includes a node a ∈ A, but for any such a,
d(a, v) ≥ 2

s−1Rv, see Fig. 6) The label of v is (v, �v, ea(�v)). (L – 2).
(Case 3 : �v ∈ C and LL(�v) ∩ A = ∅, see Fig. 7) The label is (v, �v, e�v (v)). (L

– 3).
(Case 4 : �v ∈ A) The label is (v, �v, e�v (v)). (L – 4).

Table-Construction: When constructing a routing table at a node u, an entry
(v, eu(v)) is put into the table if the node v is a landmark of some node or v is
relatively close to u. However, we need to be careful if u is in A or C, since the
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�
L(�)

v

< 2
s−1Rv

Rv

LL(�)

Fig. 4. The sets around landmarks

�v
L(�v)

v
Rv

LL(�v)

< 2
s−1Rv

a ∈ A

Fig. 5. Case 1 of labeling

�v L(�v)
v

Rv

LL(�v)
a ∈ A

< 2
s−1Rv

Fig. 6. Case 2 of labeling

routing at u may be determined not by the table there but by the third element
of the packet header. For example, look at Fig. 5 again. Since the label of v is
(v, �v, ea(v)) by (L – 1), it is intended that the routing for v at node a should be
done by the third element of the label. Therefore entry (v, ea(v)) does not need
to be in the table at a. On the other hand, the table at �v should include the
entry (v, e�v (v)) since the third element in the label can be used only at one node
(at a in this case). This is an important difference between our algorithm and
the Cowen’s. In the latter, each landmark � never includes an entry (v, e�(v))
unless v is (another) landmark. Now here is how to construct the routing table
for a node u:

(Case 1: u ∈ A) In this case, we consider entries only for landmarks. For each
� ∈ L − {u}, we put (�, eu(�)) into the table unless there exists a node v
such that it’s label is (v, �, eu(v)) or (v, �, eu(�)). This rule is referred to by
(T – 1). (Suppose that v’s label is (v, �, eu(v)). Then it is intended that for
the packet P = (v, �, eu(v)), we should use the third element when P is in
the node u. If there would be the entry (�, eu(�)) in the table, however, this
could not happen since the second element in the label has a priority.)

(Case 2: u /∈ A) In this case, we also consider entries for nearby nodes: (a) For
each � ∈ L − {u}, we put (�, eu(�)) in the table. Referred to by (T – 2). (b)
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Fig. 7. Case 3 of labeling

Fig. 8. Special case of routing

Fig. 9. Correctness of labeling

For each v ∈ V − L such that d(u, v) < 2
s−1Rv, we put (v, eu(v)) into the

table unless v’s label is (v, u, eu(v)). Referred to by (T – 3). (Since u /∈ A,
this can only happen for the case that the third element is eu(v).) We do
NOT put (v, eu(v)) into the label, either, if there is a node a ∈ A on the
shortest path from u to v and eu(v) = eu(�v). Referred to by (T – 4). (See
Fig. 8. This is important in terms of the size of routing tables, since there
can be too many nearby nodes v if there is such node a. Note that the packet
still moves on the shortest path to v since the table contains (�v, eu(�v)) and
the port for v is the same as the port for �v. Also note that if eu(v) �= eu(�v)
then (v, eu(v)) does exist in the table, see Lemma 3 for the size of the table
in this case.)

Now we shall prove that our algorithm is correct and satisfies the bound of
stretch factor and table-size.

Lemma 1. Our labeling algorithm gives a unique label to each node v ∈ V .

Proof. Recall (L – 1) and (L – 2). One can easily see that for this lemma, it is
enough to prove that there is at most one node a ∈ A in each LL(�). Suppose
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for contradiction that there are a1 ∈ A and a2 ∈ A (a1 �= a2) in LL(�). Then by
definition there must be v1 and v2 in L(�) such that (see Fig. 9):

�v1 = �v2 = �

d(a1, v1) <
2

s − 1
Rv1 and d(a2, v2) <

2
s − 1

Rv2

Now we can claim: (i) Since d(a2, v2) < 2
s−1Rv2 ≤ 2s

s−1Rv2 ≤ 2s
s−1rv2 (recall that

rv2 is the radius of the nα-ball for v2 and so rv2 ≤ Rv2), a2 is in Bv2(γv2n
α).

(ii) Now we assume that Rv1 ≤ Rv2 . By the triangular inequality, d(a1, v2) ≤
d(a1, v1) + d(v1, �) + d(�, v2) ≤ 2

s−1Rv1 + Rv1 + Rv2 ≤ 2s
s−1Rv2 ≤ 2s

s−1rv2 , which
means a1 is also in Bv2(γv2n

α). These (i) and (ii) contradict the definition of
(s, nα, β, γ)-almost-flat networks since Bv2(γv2n

α) contains two different nodes
in A. ��

Lemma 2. If a packet P = (v, �v, p) is now at a node u ∈ V such that d(u, v) <
2

s−1Rv, then P moves to the final destination v on the shortest path from u to
v.

Proof. First of all one can see that v /∈ L, since otherwise, v must be equal to
�v and Rv = 0. Let us consider two cases as with the table construction.

(Case 1: u ∈ A) See Fig. 5 again. One can regard that our current u is the node
a in the figure. In this case p must be eu(v) by (L – 1). Also, by (T – 1),
there is no table entry for v (since v is not a landmark) or for �v (due to the
“unless-part”). Hence we have to use the third element of the label and P is
sent to the port eu(v).

(Case 2: u /∈ A) If P = (v, u, eu(v)), then we have no table entry for v or u
by (T – 3). Otherwise, we have table entry (v, eu(v)) by (T – 3). Note that
there is no such (v, eu(v)) if there is a node a ∈ A on the shortest path by (T
– 4), but the packet still goes on the shortest path as mentioned previously.

Thus the packet is sent on the shortest path in any case. Formally speaking, we
need to use mathematical induction with the distance to the destination, but
the above argument would be enough to claim the lemma. ��

Theorem 1. A packet P = (v, �v, p) is correctly routed by our algorithm.

Proof. Once P gets to a node u such that d(u, v) < 2
s−1Rv, then, after that,

P stays on the shortest path to its destination by Lemma 2. So, to claim the
theorem, it is enough to show that if P is at node u such that d(u, v) ≥ 2

s−1Rv,
then P is on the shortest path to its landmark �v. (If P actually gets to �v, then
P moves on the shortest path to v since d(�v, v) = Rv < 2

s−1Rv. P might get
to u′ �= �v such that d(u′, v) < 2

s−1Rv before it arrives at �v, but this obviously
does not cause any problem, either.)
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So suppose that P = (v, �v, p) is now at u such that d(u, v) ≥ 2
s−1Rv. Then

there is no table entry for v by the table construction. However, there is the
entry for �v by (T – 1) and (T – 2). Only one exception appeared in the unless
part of (T – 1). In this case, we have no table entry for �v but we can use the
third entry of the label as mentioned there. Thus P is sent to the port which is
on the shortest path to �v. ��

We next examine the stretch factor.

Theorem 2. The stretch factor of our algorithm is at most s.

Proof. By Lemma 2, we only have to consider the case that a packet P = (v, �v, p)
starts from a node u such that d(u, v) ≥ 2

s−1Rv. Then P first goes to �v and then
goes to v both on the shortest path as described in the proof of Theorem 1. (P
might enter the shortest path to v before it arrives at �v, but this is even better
for the stretch factor.) Now let A = d(u, v), B = d(u, �v) and C = d(�v, v).
Then A ≥ 2

s−1C by the assumption. By the triangular inequality, B ≤ A + C.
Consequently, the stretch factor is at most (B + C)/A ≤ (A + 2C)/A = 1 +
2C/A ≤ 1 + 2/ 2

s−1 = s. ��

Now we discuss the table-size. Recall that each table contains entries for
(almost) all nodes in L and for some nearby nodes. Let G′ denote the graph
which is obtained from G by removing all nodes in A and associated edges.

Lemma 3. The number of entries for vertices not in L is bounded by βnα in
each node.

Proof. Recall the table construction. Roughly speaking, the entry (v, eu(v)) for
node v /∈ L exists in the table at node u only if d(u, v) < 2

s−1Rv. It should
be noted that this distance between u and v is the distance in the original
network G. The distance does not differ in G′ if there is no vertex in A on the
shortest path from u to v. If a node a ∈ A does exist on the shortest path,
then the distance can change in G′. See Fig. 8 again. By the triangle inequality,
d(u, �v) ≤ d(u, v)+d(v, �v). Suppose that (v, lv(v)) exists in the table at u. Then
the shortest path to v and the shortest path to �v have different ports in u by
(T – 4), and hence there is no node in A on the shortest path from u to �v or
�v to v because there must be at most one node in A in this area. Therefore the
distance between u and v in G′, denoted by d′(u, v), can be bounded as

d′(u, v) ≤ d(u, �v) + d(�v, v)
≤ d(u, v) + 2d(v, �v)
≤ 2s

s−1Rv

Thus we can conclude that if (v, eu(v)) is in the table at u, then d′(u, v) ≤ 2s
s−1Rv.

(Note that this also covers the case that there is no vertex in A between u and
v since s > 1.) Recall that rv is the radius of the nα-ball for node v in G and
let r′

u be the radius of the nα-ball for v in G′. Then r′
v ≥ rv for the following
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reason: If we remove vertices in A from G, then some vertices in the nα-ball for
v are also removed. Since the number of vertices in the nα-ball is the same in G
and G′, we need to add some new vertices (whose distance from v is larger or
equal to that of removed vertices) to construct the nα-ball in G′, which means
the radius increases . As a result, it follows that

d′(u, v) ≤ 2s

s − 1
Rv ≤ 2s

s − 1
rv ≤ 2s

s − 1
r′
v

This means that the node u is in Bv(γvnα) in G′. Namely, the number of entries
we want to obtain is bounded by the size of Xu = {v|u ∈ Bv(γvnα)}. Let v0 ∈ Xu

be the node such that d(u, v0) ≥ d(u, v) for any other node v ∈ Xu. Then for
any v ∈ Xu,

d(v0, v) ≤ d(v0, u) + d(u, v)
≤ 2d(v0, u) ≤ 2 · 2s

s−1rv0 = 4s
s−1rv0

Thus any v ∈ Xu belongs to Bv0(βv0n
α), namely, |Xu| ≤ |Bv0(βv0n

α)| ≤ βnα

because of the flatness condition. ��

Theorem 3. For any node v, the size of v’s table, |Tv|, is,

O
(
(n1−α log n + βnα) log n

)
.

Proof. If v ∈ A, then v has only entries for landmarks and so |Tv| is obviously
small. Otherwise, |Tv| includes, at most, entries for A∪C∪{the nodes discussed
in Lemma 3}. |C| = O(n1−α log n) as mentioned before. |A| = O(n1−α) because
Bv(γvnα) includes at most one node in A and |Bv(γvnα)| ≥ nα. Thus the number
of entries in Tv is bounded by O(n1−α log n) + βnα) by Lemma 3. The theorem
now follows since each entry needs O(log n) bits. ��

Note that if we set α = 1
2 + log β−1+log log n

2 log n and β is constant, then
O

(
(n1−α log n + βnα) log n

)
= O(

√
n log n). To make this possible, however,

the network G must be (s, n1/2+(log β−1+log log n)/2 log n, β, γ)-almost-flat for some
constants β and γ. Note that it is not always possible to set α 
 1

2 . For example,
there is a simple example of a network G which is flat for, α = 1/3, but not for
α = 1/3 + ε. See Fig. 10. G consists of G1 through Gn2/3 , each of which is an
n1/3-nodes clique such that all the links have weight one. Another kind of links
exist between any pair of Gi’s and Gj ’s nodes whose weight is sufficiently larger
than one. Then this network is (1 + ε, n1/3, 1.0)-flat since each n1/3-ball of v in
Gi stays within Gi. However, the radius of (n1/3 + 1)-ball of v in Gi becomes
almost the same as the diameter of the whole network and therefore it cannot
be (s, n1/3 + 1, β)-flat for any s ≤ 3 − ε and β < n2/3. (Since β(n1/3 + 1) ≤ n,
β ≤ n2/3 apparently.)
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Fig. 10. Flat network for α = 1/3
Fig. 11. Mesh network

5 Examples of Flat Networks

The mesh is a typical example of flat networks, where the network has
√

n rows
and

√
n columns. n processors are located at their intersections and each proces-

sor (excepting the boundary ones) has four unit-cost links to its neighbors (see
Fig.11). Since its structure is very regular, the flatness condition can be achieved
for the wide range of parameter values, which in turn makes it convenient to an-
alyze the relation between the table-size and the stretch factor. It should be
noted that if we use a regular numbering for each processor, for example, (i, j)
for the processor at the i-th column and the j-th row, then the trivial shortest-
path routing is possible just by comparing the destination-node number and the
number of the current processor. In this section we assume that no information
about the position of processors can be obtained from node numbers as we did
in the previous sections.

Also, the regularity allows us to add the A-vertices efficiently. Fig. 11 shows
one simple way of doing this; we divide the whole mesh into areas of diamond-
shape (whose diameter is 4s

s−1

√
2nα as shown in the figure). Suppose that we

have M diamonds and introduce k A-vertices. Then links are provided from
each A-vertex to the center vertices of roughly M/k diamonds. Here these M/k
diamonds are chosen as evenly as possible from the whole network. Although
details are omitted (a bit messy around the border of the mesh), we can show
that when we add k A-vertices, the degree of each A-vertex (the degree of other
vertices are still at most five) and the diameter of the network are,

O

(
(s − 1)2

s2

n1−α

k

)
and O

(
sk

s − 1

√
nα

)
,

respectively. By the condition of almost flat networks, k must be at most
(s−1)2

4s2 n1−α. So if we set α 
 1
2 and k 
 n

1
8 , then both of the above values

become O(n
3
8 ).
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Also note that the above upper bound on the number of A-vertices shows
that the size of A is relatively small for 1 < s < 3. Hence the size of each routing
table does not increase too much even though we add the entries for all those
A-vertices into the table. So suppose for simplicity that we neglect the extra
size for those A-vertices. Then the table-size is determined by the number of
landmarks. Again, the regularity of the mesh allows us to place landmarks more
efficiently than the general case, namely, one in the center of each diamond in
Fig. 11. Now straightforward calculation shows that the table-size at each node
is at most 

2

√(
4s

s − 1
+

1
2

)2

+
1
2



 √
n.

Some specific values are given in Table 1 to see the tradeoff between the
table-size and the stretch factor. It should be noted that there is a gap between
s = 3 and s = 3 − ε. This is due to the existence of A-vertices. If s = 3, then

2
s−1Rv = Rv, which means LL(�) does not contain any node in A (otherwise,
such a node in A would be a landmark). Hence, only (L – 3) and (L – 4) apply
in the labeling algorithm. Also one can see that (T – 4) doesn’t happen because
there is no node included in A. And so we do not need to worry about the
situation illustrated in Fig. 8. Hence the u’s table has to hold only entries for v
such that d(u, v) ≤ 2

s−1Rv, instead of 2s
s−1Rv, which is the main reason for the

gap. If we use no A-vertices or the whole network is flat, then such a gap does
not exist of course.

Table 1. Tradeoff between the table-size and the stretch factor

s 3 3 − ε 2 1.5 1.1
table-size 2

√
n 7.14

√
n 5.20

√
n 14.1

√
n 45.0

√
n

6 Randomized Landmark Selection

Thorup and Zwick [2] showed that the table-size in [1] can be improved by
using the randomized, greedy approach for the selection of landmarks without
changing the routing scheme: (i) Select p nodes at random as landmarks. (ii)
Remove all the nodes u such that the number of node v for which u has to
include as an entry in its table (i.e., d(v, u) < d(v, lv) since we now assume the
stretch factor of three) is at most 4n

p . Then go back to (i) and repeat (i) and
(ii) until the graph includes only landmarks. They proved that the number of
repetition is at most 2 log n and if we set p =

√
n/ log n, then the table size is

bounded by O(
√

n log n). Namely it is guaranteed that a good number of u’s are
removed in each repetition in the case that our target stretch factor is three.

This approach also works for a smaller stretch factor by changing the condi-
tion for removing u such as d(u, v) < δd(v, lv) for some δ > 1 and by adjusting
the value 4n/p. However, one can see that this change of the condition makes
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it harder to remove u. See, for example, the graph G in Fig. 10 again. Suppose
we know that G is (1+ ε, n1/3, 1.0)-flat and n2/3 landmarks (one in each Gi) are
enough for the stretch factor of 1+ ε. (Actually the latter fact can be found true
if we construct all n1/3-balls. Also one can see that this number of landmarks
is optimal.) Then a reasonable setting of the value for p is at most n2/3. So
suppose that we select n2/3 landmarks at random. Then a constant fraction of
Gi’s remain without landmarks with high probability, which means we cannot
remove any single u to achieve the stretch factor 1 + ε and a table-size of n2/3

which balances with the number of landmarks. By straightforward probability
calculation, we need to choose Ω(n2/3 log n) landmarks until the number of such
landmark-less Gi’s because n1/3 with high probability. (If it becomes n1/3, then
the number of all those node is n2/3 and hence all the non-landmark nodes are
removed.) Thus the random sampling method selects significantly more land-
marks than what is optimal. Of course our method obtains an optimal solution
through the construction of all the n1/3-balls.

7 Concluding Remarks

Throughout this paper, we assume that an (almost) flat network is given ex-
plicitly with the set of A-vertices and the parameter values. In some situations,
we have to find those parameter values against a given graph and how to do
it is obviously an important future work. Also in this paper, we consider flat
networks only in the framework of the Cowen’s routing model. However, flat
networks apparently make things easy for other routing models. For example,
interval routing[10] and related ones where we can make use of node numbering
should be interesting, since this approach is very powerful in the mesh and flat
networks have a somewhat similar flavor as the mesh.

Another future work is to consider more examples of flat networks and re-
lations to existing networks. The mesh discussed in Section 5 is obviously too
artificial. For example, some kind of random graphs where nodes are located in
the two-dimensional Euclidean space and links are provided between relatively
close nodes, might be interesting.
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Abstract. The end-to-end communication problem is a protocol
design problem, for sending a packet from a specified source-node
s to a specified target-node t, through an unreliable asynchronous
communication network G. The protocol must insure reception and
termination. In this paper, we measure the complexity of the protocol
in term of header size, i.e., the quantity of information that must be
attached to the packets to insure their delivery. We show that headers
of Ω(log log τ) bits are required in every network, where τ denotes
the tree-width of the network. In planar networks, Ω(log τ) bits are
required. In particular, this latter lower bound closes the open problem
by Adler and Fich in PODC ’99 about the optimality of the hop-count
protocol in square meshes.

Keywords: End-to-End, Sequence Transmission, Tree-Width.

1 Introduction

The end-to-end communication problem is the problem of sending a (sequence
of) packet(s) from a specified source-node s to a specified target-node t, through
an unreliable communication network G (see, e.g., [13,29]). The sequence trans-
mission [38] problem and the reliable communication [24] problem are other
names for the end-to-end communication problem (cf. the survey [25]). By an
unreliable network, it is generally meant that links can lose, reorder, and dupli-
cate packets. Moreover, networks are assumed to be asynchronous, i.e., the time
for a packet to traverse a link is finite but otherwise unbounded. In particular,
a processor cannot distinguish between an inoperational link and an operational
link which is just very slow. Hence, an instance of the end-to-end communication
problem is described by an (unreliable and asynchronous) network, modeled by
an undirected graph G, and two nodes s and t of G. Solving the problem consists
in designing a distributed protocol which (1) allows s to send a packet, or a se-
quence of packets, to t through the network G, and (2) generates a finite amount
of traffic for each packet. In other words, the end-to-end protocol must satisfy
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the two following requirements: (1) reception, i.e., the target must eventually
receive at least one copy of each packet sent by the source; (2) termination, i.e.,
after a finite time, no copy of the packet(s) remains in the network.

1.1 The Oblivious Single-Packet End-to-End Communication
Problem

For the sake of simplicity, this paper will consider a static model, that is we
assume that each link is either operational or not. If there exists at least one
operational path from s to t in G, it is the role of the protocol to find such
a non-faulty path, which is of course a priori unknown. Note that the case of
dynamic faults, that is when links can alternate between being operational and
inoperational, can be treated similarly by assuming, as in [1,14,28], infinitely
frequent path stability, i.e., infinitely often there is a path P from s to t such
that a packet sent from s along P will arrive at t (see also [3]).

Performance of end-to-end communication protocols is commonly measured
in terms of (1) the amount of communication performed over the links of the
network, and (2) the amount of storage space used by intermediate nodes in the
networks. Oblivious protocols, a.k.a. memoryless protocols, take their routing
decision at every node x (i.e., on which link(s) x has to forward a packet) based
solely on the content of the header of the packet. In particular, a node does not
store any knowledge about the traffic that previously passed through it. It can
however forward several copies of the received packet, and it can modify the
header of this packet. As mentioned in [1], the practical advantage of oblivious
protocols is their high tolerance to processor crashes. Indeed, as soon as a node
recovers from a crash, the protocol is ready to proceed with no risk of corruption
due to an altered writable memory (RAM). Moreover, the extremal behavior of
oblivious protocols (in the sense that they consume no local memory at all) al-
lows concentrating the analysis of end-to-end communication protocols on the
amount of information transmitted over the links of the network. More specifi-
cally, this paper focuses on minimizing the packet-header size, i.e., the quantity
of additional information that must be attached to every packet to insure its
correct delivery.

The header content has two distinct functions: (1) to control the order in
which packets arrive at the destination; (2) to find a route from the source s to
the destination t (reception), and to insure that residual packets are eventually
removed from the network (termination). In this paper, we are interested by the
routing part of the problem, that is, by the problem of finding the non faulty
route from the source to the destination, while insuring termination. We will
therefore concentrate our analysis on the process of sending a single packet from
s to t. In other words, we consider the single packet end-to-end communication
problem, as opposed to the stream-of-packets end-to-end communication prob-
lem, the latter problem requiring the transmission of a sequence of packets from
the source to the destination [22]. Hence, let us summarize our problem.
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Our problem. We are given an unreliable and asynchronous network G, and two
nodes s and t of G. We consider the design of an oblivious distributed protocol
which allows the transmission of a packet from s to t (if there is a fault-free path
between s and t in G), and which eventually lets the network empty of packets.
Such a protocol is required to use packet-headers of small size. The quality of
the protocol is indeed measured by the maximum size of the headers involved
during its execution.

Previous work. In the context of static link failures (i.e., every link is opera-
tional or not but its status does not change during the execution of the routing
protocol), the hop-count protocol [32] uses headers of size O(log n) in n-node
networks. It proceeds by flooding the network as follows. The source sends a
copy of the original packet to all its neighbors, with header 1. A node receiving
a packet whose header contains the hop count i < n − 1 updates the header by
replacing i by i + 1, and forwards a copy of the packet to each of its neighbors.
A node receiving a packet whose header contains the hop count n − 1 removes
the packet from the network. If s and t are connected despite the faulty links,
then a path of length at most n−1 exists between s and t, and therefore at least
one copy of the packet sent by s eventually arrives in t. Moreover, the remaining
copies of the packet are removed from the network after a finite time since no
packet can traverse n or more links.

In [1], Adler and Fich showed that if a network G contains H as a minor,
i.e., if H can be obtained from G by edge contraction, node and edge deletion,
then the oblivious single-packet end-to-end communication problem in G requires
headers of size at least as large as for H. Hence the problem is closed under taking
minors. They also showed that the complete graph of n nodes requires headers
of size Ω(log n). Therefore, an n-node network G which contains the complete
graph of k nodes as a minor requires headers of size Ω(log k). Adler and Fich
also gave upper bounds on the header size based on the notion of feedback vertex
sets. A feedback vertex set is a subset of nodes S such that every cycle in the
network contains at least a node in S. They showed that if there exists a feedback
vertex set of size f , then there exists an oblivious protocol using headers with
size O(log f). They also pointed out that any minimum feedback vertex set of an√

n×√
n mesh is of size Ω(n), and thus the feedback vertex set protocol does not

offer significant improvement in the mesh, compared to the hop-count protocol.
Since the mesh is planar, it does not contain K5 as minor, and thus it lets a big
gap between the best known upper and lower bounds for mesh networks. Adler,
Fich, Goldberg, and Paterson [2] recently closed this gap for “narrow” meshes,
i.e., p × q meshes with p = O(1). They have shown that there exists a protocol
for n-node meshes using headers of size O(p(log p+log log n)), and that any p×q
mesh requires headers of size Ω(log log n) for 3 � p � q. A constant size header
protocol exists if p � 2.
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1.2 Outline of Our Results

In this paper, we provide lower bounds of the header-size of oblivious end-to-
end protocols as a function of the tree-width of the input graph. The notion of
tree-width is a very rich concept with many algorithmic implications. Many NP-
complete problems are polynomial for graphs of bounded tree-width [10,16]. In
addition, the notion of tree-width is in the kernel of the graph minor theory [20].
Recall that tree-width can be seen as a measure of “how far” a graph is from a
tree. More precisely, let G = (V, E) be a graph of n nodes, a tree-decomposition
of G is a pair (§, T ) where § is a collection {Si | i ∈ I} of subsets of nodes and
T = (I, F ) is a tree, such that the three following conditions are satisfied:

1.
⋃

i∈I Si = V ;
2. For every edge e = {u, v} of G, there exists i ∈ I such that both u and v

belong to Si;
3. For every u ∈ V , the subgraph of T induced by the set of nodes {i ∈ I | u ∈

Si} is a tree.

For any graph G, there exists at least one tree-decomposition of G by choosing
§ = {V }, i.e., T is reduced to a single node. The width of a tree-decomposition
(§, T ) is defined as maxi∈I |Si| − 1. The tree-width tw(G) of G is then defined
as the minimum of the width of any tree-decomposition of G. Roughly speak-
ing, tw(G) denotes the minimum size c such that G has a recursive separator
of at most c nodes. A c-decomposable graph has tree-width O(c), a tree has
tree-width 1, a cycle has tree-width 2, a square mesh has tree-width

√
n, and

a complete graph has tree-width n − 1. Determining the tree-width of a graph
is NP-hard [11]. However, Bodlaender [17] gave a linear time algorithm for rec-
ognizing graphs of bounded tree-width. There are also O(log n)-approximation
algorithms for computing the tree-width of an arbitrary graph [18,33], and even
O(log τ)-approximation algorithms where τ is the tree-width [9,19].
Theorem 1. Any protocol designed for the instance (G, s, t) of the oblivious
single-packet end-to-end communication problem uses headers of size at least
Ω(log log τ) bits where τ is the tree-width of the graph Gs,t obtained from G, s,
and t by deleting every edge e not on a simple path from s to t.

As we will see in more details in Section 3, the bound of Theorem 1 derives
from an optimal bound for square meshes, and from an upper bound of the
“excluding grid” theorem of Robertson and Seymour [35]. This latter bound is
likely far from best possible and, as mentioned in [21], Robertson, Seymour and
Thomas [36] think that the upper bound might be exponentially improved so
that the lower bound of Theorem 1 would be Ω(log τ).

Actually, for planar graphs, we derive a larger lower bound:
Theorem 2. Any protocol designed for the instance (G, s, t) of the oblivious
single-packet end-to-end communication problem, G planar, uses headers of size
at least Ω(log τ) bits where τ is the tree-width of the graph Gs,t.

In particular Theorem 2 solves the conjecture mentioned in [1] stating that
headers of Ω(log n) bits are required to insure packet-delivery in the two dimen-
sional square mesh. All these results establish (as also suggested in [1]) connec-
tions between, on one hand, the number of header bits needed to send a single
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packet through an unreliable network G, and, on the other hand, graph-theoretic
properties of G’s topology.

Finally, notice that our lower bounds obviously apply to the stream-of-packets
problem too.

1.3 Related Work

The case of links with fixed or bounded traversal time has been considered in [8,
41]. Probabilistic faults and delivery times have been considered in [27,30,31]. In
the deterministic setting, i.e., the context of this paper, solutions for the stream-
of-packets end-to-end problem differ according to the type of faults. Wang and
Zuck [40] have shown that any protocol tolerating both packet reordering and
duplication requires unbounded headers. Afek et al. [6] have shown that packet
reordering and loss create the same effect, that is either unbounded headers or
non termination (i.e., the same packet can be received an unbounded number
of times). Fekete and Lynch [23] have shown that just packet loss implies that
some header information must be attached to the packets for the stream of
packets to be treated correctly. These three latter results hold even if G consists
of a single edge {s, t}. Despite these impossibility results, efficient protocols
have nevertheless been successfully designed. We refer to [12,37,39] if links are
subject to packet duplication, reordering and lose, to [15,30] if links are subject
to packet duplication and loss (but no reordering), and to [5,7,29] in case of
static link-failures. In [1], it is noticed that the latter protocols can be adapted
to the case where links can loose packets — but otherwise transmit them in order
and without duplication, by using the techniques in [4]. Although some of these
protocols use very short headers, none of them is oblivious, i.e., they all require
the local storage of information at intermediate nodes during the execution of
the protocol. The stream-of-packet protocol of Dolev and Welch [22] is oblivious
(i.e., intermediate processors do not change state) and apply to the static link
failure (i.e., the model of this paper). It uses headers of O(log p) bits where p is
the number of distinct simple paths between s and t in G. Although p can be
quite large in general (e.g., Θ(n!) in Kn), this protocol was proved optimal for
many topologies, including complete graphs, meshes, and series-parallel graphs
(see [1]). Fich and Jakoby [26] considered the same model for directed acyclic
graphs. They proved that a single bit header suffices in DAGs, which contrasts
with the case of arbitrary graphs.

Several oblivious protocols have been proposed in the literature to solve the
single-packet end-to-end problem. We already presented the hop-count protocol
described by Postel [32], using headers of O(log n) bits in n-node graphs. We
also mentioned the protocol of Dolev and Welch [22] which applies to the single-
packet problem as well. Adler and Fich [1] derived lower and upper bounds
for the header size in specific networks (e.g. meshes, hypercubes, butterflies, de
Bruijn, etc.). Adler, Fich, Goldberg, and Paterson [2] addressed the problem in
p×q meshes, p = O(1). They proved the somewhat surprising result stating that
headers of size Θ(log log n) bits are necessary and sufficient in 3 × n/3 meshes
(whereas headers of constant size are sufficient in 2 × n/2 meshes).
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For a more detailed descriptions of the end-to-end protocols mentioned above,
we refer to [25], and the references therein.

2 Preliminary Results

We start by proving the following lemma which is an extension to arbitrary
networks of a result by Adler and Fich [1] valid for complete graphs only. Then,
in Theorem 3, we show how to apply this result to meshes.

Lemma 1. Let ei = {xi, yi}, i = 1, . . . , k, be k distinct edges of G. Let Π ⊆ Σk

be a subset of permutations of k symbols such that, for any π ∈ Π, there is a
simple path Pπ in G from s to t, traversing the ei’s from the xi’s to the yi’s,
in the order eπ(1), eπ(2), . . . , eπ(k). Then any oblivious end-to-end communication
protocol from s to t requires headers of at least (log2 |Π|)/k bits.

Proof. Let us given an oblivious end-to-end communication protocol A from
s to t. Let h be the total number of distinct headers involved in protocol A.
We use the same terminology as in [1]. The transcript of a simple path Pπ is
defined as the word wπ of length k on the alphabet {0, . . . , h − 1} obtained by
concatenating the headers of the packets transmitted through the ei’s, from the
xi’s to the yi’s, when only the edges of Pπ are operational. More precisely, let us
consider a packet bπ going from s to t along Pπ. This packet generates a word
wπ whose ith letter is the value of the header hi of bi when traversing the edge ei

from xi to yi. This word is the transcript of Pπ. (Obviously, the transcript may
depend on the choice of the packet bπ. This packet is chosen arbitrarily.) There
are at most hk transcripts, and therefore, if hk < |Π|, then at least two paths
have the same transcript. Thus assume, for the purpose of contradiction, that
hk < |Π|, and let Pπ and Pπ′ be two paths with the same transcript h1h2 . . . hk.
Since π �= π′, there is a pair (i, j), i �= j, such that ei is traversed before ej in
Pπ, and ei is traversed after ej in Pπ′ .

Assume now that both paths Pπ and Pπ′ are operational. Since the protocol
has no way to distinguish an operational link from a link that is just very slow,
and since the protocol is oblivious, the headers of packets bπ and bπ′ , respectively
following Pπ and Pπ′ , will be the same as those used to traverse these two paths
when only one of them is operational. In particular, when yi receives a packet
from xi with header hi, it cannot know whether Pπ, or Pπ′ , or both paths, are
operational. Therefore, yi forwards the packet through both paths. The same
holds for yj .

As a consequence, the following situation occurs. A packet traverses ei with
header hi, eventually reaches xj along Pπ, traverses ej with header hj , even-
tually reaches xi along Pπ′ , traverses ei again, still with header hi, and so on.
This creates an infinite loop, in contradiction with the termination requirement.
Therefore hk < |Π| cannot hold, and thus h � |Π|1/k. ��

The main theorem is the following:

Theorem 3. Any oblivious end-to-end communication protocol in the p×q mesh
requires headers of at least Ω(log min{p, q}) bits.
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Proof. Let Mp,q be the p × q mesh. Assume, w.l.o.g., that p � q (otherwise
exchange the role of p and q). We see the mesh Mp,q as with p rows and q
columns. Rows are labeled from 0 to p−1, and columns from 0 to q−1. One can
draw the mesh so that (0, 0) is the top-left corner, and (p−1, q−1) is the bottom-
right corner. Let s and t be the source node and the target node, respectively.
The p×q mesh contains three node-disjoint (p−2)×� q−2

3 � sub-meshes. At least
one of these sub-meshes does not contain s nor t. Let M be this sub-mesh. One
can construct two disjoint paths Ps and Pt in Mp,q \ M , respectively leading
from s to the “top-left” corner of M , and from t to the “top-right” corner of M .
Any oblivious end-to-end protocol must perform successfully even if all links in
Mp,q \ (M ∪ Ps ∪ Pt) are faulty. Hence one can assume, w.l.o.g., that s is node
(0, 0) and t is node (0, q − 1).

Let k = �min{p−1
4 ,

√
q
12}�. Hence p � 4k + 1 and q � 12k2 � 4k2 + 6k + 2.

Let us consider the edges ei = {xi, yi}, i = 1, . . . , k, where xi = (2k, i(4k + 2) −
1) and yi = (2k, i(4k + 2)). Fig. 1 illustrates the idea of the construction: 8
edges are displayed on row 2k (the horizontal and vertical scales are different).
From the setting of k, there are exactly 2k rows above row 2k (which contains all
the ei’s), and at least 2k rows bellow row 2k. Also, there are exactly 4k columns
separating column 0 from e1, 4k columns separating two consecutive ei’s, and
at least 4k columns separating column q − 1 from ek.

U
U’

D
D’

I I’ O’O I’ O’IO
s t

(0,0) (0,q−1)

2k

(p−1,0) (p−1,q−1)

Fig. 1. Associated rows and columns.

Let π ∈ Σk be any permutation of k symbols. Let us show that there is a
simple path from s to t, passing through ei from xi to yi for every i, in the order
eπ(1), eπ(2), . . . , eπ(k). To each eπ(i) are associated 4 rows and 4k columns. The
rows associated to eπ(i) are rows

Ui = 2i − 2, U ′
i = 2i − 1, Di = 2k + 2i − 2, and D′

i = 2k + 2i − 1.
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Fig. 1 shows the 4 rows associated to some eπ(i). U stands for “up”, and D
for “down”. The dashed rows are examples of rows associated to some eπ(j),
j > i. Note that, since p � 4k + 1, row p − 1 is not associated to any eπ(i). Let
ci = i(4k + 2) − 1 be the column coordinate of xi, i = 1, . . . , k. The columns
associated to eπ(i) are columns

Ii,j = cj − 2i + 1, Oi,j = cj − 2i, I
′
i,j = cj + 2i − 1, and O

′
i,j = cj + 2i, j = 1, . . . , k.

Fig. 1 shows the 4k columns associated to some eπ(i). I stands for “inside”, and O
for “outside”. The dashed columns are examples of columns associated to some
eπ(j), j > i. There is no overlapping between associated columns. Moreover,
columns 0, . . . , 2k and 4k2 + 4k, . . . , q − 1 are not associated columns.

Now, for i = 1, . . . , k, we define the path Pi as follows. (The construction
is illustrated on Fig. 2 where the integer displayed above an edge indicates the
order of the edge in the permutation π.)

P1 starts from node s = (0, 0) following the row U1 until it reaches column
I1,j where j = π(1). Then P1 follows I1,j downward until row 2k. At this point
P1 follows row 2k rightward until it traverses edge eπ(1). At node yj , P1 turns
down to reach row 2k +1, and follows this row leftward until column O1,j . Then
it goes upward on O1,j until row U ′

1, and finally follows this row until node (1, 0)
where it ends.

P1 P2 P3 P4

12 35 67 8 4Row 2k

(0,0) (0,q-1)
s t

Fig. 2. The path Pi’s.

Pi starts from node (2(i − 1), 0). Let l1, l2, . . . , lh be the indices l < i such
that eπ(l) is on the left of eπ(i). For instance, on Fig. 2, this sequence is 2, 1,
3, for eπ(4). Up to relabeling, one can assume, w.l.o.g., that eπ(la) is on the left
of eπ(la+1). Let j = π(i). Pi goes rightward from node (2(i − 1), 0) along row
Ui until it reaches column Ii,l1 . Then it goes downward until it reaches row Di,
and turns right. Pi follows Di until column I ′

i,l1
, and then goes upward along

that column, until it reaches row Ui. This “detour” around the edges eπ(la)’s is
repeated for each 1 � a � h. (See for instance the path P4 on Fig. 2.) More
precisely, let a ∈ {1, . . . , h}. Pi remains on Ui until it reaches column Ii,la . Then
it goes downward until it reaches row Di, and turns right. Pi follows Di until
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column I ′
i,la

, and then goes upward along that column, until it reaches row Ui

again.
After the last detour around eπ(lh), Pi goes rightward on Ui until it reaches

Ii,j . Then it goes downward on Ii,j until it reaches row 2k, and turn rightward
along that row. Pi follows row 2k until it traverses ej = eπ(i). At node yj , Pi

turns down to reach row 2k +1, and follows this row leftward until column Oi,j .
Then it goes upward on Oi,j until row U ′

i . At this point, Pi starts its journey
leftward on U ′

i , back to column 0.
More precisely, Pi follows the same shape of path as when it went rightward

from column 0 (see Fig. 2). That is, it proceeds along U ′
i but during so detours

around edges eπ(la)’s. Let a ∈ {1, . . . , h}. A detour around eπ(la) consists in
leaving U ′

i to go downward along O′
i,la

until row D′
i is reached. Then Pi follows

D′
i leftward until column Oi,la , and follows this column upward until it reaches

again U ′
i . After the last detour (i.e., the detour around eπ(l1)), Pi follows row U ′

i

until node (2i − 1, 0) where it ends.
The following two properties are satisfied:

P1. For every 1 � i � k, Pi is a simple path.
P2. For every i �= j, Pi and Pj have no node in common. More precisely, the

paths fit one into another as displayed on Fig. 3. In this figure, a < b < i < j.
Pa goes straight above e because there is no need of a detour as Pb is not
set yet. Pb traverses e. Both Pi and Pj must go around e. By construction,
since i < j, they follow different associated rows and columns and therefore
do not intersect.

Pi
Pj

Pa
Pb

e

Fig. 3. Two paths Pi and Pj do not intersect.

Now, let P be the following path from s to t:

P = P1, f1, P2, f2, . . . , Pk−1, fk−1, Pk, Q

where fi is the edge between nodes (2i − 1, 0) and (2i, 0), and Q is the simple
path from node (2k − 1, 0) to t following column 0, then row p − 1, and finally
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column q − 1. From properties P1 and P2, P is a simple path from s to t which
traverse edges ei’s in the order eπ(1), eπ(2), . . . , eπ(k).

The construction applies for any permutation π ∈ Σk. Therefore, thanks
to Lemma 1, any oblivious end-to-end communication protocol in the p × q
mesh requires headers of at least Ω(log(k!)/k) = Ω(log k) bits. Since k =
�min{p−1

4 ,
√

q
12}�, log k = Ω(log min{p, q}) which completes the proof. ��

3 Proofs of Theorems 1 and 2

3.1 Proof of Theorem 1

We use the “excluding grid” theorem of Robertson and Seymour, whose short
proofs can be found in [20,21]:

Theorem 4 (Robertson & Seymour [35]). For every integer r there is an
integer k such that every graph of tree-width at least k has an r × r mesh as
minor.

So, let us define f(r) as the smallest integer k satisfying Theorem 4. The
constructive proof of the excluding grid theorem, given in [21] shows that f(r) �
25r5 log2 r. Let τ be the tree-width of Gs,t, i.e., the graph obtained from G by
deleting every edge not on a simple path from s to t. Let r = �( 1

5 log2 τ)1/6�. By
the excluding grid theorem, Gs,t contains an r×r mesh as minor since τ � f(r).

Now, any oblivious end-to-end protocol on Gs,t requires headers of size as
least as large as those required for the r × r mesh (recall that the end-to-end
problem is closed under minor taking, as shown by Alder and Fich [1]). By The-
orem 3, the headers for r × r meshes are of size at least Ω(log r) = Ω(log log τ),
which completes the proof of Theorem 1.

Remark. Any polynomial upper bound on f(r) in r would prove a lower bound
of Ω(log τ) on the header size. So far, the best known upper bound on f(r) is
f(r) � 29r5

(cf. [36]). It is conjectured that the correct order of magnitude for
f(r) is O(r2 log r).

3.2 Proof of Theorem 2

For r � 0, and c > 0, two integers, the r × c cylinder is the graph composed of
r radial lines and c circles as shown on Fig. 4.

Theorem 5 (Robertson & Seymour [34], p. 62). If G is planar and has
no r × r cylinder as minor, then G has tree-width at most 3

2 (r2 + 2r) − 2.

It is clear that an r × r cylinder contains an r × r mesh as minor. Let
τ = tw(Gs,t), and let r = �√τ/5 � so that τ > 3

2 (r2+2r)−2. Thus, by Theorem 5,
Gs,t contains the r × r mesh as minor. Therefore the header size for end-to-end
communication in Gs,t is at least the header size for end-to-end communication
in the r × r mesh, that is at least Ω(log r) = Ω(log τ) by Theorem 3. This
completes the proof of Theorem 2.
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Fig. 4. An 8 × 3 cylinder.

4 Conclusion

This paper provides lower bounds on the header-size for arbitrary and planar
graphs. The design of matching upper bounds remains open. Note that the tree-
width of a graph G can be alternatively defined as the minimum k for which
G is a partial k-tree, i.e., a subtree of a k-tree, where k-trees are inductively
defined as follows: A clique with k + 1 nodes is a k-tree; given a k-tree T with n
nodes, a k-tree with n + 1 nodes is constructed by adding a new node x to T , x
being adjacent to every node of a k-clique of T , and non adjacent to any of the
n−k other nodes of T . This definition connects the tree-width of a graph with its
triangulation. Recall that a graph is triangulated if it contains no chordless cycle
of length greater than three. A triangulation of a graph G is then a triangulated
graph H with the same set of nodes and such that G is a subgraph of H. The
tree-width of a graph G is then the maximum size (minus one) of a clique in a
minimal triangulation of G, i.e., a triangulation of G with the minimum number
of edges. Solving the end-to-end communication problem in k-trees may be the
good way to solve the problem for arbitrary graphs, although it looks like a
challenging task.
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Abstract. This paper presents an efficient deterministic gossip algorithm for p
synchronous, crash-prone, message-passing processors. The algorithm has time
complexity T = O(log2 p) and message complexity M = O(p1+ε), for any
ε > 0. This substantially improves the message complexity of the previous best
algorithm that has M = O(p1.77), while maintaining the same time complexity.
The strength of the new algorithm is demonstrated by constructing a deterministic
algorithm for performing n tasks in this distributed setting. Previous solutions used
coordinator or check-pointing approaches, immediately incurring a work penalty
Ω(n+ f · p) for f crashes, or relied on strong communication primitives, such as
reliable broadcast, or had work too close to the trivial Θ(p ·n) bound of oblivious
algorithms. The new algorithm uses p crash-prone processors to perform n similar
and idempotent tasks so long as one processor remains active. The work of the
algorithm is W = O(n + p · min{f + 1, log3 p}) and its message complexity is
M = O(fpε + p min{f +1, log p}), for any ε > 0. This substantially improves
the work complexity of previous solutions using simple point-to-point messaging,
while “meeting or beating" the corresponding message complexity bounds. The
new algorithms use communication graphs and permutations with certain com-
binatorial properties that are shown to exist. The algorithms are correct for any
permutations, and in particular, the same expected bounds can be achieved using
random permutations.

1 Introduction

The effectiveness of distributed solutions for specific problems depends on our ability to
exploit parallelism in multiprocessor systems. Gathering and disseminating information
in distributed settings is a key element in obtaining efficient solutions for many computa-
tion problems. The gossip problem is an abstraction of information propagation activity:
given a set of processors where each processor initially has some piece of information,
called rumor, the goal is to have every processor learn each rumor.

In systems of larger scale the set of processors available to a computation may
dynamically change due to failures, due to processors being reassigned to other tasks, or
� This research was supported by the NSF Grants 9988304, 0121277, and 0311368. The work
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becoming unavailable for other reasons. Thus it is necessary to design algorithms that
combine efficient parallelism with the ability to tolerate perturbations in the computing
medium. We consider the case where synchronous processors are subject to crashes,
i.e., a processor stops and does not perform any further actions. This models both the
common failure assumption and the situation where processors are reassigned to a new
computation. In this setting, it may not be always possible to collect the rumor of a
processor that crashes, even if some other processors learned the rumor before it crashed,
since these processors may crash as well. Hence, we consider the gossip problem solved
if (a) each non-faulty processor learns the rumors of all other non-faulty processors, and
(b) for each crashed processor, all non-faulty processors either learn its rumor or learn
that the processor crashed.

In this paper we first consider the gossip problem with p processors in a synchronous
message passing system and under an adaptive adversary that can cause up to f < p
processor crashes. We present a new algorithm solving the gossip problem that obtains
a substantially better message complexity then the previous best known solution. We
demonstrate the advantage of the new algorithm by showing how to solve a standard
problem of performing work in a distributed setting. Specifically, our new gossip algo-
rithm allows us to derive a more efficient solution for the Do-All problem of Dwork,
Halpern and Waarts [7]: given p processors, perform n tasks in the presence of up to
f < p processor crashes. The Do-All problem is considered solved, when all tasks are
performed and at least one non-faulty processor knows about this.

Background and prior results. The efficiency of algorithmic solutions to the gossip
problem in synchronous message-passing models is measured in terms of time and
the number of point-to-point messages. The best deterministic solution for the gossip
problem under adaptive adversaries that cause processor crashes is due to Chlebus and
Kowalski [5]. Other work on the gossip problem in failure-prone settings dealt with
link failures or processor failures under oblivious adversaries, or considered random
failures – see the survey by Pelc [13]. A trivial solution to the gossip problem is to
have every processor send its rumor to all other processors. This requires O(1) time and
O(p2) messages. To achieve better message complexity, Chlebus and Kowalski [5] trade
computation steps for messages. Their algorithm runs in O(log2 p) time, sends O(p1.77)
point-to-point messages, and tolerates up to p − 1 crashes. They also presented a lower
bound for the gossip problem that states that the time has to be at least Ω(log p/ log log p)
in order for the message complexity to be O(p polylog p). They also showed how to use
their gossip algorithm to obtain an efficient synchronous algorithm for the consensus
problem (processors must agree on a common value).

Algorithms for the Do-All problem in the message-passing models are evaluated
according to the number of computation steps taken in performing the tasks (i.e., the
available processor steps [11]), and according to their communication efficiency. Trivial
solutions to Do-All are obtained by having each processor obliviously perform each of
the n tasks. Such solutions have work Θ(n·p) and require no communication. To achieve
better work efficiency we trade messages for computation steps.

Algorithms solving Do-All have been provided by Dwork, Halpern and Waarts [7],
by De Prisco, Mayer andYung [6], and by Galil, Mayer andYung [8]. (The analysis in [7]
uses task-oriented work that allows processors to idle.) The algorithm by Galil et al. [8]
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has work O(n + fp) and message complexity O(fpε + p min{f + 1, log p}) These
deterministic algorithms rely on single coordinators or checkpointing. Such strategies
are subject to the lower bound of Ω(n+(f +1)p) on work [6]. The solution of Chlebus et
al. [3,9] beats this lower bound by using multiple coordinators. It has work O(log f(n+
p log p/ log(p/f))) and message complexity O(n + p log p/ log(p/f) + pf) when f ≤
p/ log p, and work O(log f(n + p log p/ log log p)) and message complexity O(n +
p log p/ log log p + pf) when f > p/ log p, however it uses reliable broadcast.

We seek solutions that obtain better work and message efficiency and that use the
conventional point-to-point messaging. We see the key to such solutions in the ability to
share knowledge among processors by means that are less authoritarian than the use of
coordinators. Chlebus et al. [4] pursued such an approach and developed an algorithm
with the combined work and message complexity of O(n + p1.77), however the work
bound is still close to the quadratic bound obtained by oblivious algorithms.

An important aspect of Do-All algorithms is the sequencing of tasks. The algorithms
of Anderson and Woll [2] for the shared-memory model and of Malewicz et al. [12] for
partitionable networks use approaches that provide processors with sequences of tasks
based on permutations with certain combinatorial properties.

Contributions. Our objectives are to improve the efficiency of solutions for the gossip
problem with p processors and to demonstrate the utility of the new solution. The first
objective is achieved by providing a new solution for the gossip problem with the help
of communication over expander graphs and by using permutations with specific com-
binatorial properties. The second objective is met by using the gossip algorithm to solve
the p-processor, n-task Do-All problem using an algorithmic paradigm that does not
rely on coordinators, checkpointing, or reliable broadcast. Instead we use an approach
where processors share information using our gossip algorithm, where the point-to-point
messaging is constrained by means of a communication graph that represents a certain
subset of the edges in a complete communication network. Our approach also equips
processors with schedules of tasks based on permutations that we show to exist. Thus
the two major contributions presented in this paper are as follows:

1. We present a new algorithm for the gossip problem that for p processors has time
complexity O(log2 p) and message complexity O(p1+ε), for any ε > 0.

Our gossip algorithm substantially improves on the message complexity M =
O(p1.77) of the previously best known algorithm of Chlebus and Kowalski [5], that
has the same asymptotic time complexity.

2. We demonstrate the strength of our gossip result by presenting a new algorithm for
p processors that solves the Do-All problem with n tasks in the presence of any pattern
of f crashes (f < p) with work complexity W = O(n + p · min{f + 1, log3 p}) and
message complexity M = O(fpε + p min{f +1, log p}), for any ε > 0. The algorithm
uses our new gossip algorithm as a building block to implement information sharing.

This result improves the work complexity W = O(n+fp) of the algorithm of Galil
et al. cited earlier [8], while obtaining the same message complexity. We also improve
on the result of Chlebus et al. [4] that has W = O(n+p1.77) and M = O(p1.77). Unlike
the algorithm of Chlebus et al. [3] that has comparable work complexity but relies on
reliable broadcast, our algorithm uses simple point-to-point messaging.
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The complexity analysis of our algorithms relies on permutations that we show to
exist. The required permutations can be identified through exhaustive search, and it
is an open problem how to construct such permutations efficiently. We show that the
algorithms are correct when using arbitrary permutations, however in that case the effi-
ciency cannot be guaranteed. When using random permutations, then the time, work and
message bounds become expected bounds. Note that when using random permutations
our algorithms compare favorably to the previous randomized solutions for adaptive
adversaries [5,4].

Document structure. We define the model of computation, the problems, and com-
plexity measures in Section 2. In Section 3 we develop combinatorial tools used in the
analysis of algorithms. The new gossip algorithm and its analysis is in Section 4. In
Section 5 we give the new Do-All algorithm and its analysis. Finally, in Section 6 we
discuss future work. Complete proofs appear in the full version of the paper [10].

2 Models and Definitions

Here we define the models, the problems we consider, and the complexity measures.

Distributed setting. We consider a system consisting of p synchronous message-passing
processors; each processor has a unique identifier (pid) from the set [p] = {1, 2, . . . , p}.
We assume that p is fixed and is known to all processors. Processor activities are struc-
tured in terms of synchronous steps, each taking constant time.

Model of failures. A processor may crash at any moment and once crashed it does
not restart. We let an omniscient adversary impose failures, and we use the term failure
pattern to denote the set of crashes. A failure model F is the set of all failure patterns.
For a failure pattern F , we define its size |F | to be the number of crashes. We let f denote
the maximum number of crashes that the adversary can cause. To guarantee progress,
we assume that f < p. Formally, |F | ≤ f < p, for any F ∈ F . The processors have no
knowledge of F , |F |, or f (in particular, we require that algorithms must be correct for
any F as long as |F | < p).

Communication. We assume a known upper bound on message delays. Specifically,
each processor can send a message to any subset of processors in one step and the
message is delivered to each (non-faulty) recipient in the next step. Messages are not
corrupted and are not lost in transit. We do not assume reliable multicast: if a processor
crashes during its multicast then an arbitrary subset of the recipients gets the message.

The Gossip problem. We define the Gossip problem as follows:

Given a set of p processors, where initially each processor has a distinct piece of
information, called a rumor, the goal is for each processor to learn all the rumors in
the presence of any pattern of crashes. The following conditions must be satisfied:

(1) Correctness: (a) All non-faulty processors learn the rumors of all non-faulty
processors, (b) For every failed processor v, non-faulty processor w either knows
that v has failed, or w knows v’s rumor.
(2) Termination: Every non-faulty processor eventually terminates its protocol.
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We let Gossip(p, f) stand for the Gossip problem for p processors (and p rumors) and
any pattern of crashes F ∈ F such that |F | ≤ f < p.

Tasks. We define a task to be a computation that can be performed by any processor
in at most one time step; its execution does not dependent on any other task. The tasks
are also idempotent, i.e., executing a task many times and/or concurrently has the same
effect as executing the task once. Tasks are uniquely identified by their task identifiers
(tid) from the set T = [n]. We assume that n is fixed and is known to all processors.

The Do-All problem. We define the Do-All problem as follows:

Given a set T of n tasks, perform all tasks using p processors, in the presence of
any pattern of crashes. The following conditions must be satisfied:
(1) Correctness: All n tasks are completed and at least one processor knows this.
(2) Termination: Every non-faulty processor eventually terminates its protocol.

We let Do-All(n, p, f) stand for Do-All for n tasks, p processors, and any pattern of
crashes with |F | ≤ f < p. We consider Do-All(n, p, f) as solved when all tasks are
done and at least one processor knows about it.

Measuring efficiency. We define the measures of efficiency used in studying the com-
plexity of the Gossip and the Do-All problems. For the Gossip problem we consider
time complexity and message complexity. Time complexity is measured as the number
of parallel steps taken by the processors by the termination time, where the termination
time is defined to be the first step when the correctness condition is satisfied and at least
one (non-faulty) processor terminates its protocol.1

Definition 1. If a p-processor algorithm solves a problem in the presence of a failure
pattern F in the model F by time τ(p, F ), then its time complexity T is defined as
T (p, f) = maxF∈F, |F |≤f{τ(p, F )}.

Message complexity is measured as the total number of point-to-point messages
sent by the processors by termination time. When a processor communicates using a
multicast, its cost is the total number of point-to-point messages. For a p-processor
computation subject to a failure pattern F ∈ F , denote by Mi(p, F ) the number of
point-to-point messages sent by the processors in step i of the computation.

Definition 2. If a p-processor algorithm solves a problem in the presence of a failure
pattern F in the model F by time τ(p, F ), then its message complexity M is defined as
M(p, f) = maxF∈F, |F |≤f{

∑
i≤τ(p,F ) Mi(p, F )}.

Where message complexity M depends on the size of the problem n, we similarly
define it as M(n, p, f).

In measuring work complexity, we assume that a processor performs a unit of work
per unit of time. Note that the idling processors consume a unit of work per step. For a p-
processor, n-task computation subject to a failure pattern F ∈ F , denote by Pi(n, p, F )
the number of processors surviving step i of the computation.

1 The complexity results in this paper, except for the results in Section 5.3, also hold for a stronger
definition of the termination time that requires that each non-faulty processor terminates its
protocol.
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Definition 3. If a p-processor algorithm solves a problem of size n in the the presence
of a failure pattern F in the model F by time τ(n, p, F ), then its work W is defined as
W (n, p, f) = maxF∈F, |F |≤f{

∑
i≤τ(n,p,F ) Pi(n, p, F )}.

3 Combinatorial Tools

We now develop tools used to control the message complexity of our gossip algorithm.

Communication Graphs. We now describe communication graphs—conceptual data
structures that constrain communication patterns. Here processor v can send a message
to any processor w that v considers to be non-faulty and that is a neighbor of v according
to the communication graph. We use the following terminology and notation. Let G =
(V, E)be a (undirected) graph, with V the set of nodes (representing processors, |V | = p)
and E the set of edges. For a subgraph GQ of G induced by Q (Q ⊆ V ), we define
NG(Q) to be the subset of V consisting of all the nodes in Q and their neighbors in G.
The maximum node degree of graph G is denoted by ∆.

Let f denote a positive integer with the property that even if f nodes are removed
from V , the graph induced by the remaining nodes will guarantee “progress in commu-
nication". Let GVi be the subgraph of G induced by the sets Vi of nodes (corresponding
to processors that haven’t failed by step i). We assume that sets Vi have the following
two properties: Vi+1 ⊆ Vi and |Vi| ≥ p − f .

Intuitively “progress in communication" according to graph G is achieved if there
is at least one “good” connected component GQi of GVi , which evolves suitably with
time and satisfies the following properties: (i) the component contains “sufficiently
many" nodes so that collectively that have learned “suitably many" rumors; (ii) it has
“sufficiently small" diameter so that information can be shared among the nodes of the
component without “undue delay"; and (iii) Qi+1 ⊆ Qi to guarantee consistency of
computation. We formalize the above intuitive definition of GQi as follows:

Definition 4. Graph G = (V, E) has the Compact Chain Property CCP(p, f, ε), if:

I. The maximum degree of G is at most
(

p
p−f

)1+ε
,

II. For a given sequence V1 ⊇ . . . ⊇ Vk (V = V1), where |Vk| ≥ p − f , there is a
sequence Q1 ⊇ . . . ⊇ Qk such that for every i = 1, . . . , k:
(a) Qi ⊆ Vi, (b) |Qi| ≥ |Vi|/7, and (c) the diameter of GQi is at most 31 log p.

We prove existence of graphs satisfying CCP for some parameters.

Lemma 1. For p>2, every f<p and constant ε>0, there is a graph G of O(p) nodes
satisfying CCP(p, f, ε).

Sets of Permutations and their Properties. We deal with sets of permutations that
satisfy certain properties. These permutations are used by the processors in the gossip
algorithm to decide the subset of processors they will communicate their information
with at a given point of the computation. Consider the group St of all permutations
on set {1, . . . , t}, with the composition operation ◦, and identity et. For permutation
π = 〈π(1), . . . , π(t)〉 in St, we say that π(i) is a d-left-to-right maximum (d-lrm in
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short), if there are less than d previous elements in π of value greater than π(i), i.e.,
|{j < i : π(j) > π(i)}| < d.

Let Υ and Ψ , Υ ⊆ Ψ , be two sets containing permutations from St. For every σ in
St, let σ ◦ Υ denote the set of permutation {σ ◦ π : π ∈ Υ}. For given permutation
π, let (d)-lrm(π) denote the number of d-left-to-right maxima in π. Now we define
the notion of surfeit2. For a given Υ and permutation σ ∈ St, let (d, |Υ |)-Surf(Υ, σ)
be equal to

∑
π∈Υ (d)-lrm(σ−1 ◦ π). We then define the (d, q)-surfeit on set Ψ as

(d, q)-Surf(Ψ) = max{(d, |Υ |)-Surf(Υ, σ) : Υ ⊆ Ψ, |Υ | = q, σ ∈ St}.
We obtain the following results for (d, q)-surfeit.

Theorem 1. For a random set of p permutations Ψ from St, the event “for every positive
integers d and q ≤ p, (d, q)-Surf(Ψ) > t ln t + 10qd ln(t + p)” holds with probability
at most e−t ln t·ln(9/e2).

Using the probabilistic method [1] we obtain the following result.

Corollary 1. There is a set of p permutations Ψ from St such that, for every positive
integers d and q ≤ p, (d, q)-Surf(Ψ) ≤ t ln t + 10qd ln(t + p).

The efficiency of our gossip algorithm relies on the existence of the permutations in
the thesis of the corollary (however the algorithm is correct for any permutations).

4 The Gossip Algorithm

Our new gossiping algorithm, called Gossipε, improves on the algorithm in [5]. The
improvement are obtained by using the better properties of communication graphs de-
scribed in Lemma 1, and by using many phases instead of the two phases in [5]. The
challenges motivating our techniques are: (i) how to assure low communication during
every phase, and (ii) how to switch between phases without a “huge complexity hit".

4.1 Description of Algorithm Gossipε

Suppose constant 0 < ε < 1/3 is given. The algorithm proceeds in a loop that is repeated
until each non-faulty processor v learns either the rumor of every processor w or that
w has failed. A single iteration of the loop is called an epoch. The algorithm terminates
after 	1/ε
 − 1 epochs. Each of the first 	1/ε
 − 2 epochs consists of α log2 p phases,
where α is such that α log2 p is the smallest integer that is larger than 341 log2 p. Each
phase is divided into two stages, the update stage, and the communication stage. In the
update stage processors update their local knowledge regarding other processors’ rumor
(known/unknown) and condition (failed/operational) and in the communication stage
processors exchange their local knowledge (more momentarily). We say that processor
v heard about processor w if either v knows the rumor of w or it knows that w has failed.
Epoch 	1/ε
 − 1 is the terminating epoch where each processor sends a message to all
the processors that it haven’t heard about, requesting their rumor.

2 We will show that surfeit relates to the redundant activity in our algorithms i.e., “overdone"
activity, or literally “surfeit".
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Iterating epochs

for � = 1 to �1/ε� − 2 do
if busy is empty then

set status to idle;
neighb= {v : v ∈ active ∧ v ∈ NG�};
repeat α log2 p times

update stage;
communication stage;

Terminating epoch (�1/ε� − 1)
update stage;
if status = collector then

send 〈active, busy, rumors, call〉 to
each processor in waiting;

receive messages;
send 〈 active, busy, rumors, reply〉 to

each processor in answer;
receive messages;
update rumors;

Fig. 1. Algorithm Gossipε. Code for processor v.

The pseudocode of the algorithm is given in Figure 1 (we assume, where needed,
that every if-then has an implicit else clause containing the necessary number of no-ops
to match the length of the code in the then clause). The correctness of the algorithm is
shown in the full paper [10].

Local knowledge and Messages. Initially each processor v has its rumorv and per-
mutation πv from a set Ψ of permutations on [p], such that Ψ satisfies the thesis of
Corollary 1. Moreover, each processor v is associated with the variable statusv . Ini-
tially statusv = collector (and we say that v is a collector), meaning that v has not
heard from all processors yet. Once v hears from all other processors, then statusv is
set to informer (and we say that v is an informer), meaning that now v will inform the
other processors of its status and knowledge. When processor v learns that all non-faulty
processors w also have statusw = informer then at the beginning of the next epoch,
statusv becomes idle (and we say that v idles), meaning that v idles until termination,
but it might send responses to messages (see call-messages below).

Each processor maintains several lists and sets. We now describe the lists maintained
by processor v. List activev contains the pids of the processors that v considers to be
non-faulty. Initially, list activev contains all p pids. List busyv contains the pids of the
processors that v consider as collectors. Initially list busyv contains all pids except from
v, permuted according to πv . List waitingv contains the pids of the processors that
v did not hear from. Initially list waitingv contains all pids except from v, permuted
according to πv . List rumorsv contains pairs of the form (w, rumorw) or (w, ⊥). The
pair (w, rumorw) denotes the fact that processor v knows processor w’s rumor and
the pair (w, ⊥) means that v does not know w’s rumor, but it knows that w has failed.
Initially list rumorsv contains the pair (v, rumorv).

A processor can send a message to any other processor, but to lower the message
complexity, in some cases (see communication stage) we require processors to commu-
nicate according to a conceptual communication graph G�, � ≤ 	1/ε
 − 2, that satisfies
property CCP(p, p − p1−�ε, ε) (see Definition 4). When processor v sends a message
m to another processor w, m contains lists activev , busyv rumorsv , and the variable
type. When type = call, processor v requires an answer from processor w and we refer
to such message as a call-message. When type = reply, no answer is required—this
message is sent as a response to a call-message.
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We now present the sets maintained by processor v. Set answerv contains the pids
of the processors that v received a call-message. Initially set answerv is empty. Set
callingv contains the pids of the processors that v will send a call-message. Initially
callingv is empty. Set neighbv contains the pids of the processors that are in activev

and that according to the communication graph G�, for a given epoch �, are neighbors
of v (neighbv = {w : w ∈ activev ∧ w ∈ NG�

(v)}). Initially, neighbv contains all
neighbors of v (all nodes in NG1(v)).

Communication stage. In this stage the processors communicate in an attempt to obtain
information from other processors. This stage contains 4 sub-stages. In the first sub-
stage, every processor v that is either a collector or an informer (i.e., statusv 
= idle)
sends message 〈activev , busyv , rumorsv , call〉 to every processor in callingv . The
idle processors do not send any messages in this sub-stage. In the second sub-stage, all
processors (collectors, informers and idling) collect the information sent to by the other
processors in the previous sub-stage. Specifically, processor v collects lists activew,
busyw and rumorsw of every processor w that received a call-message from and v
inserts w in set answerv . In the third sub-stage, every processor (regardless of its status)
responds to each processor that received a call-message from. Specifically, processor v
sends message 〈activev , busyv , rumorsv , reply〉 to the processors in answerv and
empties answerv . In the fourth and final sub-stage, the processors receive the responses
to their call-messages.

Update stage. In this stage each processor v updates its local knowledge based on the
messages it received in the last communication stage. If statusv = idle, then v idles.
We now present the six update rules and their processing. Note that the rules are not
disjoint, but we apply them in the order from (r1) to (r6):
(r1) Updating busyv or rumorsv: For every processor w in callingv (i) if v is an
informer, it removes w from busyv , (ii) if v is a collector and rumorsw was included
in one of the messages that v received, then v adds the pair (w, rumorw) in rumorsv

and, (iii) if v is a collector but rumorsw was not included in one of the messages that v
received, then v adds the pair (w, ⊥) in rumorsv .
(r2) Updating rumorsv and waitingv: For every processor w in [p], (i) if (w, rumorw)
is not in rumorsv and v learns the rumor of w from some other processor that received
a message from, then v adds (w, rumorw) in rumorsv , (ii) if both (w, rumorw) and
(w, ⊥) are in rumorsv , then v removes (w, ⊥) from rumorsv , and (iii) if either of
(w, rumorw) or (w, ⊥) is in rumorsv and w is in waitingv , then v removes w from
waitingv .
(r3) Updating busyv: For every processor w in busyv , if v receives a message from
processor v′ so that w is not in busyv′ , then v removes w from busyv .
(r4) Updating activev and neighbv: For every processor w in activev (i) if w is not in
neighbv and v received a message from processor v′ so that w is not in activev′ , then
v removes w from activev , (ii) if w is in neighbv and v did not receive a message from
w, then v removes w from activev and neighbv , and (iii) if w is in callingv and v did
not receive a message from w, then v removes w from activev .
(r5) Changing status: If the size of rumorsv is equal to p and v is a collector, then v
becomes an informer.
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(r6) Updating callingv: Processor v empties callingv and (i) if v is a collector then
it updates set callingv to contain the first p(�+1)ε pids of list waitingv (or all pids of
waitingv if sizeof(waitingv) < p(�+1)ε) and all pids of set neighbv , and (ii) if v is
an informer then it updates set callingv to contain the first p(�+1)ε pids of list busyv

(or all pids of busyv if sizeof(busyv) < p(�+1)ε) and all pids of set neighbv .

Terminating epoch. Epoch 	1/ε
 − 1 is the last epoch of the algorithm. In this epoch,
each processor v updates its local information based on the messages it received in the
last communication stage of epoch 	1/ε
 − 2. If after this update processor v is still a
collector, then it sends a call-message to every processor that is in waitingv (containing
pids of the processors whose rumor v does not know or processors that failed). Then
every processor receives the call-messages sent by the other processors. Next, every
processor that received a call-message sends its local knowledge to the sender. Finally
each processor v updates rumorsv based on any received information.

4.2 Analysis of Algorithm Gossipε

For simplicity we assume that 	1/ε
 = 1/ε. Consider some set Q�, |Q�| ≥ p1−�ε, of
processors that are not idle at the beginning of epoch � and survive epoch �. Let Q′

� ⊆ Q�

be such that |Q′
�| ≥ |Q�|/7 and the diameter of the subgraph induced by Q′

� is at most
31 log p. Q′

� exists because of Lemma 1 applied to graph G� and set Q� (chains have
size 2). We let d = (31 log p + 1)p(�+1)ε. For any processor v, let callv = callingv\
neighbv . We will be referring to the call-messages sent to the processors whose pids
are in call as progress-messages.

Lemma 2. The total number of progress-messages sent by processors in Q′
� from the

beginning of epoch � until the first processor in Q′
� will have its list waiting (or list

busy) empty, is at most (d, |Q′
�|)-Surf(Ψ).

We now define an invariant, that we call I�, for � = 1, . . . , 1/ε − 2:

I�: There are at most p1−�ε non-faulty processors having status collector or
informer in any step after the end of epoch �.

Using Lemma 2 and Corollary 1 we show the following:

Lemma 3. In any execution of algorithm Gossipε, the invariant I� holds for any epoch
� = 1, . . . , 1/ε − 2.

Theorem 2. Algorithm Gossipε solves the Gossip(p, f) problem with time complexity
T = O(log2 p) and message complexity M = O(p1+3ε).

Proof. First we show the bound on time. Observe that each update and communication
stage takes O(1) time. Therefore each of the first 1/ε − 2 epochs takes O(log2 p) time.
The last epoch takes O(1) time. From this and the fact that ε is a constant, we have that
the time complexity of the algorithm is in the worse case O(log2 p). We now show the
bound on messages. From Lemma 3 we have that for every 1 ≤ � < 1/ε − 2, during
epoch � + 1 there are at most p1−�ε processors sending at most 2p(�+2)ε messages in
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every communication stage. The remaining processors are either faulty (hence they do
not send any messages) or have status idle – these processors only respond to call-
messages and their total impact on the message complexity in epoch � + 1 is at most
as large as the others. Consequently the message complexity during epoch � + 1 is at
most 4(α log2 p) · (p1−�εp(�+2)ε) ≤ 4αp1+2ε log2 p ≤ 4αp1+3ε. After epoch 1/ε − 2
there are, per I1/ε−2, at most p2ε processors having list waiting not empty. In epoch
1/ε − 1 each of these processors sends a message to at most p processors twice, hence
the message complexity in this epoch is bounded by 2p ·p2ε. From the above and the fact
that ε is a constant, we have that the message complexity of the algorithm is O(p1+3ε).

5 The Do-All Algorithm

We now put the gossip algorithm to use by constructing a new Do-All algorithm.

5.1 Description of Algorithm Doallε

The algorithm proceeds in a loop that is repeated until all the tasks are executed and all
non-faulty processors are aware of this. A single iteration of the loop is called an epoch.
Each epoch consists of β log p + 1 phases, where β > 0 is a constant integer. We show
that the algorithm is correct for any integer β > 0, but the complexity analysis of the
algorithm depends on specific values of β that we show to exist. Each phase is divided
into two stages, the work stage and the gossip stage. In the work stage processors perform
tasks, and in the gossip stage processors execute an instance of the Gossipε algorithm
to exchange information regarding completed tasks and non-faulty processors (more
details momentarily). Computation starts with epoch 1. We note that (unlike in algorithm
Gossipε) the non-faulty processors may stop executing at different steps. Hence we need
to argue about the termination decision that the processors must take. This is done in the
paragraph “Termination decision”.

The pseudocode for a phase of epoch � of the algorithm is given in Figure 2 (again
we assume that every if-then has an implicit else containing no-ops as needed). The
correctness of the algorithm is shown in the full paper [10].

Work stage
repeat T� times

if task not empty then
perform task whose id is first in task;
remove task’s id from task;

elseif task empty and done = false
then set done to true;

if task empty and done = false then
set done to true;

Gossip stage
run Gossipε/3 with rumor =(temp,proc,done);
if done = true and donew = true for all w
received rumor from then

TERMINATE;
else

update task and proc;

Fig. 2. A phase of epoch � of algorithm Doallε. Code for processor v.
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Local knowledge. Each processor v maintains a list of tasks taskv it believes not
to be done, and a list of processors procv it believes to be non-faulty. Initially taskv

= 〈1, . . . , n〉 and procv = 〈1, . . . , p〉. The processor also has a boolean variable donev ,
that describes the knowledge of v regarding the completion of the tasks. Initially donev

is set to false, and when processor v is assured that all tasks are completed donev is
set to true.

Task allocation. Each processor v is equipped with a permutation πv from a set Ψ of
permutations on [n].3 We show that the algorithm is correct for any set of permutations
on [n], but its complexity analysis depends on specific set of permutations Ψ that we
show to exist.

Initially taskv is permuted according to πv and then processor v performs tasks
according to the ordering of the tids in taskv . In the course of the computation, when
processor v learns that task z is performed (either by performing the task itself or by
obtaining this information from some other processor), it removes z from taskv while
preserving the permutation order.

Work stage. For epoch �, each work stage consists of T� =
⌈

n+p log3 p
p

2l log p

⌉
work sub-

stages. In each sub-stage, each processor v performs a task according to taskv . Hence,
in each work stage of a phase of epoch �, processor v must perform the first T� tasks of
taskv . However, if taskv becomes empty at a sub-stage prior to the T th

� sub-stage, then
v performs no-ops in the remaining sub-stages (each no-op operation takes the same
time as performing a task). Once taskv becomes empty, donev is set to true.

Gossip stage. Here processors execute algorithm Gossipε/3 using their local knowledge
as the rumor, i.e., for processor v, rumorv = (taskv , procv , donev). At the end of the
stage, each processor v updates its local knowledge based on the rumors it received. The
update rule is as follows: (a) If v does not receive the rumor of processor w, then v learns
that w has failed (guaranteed by the correctness of Gossipε/3). In this case v removes
w from procv . (b) If v receives the rumor of processor w, then it compare taskv and
procv with taskw and procw respectively and updates its lists accordingly—it removes
the tasks that w knows are already completed and the processors that w knows that have
crashed. Note that if taskv becomes empty after this update, variable donev does not
change to true. It will change in the next work stage (we do this for technical reasons).

Termination decision. We would like all non-faulty processors to learn that the tasks
are done. Hence, it would not be sufficient for a processor to terminate once the value
of its done variable is turned to true. It has to be assured that all other non-faulty
processors’ done variables are set to true as well, and then terminate. This is achieved
as follows: If processor v starts the gossip stage of a phase of epoch � with donev =
true, and all rumors it receives suggest that all other non-faulty processors know that
all tasks are done (their done variables are set to true), then processor v terminates. If
at least one processor’s done variable is set to false, then v continues to the next phase
of epoch � (or to the first phase of epoch �+1 if the previous phase was the last of epoch
�).

3 This is distinct from the set of permutation on [p] required by the gossip algorithm.
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Remark 1. In the complexity analysis of the algorithm we first assume that n ≤ p2

and then we show how to extend the analysis for the case n > p2. In order to do so, we
assume that when n > p2, before the start of algorithm Doallε, the tasks are partitioned
into n′ = p2 chunks, where each chunk contains at most 	n/p2
 tasks. In this case it is
understood that in the above description of the algorithm, n is actually n′ and when we
refer to a task we really mean a chunk of tasks.

5.2 Analysis of Algorithm Doallε

We now derive the work and message complexities for algorithm Doallε. Our analysis
is based on the following terminology. Consider phase i in epoch �. For a given failure
pattern F , let Vi(F ) denote the set of processors that are non-faulty at the beginning of
phase i. Let pi(F ) = |Vi(F )|. Let Ui(F ) denote the set of tasks z such that z is in some
list taskv , for some v ∈ Vi(F ), at the beginning of phase i. Let ui(F ) = |Ui(F )|.

Now we classify the possibilities for phase i as follows. If at the beginning of phase
i, pi(F ) > p/2�−1, we say that phase i is a majority phase. Otherwise, phase i is a
minority phase. If phase i is a minority phase and at the end of i the number of surviving
processors is less than pi(F )/2, i.e., pi+1(F ) < pi(F )/2, we say that i is an unreliable
minority phase. If pi+1(F ) ≥ pi(F )/2, we say that i is a reliable minority phase. If phase
i is a reliable minority phase and ui+1(F ) ≤ ui(F ) − 1

4pi+1(F )T�, then we say that i
is an optimal reliable minority phase (the task allocation is optimal – the same task is
performed only by a constant number of processors on average). If ui+1(F ) ≤ 3

4ui(F ),
then i is a fractional reliable minority phase (a fraction of the undone tasks is performed).
Otherwise we say that i is an unproductive reliable minority phase (not much progress is
obtained). The classification possibilities for phase i of epoch � are depicted in Figure 3.

phase i of
epoch �

“minority”

pi ≤ p
2�−1

pi > p

2�−1

“majority”

� pi+1 ≥ pi
2

“reliable”

pi+1 < pi
2

“unreliable”

�

� ui+1 ≤ ui − pi+1
4 T�

ui+1 ≤ 3ui
4

otherwise

“optimal”

“fractional”

“unproductive”

�

�

�

�

Fig. 3. Classification of a phase i of epoch �; the failure pattern F is implied.

Our goal is to choose a set Ψ of permutations such that for any failure pattern there
will be no unproductive and no majority phases. To do this we analyze sets of random
permutations, prove certain properties of our algorithm for such sets (in Lemmas 4 and 5),
and finally use the probabilistic method to obtain an existential deterministic solution.

Lemma 4. Let Q be a fixed nonempty subset of processors. Then the probability of
event “for every failure pattern F such that Vi+1(F ) ⊇ Q and ui(F ) > 0, the following
inequality holds ui(F )−ui+1(F ) ≥ min{ui(F ), |Q|T�}/4,” is at least 1−1/eΩ(|Q|T�).



Efficient Gossip and Robust Distributed Computation 237

Lemma 5. Assume n ≤ p2. There exists a constant integer β > 0 such that for every
phase i of epoch �, for any epoch �, if there is a task unperformed by the beginning
of phase i then (a) the probability that phase i is a majority phase under some failure
pattern F is at most e−Ω(p log p), and (b) the probability that phase i is a minority reliable
unproductive phase under some failure pattern F is at most e−Ω(T�).

Theorem 3. There is a set of permutations Ψ and a constant integer β > 0 such that
algorithm Doallε, using permutations from Ψ , solves the Do-All(n, p, f) problem with
work W = O(n + p log3 p) and message complexity M = O(p1+2ε).

Proof. (Sketch.) We first consider the case n ≤ p2 and then we show the result for the
case n > p2. The idea of the proof is as follows: using Lemmas 4 and 5 we reason about
the probability of a phase i of an epoch � belonging to one of the classes illustrated in
Figure 3, and about the work that phase i contributes to the total work, depending on its
classification. We then reason that a set of permutations Ψ and a constant integer β > 0
exist so that the complexity bounds are as desired. See the full paper [10] for details.

5.3 Sensitivity Training and Failure-Sensitive Analysis

We note that the complexity bounds we obtained in the previous section do not show
how the bounds depend on f , the maximum number of crashes. In fact it is possible to
subject the algorithm to “failure-sensitivity-training" and obtain better results. To do so
we slightly modify algorithm Doallε/2. We add two new epochs, called epoch −1 and
epoch 0. We call the new algorithm, algorithm Doall′

ε.
Epoch −1 of algorithm Doall′

ε is based on the check-pointing algorithm from [6],
where the check-pointing and the synchronization procedures are taken from [8]. We
refer to this algorithm as DGMY. The goal of using this algorithm in epoch −1 is to
solve Do-All with work O(n + p(f + 1)) and communication O(fpε + p min{f +
1, log p}) if number of failures is small, mainly concerning the case f ≤ log3 p. Hence
we execute DGMY only until step a · (n/p + log3 p), for some constant a such that
early-stopping condition of DGMY holds for every f ≤ log3 p. We call this execution
DGMY(a · (n/p + log3 p)).

Epoch 0 of algorithm Doall′
ε is similar to an epoch of algorithm Doallε, except

that we use a modified version of algorithm Gossipε/3, called Gossip′
ε/3 in each gossip

stage of every phase of epoch 0. Each gossip stage lasts g0 = a′ log2 p steps, for a fixed
constant a′ which depends on algorithm Gossip′

ε/3.
Algorithm Gossip′

ε/3 is obtained by adding a new epoch in Gossipε/3 and by slightly
modifying the remaining epochs of Gossipε/3. We show that Gossip′

ε/3 solves the

Gossip(p, f) problem with time complexity T = O(log2 p) and message complexity
M = O(p) when f ≤ p

log2 p
, and with T = O(log2 p) and M = O(p1+3ε/4) otherwise.

Details can be found in the full version of the paper [10].
Finally we show the following result for algorithm Doall′

ε, using Theorem 3, the
analysis of epochs −1 and 0, and the complexity of algorithm Gossip′

ε/3.

Theorem 4. There exists a set of permutations Ψ and a constant integer β > 0 such
that algorithm Doall′

ε solves the Do-All(n, p, f) problem with work W = O(n + p ·
min{f + 1, log3 p}) and message complexity M = O(fpε + p min{f + 1, log p}).
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6 Discussion and Future Work

In this paper we presented two contributions. We improved the previously best known
algorithm that solves the gossip problem for synchronous, message-passing, crash-prone
processors. Using our new gossip algorithm we developed a new algorithm for the Do-All
problem. Our algorithm achieves better work and message complexity than any previ-
ous Do-All algorithms in the same model, for the full range of crashes (f < p). Our
techniques involve the use of conceptual communication graphs and sets of permuta-
tions with specific combinatorial properties. A future direction is to investigate how to
efficiently construct permutations with the required combinatorial properties. Another
direction is to extend the techniques developed in this paper to other models, for ex-
ample, for synchronous restartable fail-stop processors. It is also interesting to consider
other distributed computing problems where the use of our efficient gossip algorithm
can lead to better results.
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Abstract. The condition-based approach for solving problems in distributed sys-
tems consists of identifying sets of input vectors, called conditions, for which
it is possible to design more efficient protocols. Recent work suggested using
the condition based approach in asynchronous systems suffering from crashes,
for solving various agreement problems [5, 9, 1, 4, 6]. This paper designs a fast
condition-based consensus protocol for synchronous systems.

1 Introduction

The consensus problem stands in the heart of distributed systems prone to failures [2].
In this problem each process proposes a value and all correct processes must agree on
one of the proposed values. It is well known that consensus cannot be solved in asyn-
chronous systems even in the presence of a single possible crash. Many ways have been
suggested to circumvent this impossibility result, such as considering a weaker prob-
lem (approximate agreement, set agreement, and randomized algorithms) or a stronger
environment (failure detectors, and partially asynchronous environment).

The condition-based approach, which is the focus of this paper, consists of iden-
tifying sets of input vectors, called conditions, for which a problem is solvable. Re-
cent work used the condition based approach in asynchronous systems suffering from
crashes, for solving consensus [5], set-agreement [9, 1], and interactive-consistency [6].
These problems were also studied in the presence of Byzantine errors [6, 4]. A corre-
lation with error correcting codes was recently found [4], where crashes correspond to
erasures, and Byzantine faults to corruption errors.

Consider, for example, the condition Cmax
d which includes only input vectors in

which the largest value appears at least d times. It is easy to solve consensus if the in-
put always belongs to Cmax

f+1 , where f is the number of processes that can crash. The
difficulty is in designing a strict consensus protocol, i.e., a protocol which also handles
inputs that do not belong to the condition. Mostefaoui et al. [5] presented a strict con-
sensus protocol which always guarantee safety (i.e., agreement and validity), however
the protocol may not terminate if the input does not belong to Cmax

f+1 . More generally,
Mostefaoui et al. defined the class of d-legal conditions and presented a generic pro-
tocol for any f + 1-legal condition. A more efficient consensus protocol for stronger
conditions was presented later [8, 7].

In synchronous systems it is well known that solving consensus requires at least f+1
rounds. This paper uses the condition-based approach in order to design a consensus
protocol which requires a smaller number of rounds. Specifically, for d-legal condi-
tions, 1 ≤ d ≤ f +1, we present a protocol which solves consensus in (f +1)−(d−1)

F.E. Fich (Ed.): DISC 2003, LNCS 2848, pp. 239−248, 2003.
 Springer-Verlag Berlin Heidelberg 2003



rounds if the input always belongs to the condition. We also present a strict consen-
sus protocol which adds an additional validation round to ensure all processes reached
agreement (we assume that 2f < n). More precisely, if the input belongs to the condi-
tion then consensus is solved in (f + 1) − (d − 1) + 1 rounds, otherwise it is solved
in f + 1 rounds.

Outline Sec. 2 presents our notation and defines the strict and non-strict variants of the
condition-based approach. Sec. 3 defines the consensus problem and describes the well-
known flood-set protocol for solving it. The non-strict consensus protocol for any d-
legal condition is presented in Sec. 4, and its strict variant in Sec. 5. Finally, open
problems and direction for future research are discussed in Sec. 6.

2 Notation

This paper assumes a standard synchronous message passing model. The number of
processes is denoted by n, and f is a bound on the number of processes that can crash
(without ever recovering). A process that did not crashed is called correct.

Definition 1 (Immediate crash). A process which crashes in the first round is said to
immediately crash. (Note that this process can still send messages in the first round to
a subset of the other processes.) Similarly, an immediate crash is a crash that occurred
in the first round.

The finite set of input values is denoted by V . We assume a default value ⊥ not in V .
Let Vn be the set of all possible vectors (of size n) with entries from V , and let V n

f be
the set of all possible vectors with entries from V ∪⊥, with at most f entries equal to ⊥.
We typically denote by I a vector in Vn and by J a vector in Vn

f .

Definition 2 (Partial view). For vectors J1, J2 ∈ Vn
f , we say that J1 is a partial view

of J2, denoted J1 ≤ J2, if for k = 1, . . . , n, J1[k] 5=⊥ ⇒ J1[k] = J2[k], i.e., J1 can
be extended into J2 by changing some of its ⊥ entries.

Definition 3 (Union of partial views). When J1, J2 ∈ Vn
f are partial views of the same

vector I , i.e., J1, J2 ≤ I , we define their union J = J1∪J2, such that for k = 1, . . . , n,

J [k] = a 5=⊥ ⇔ J1[k] = a or J2[k] = a.

Observe that Ji ≤ J ≤ I for i = 1, 2.

We define two functions:

– #x(J) = |{i | J [i] = x}|, i.e., the number of entries of J whose value is x.
– dist(J1, J2) = |{i | J1[i] 5=J2[i]}|, i.e., the Hamming distance between J1 and J2.

We assume that there is some linear ordering of V and we can define the func-
tion max : ℘(V) 3→V . Next, we assume that⊥ is the smallest value, and extend max to
handle also⊥ values. We will sometimes treat a vector J ∈ Vn

f as a set and write max(J);
Note that⊥will never be picked by max unless J = {⊥}n. By defining a lexicographic
ordering over Vn, we can extend this function to handle vectors, i.e., max : ℘(Vn) 3→
Vn. (No confusion will occur due to this overloading of the max function.)
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Definition 4 (Conditions). A condition C!⊆ Vn!is a set of input vectors.

A protocol which solves non-strict consensus [4] for a given condition C!need to
consider only input vectors in C, i.e., if the input vector does not belong to C!then no
guarantees are made on the output. In contrast the strict variant must consider every
possible input vector in Vn. In an asynchronous environment [5, 8, 9, 7, 4], a strict pro-
tocol must always guarantee safety (i.e., agreement and validity), even for input vectors
that do not belong to C, but it may not terminate. (The consequences of making other
properties more strict can be found in [5, 4], e.g., a correct process must always termi-
nate but it may sometimes decide on ⊥.) In a synchronous environment the protocol
must always terminate, and it must terminate faster for input vectors in C.

Definition 5 (d-legal conditions). A condition C!is called d-legal if there exists a map-
ping h!:!C!3→V with the following properties:

1. ∀I!∈ C !:! #h(I)(I)!≥ d,
2. ∀I1, I2!∈ C !:! h(I1)!5=!h(I2)!⇒ dist(I1, I2)!≥ d.

It was shown [5, 4] that (f!+1)-legal conditions are necessary and sufficient for solving
both strict and non-strict consensus in asynchronous systems.

An example of a d-legal condition is Cmax
d ,

Cmax
d =!{I!∈ Vn! | #max(I)(I)!≥ d},!i.e., d!occurrences of the maximum value.

The mapping h!associated with Cmax
d returns the maximal value in the vector. It is

straight forward to verify the two properties h!must have according to Def. 5.

3 Consensus Problem

In the consensus problem each process has to decide on a value (the output value), such
that the following properties holds:

Agreement: No two different values are decided by correct processes.
Termination: A correct process must decide.
Validity: The decided value is one of the proposed values.

In all the protocols in this paper, whenever a process decides it also halts. Therefore ev-
ery process that decides (whether correct or faulty) chooses the same value; this prop-
erty is called uniform agreement, and our protocols in fact solve uniform consensus.
(If processes are allowed to halt after they decided then solving consensus requires at
least t+1!rounds, whereas solving uniform consensus requires at least t+2!rounds [3],
where t!<!f!− 1 !is the number of processes that actually crashed.)

Protocol 1 describes the well-known flood-set protocol (see e.g., [2]) in which sets
of input values are iteratively flooded during d!rounds. Each process pi! represents its
set as a partial view Ji!≤ I !which is extended during d!rounds. It is well known that
after f+1!rounds all the partial views are equal and thus FloodSetf+1!solves consensus.

In order to prove our results in the next sections, we will need the following lemmas.
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Protocol 1 FloodSetd
Input: a value xi ∈ V .
Output: a decided value yi ∈ V , and a partial view Ji ∈ Vn

f .
Code for process pi:
1: Ji ← {⊥}n

2: Ji[i] ← xi // we always maintain the invariant that Ji ≤ I
3: For r = 1, . . . , d do // run for d rounds
4: Send Ji to all processes (including yourself)
5: V ← ∅ // the set of partial views received
6: Upon receiving Jj from pj do V ← V ∪ {Jj}

// update our partial view
7: Ji ← !

Jj∈V Jj

8: end For
9: yi ← max(Ji)

10: return 〈yi, Ji〉

Lemma 1. For every correct process pi, Ji ≤ I .

Proof. Observe that Ji is updated only in lines 1,2 and 7. By induction, each Jj ∈ V
satisfies Jj ≤ I , and therefore their union also satisfies

⋃
Jj∈V Jj ≤ I .

Lemma 2. Let pi be a correct process. If pj did not immediately crash then Ji[j] =
I[j], and if Ji[j] = ⊥ then pj must have immediately crashed.

Proof. If pj did not immediately crash then it must have sent its input to pi, i.e., Ji[j] =
I[j] 5=⊥.

Lemma 3. Let Ji, Jj ≤ I be two resulting partial views from running FloodSetd. Then,
if there exist I ′i, I

′
j , such that Ji ≤ I ′i , Jj ≤ I ′j , and dist(I ′i, I

′
j) ≥ k, then there were at

least k immediate crashes.

Proof. Assume by contradiction that there were less than k immediate crashes. Let S ⊆
[1, n], |S| ≥ k, be the set of indices where I ′i and I ′j differ, i.e., for every m ∈
S, I ′i[m] 5= I ′j [m]. Then, there is some m ∈ S such that pm did not immediately
crashed. From Lemma 2, if either Ji[m] = ⊥ or Jj [m] = ⊥ then pm immediately
crashed. Therefore, both Ji[m] 5=⊥ and Jj [m] 5=⊥. Since Ji, Jj ≤ I , we have
that Ji[m] = Jj [m]. Since Ji ≤ I ′i and Jj ≤ I ′j , then I ′i[m] = I ′j [m]; contradiction.

Lemma 4. If d immediate crashes occurred then after running FloodSet(f+1)−(d−1)

all the partial views are equal.

Proof. Since in the first round there were at least d immediate crashes, there could be
at most (f − d) crashes in the remaining (f − d) + 1 rounds. Therefore, there must be
a round in which no crashes occurred, after which all the partial views become equal.

In order to gain some intuition on the consensus protocols of the next sections, we
first show how to solve non-strict consensus for the specific condition Cmax

d .
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Lemma 5. Running FloodSet(f+1)−(d−1)! solves non-strict consensus for the condi-
tion Cmax

d .

Proof. It is straightforward to prove Validity and Termination in (f!+!1)!− (d!− 1)
rounds. Next we prove Agreement. Let I!∈ Cmax

d be the input vector. Then, there are at
least d!processes whose input is max(I). On the one hand, suppose that one of those d
processes did not immediately crash. Then according to Lemma 2, for every correct
process pi, we have max(I)!∈ Ji, and thus pi!decides on max(I). On the other hand,
if those d!processes did immediately crash, then according to Lemma 4, all the partial
views are equal, i.e., Ji!=!Jj , and every correct process decides on the same max(Ji).

Lemma 6. It is not possible to solve non-strict consensus for Cmax
d in less than (f!+

1)!− (d!− 1)!rounds.

Proof. Observe that, when d!=!1, Cmax
1 =!Vn, i.e., we need to solve the problem

for any possible input and therefore the known lower bound of f!+!1!rounds holds.
When d!>!1, by causing d!− 1 !of the processes with the maximal input to crash even
before they start, we returned to the general form of the problem. Specifically, after-
wards we need to solve consensus with up to f!− (d−1)!crashes for any possible input,
which cannot be done in less than (f!− (d!− 1))!+!1!rounds.

4 Non-strict Consensus Protocol

Given a d-legal condition C, and its associated mapping h!:!C!3→V (see Def. 5), the
protocol for solving non-strict consensus is presented in Protocol 2. Remember that
when the input does not belong to C!we make no guarantees on the protocol.

Protocol 2 Non-strict consensus protocol for a d-legal condition C with the mapping h :
C 3→V
Input: a value xi ∈ V .
Output: a decided value yi ∈ V , and a partial view Ji ∈ Vn

f .
Code for process pi:
1: Ji ← FloodSet(f+1)−(d−1)(xi) // Run the protocol for (f + 1)− (d− 1) rounds
2: Ei ← {I ′ ∈ C | h(I ′) ∈ Ji and Ji ≤ I ′} // Determining the set of candidate vectors
3: If Ei = ∅ then

// It must be that #⊥(Ji) ≥ d, and thus Ji = Jj for all correct processes pi, pj .
4: yi ← max(Ji)
5: else
6: I ′i ← max(Ei)
7: yi ← h(I ′i)
8: return 〈yi, Ji〉

In line 1 process i calculates its partial view Ji by running FloodSet(f+1)−(d−1).
The essence of the protocol is that Ji is either “close enough” to the input vector or that
all the partial are equal. Lines 2–7 are a deterministic procedure to select the agreed
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value yi. In line 2 we determine a set of candidate vectors from C. Each candidate I ′

must satisfy two requirements: (i) I ′ is an extension of Ji, Ji ≤ I ′, and (ii) h(I ′) ∈ Ji.
The second requirement ensures the validity of our protocol, however because of it, the
input vector I might not be a candidate. If the set of candidates is empty we will prove
that all the partial views are equal and the processes can agree on max(Ji) (lines 3–
4). Otherwise, we can deterministically select any candidate vector and agree on h(I ′i)
(lines 6–7). We note that the use of the max function in lines 4 and 6 is arbitrary; Any
other deterministic decision procedure will maintain the correctness of the protocol.

Consider, for example, the condition Cmax
2 , where the maximal value must appear

at least twice, and h returns the maximal value in a vector. Assume that f = 3, n = 5,
and V = {1, 2, 3, 4}. Suppose that we run the protocol with the input I = 〈1, 4, 4, 3, 2〉,
and process i finishes with the partial view Ji = 〈⊥,⊥,⊥, 3, 2〉. There are many exten-
sions of Ji which belong to C, e.g.,

I = 〈1, 4, 4, 3, 2〉
I ′ = 〈1, 3, 3, 3, 2〉

The set E i includes I ′ since Ji ≤ I ′ and h(I ′) = 3 ∈ Ji, but

I 5∈E i,

since h(I) = 4 5∈Ji.
In general, the fact that I 5∈E i is not surprising. Recall that we demanded that for

every I ∈ C, #h(I)(I) ≥ d. It might be the case that all those d processes crashed, and
you cannot choose h(I) because you have not seen h(I), i.e., h(I) 5∈Ji. However, we
will prove that in such a case all the partial views Ji are equal, and thus you can safely
choose max(Ji).

Theorem 1. Protocol 2 solves non-strict consensus for any d-legal condition C, i.e.,
for any input vector I ∈ C it satisfies:

Agreement No two different values are decided.
Termination A correct process decides in (f + 1)− (d− 1) rounds.
Validity The decided value is one of the proposed values, i.e., yi ∈ I .

Proof. It is straightforward to see that every correct process decides after exactly (f +
1)− (d− 1) rounds.

Next we prove Validity, i.e., yi ∈ I . From Lemma 1, we have that Ji ≤ I . On the
one hand, if E i = ∅ then yi ∈ Ji, and since yi 5=⊥ we have that yi ∈ I . On the other
hand, every I ′ ∈ E i satisfies h(I ′) ∈ Ji, and again since yi = h(I ′) 5=⊥ we have
that yi ∈ I . (Note that validity holds even when I 5∈C.)

Finally we prove Agreement. Assume by contradiction that two processes pi and pj

decided on different values yi 5=yj . Note that lines 2–8 are deterministic, i.e., if Ji =
Jj then yi = yj (which will be a contradiction). We wish to show that d processes
immediately crashed, since by applying Lemma 4, after running FloodSet(f+1)−(d−1),
we will have the contradiction that Ji = Jj .

Suppose that one of pi or pj reached line 4. W.l.o.g., assume it is pi, i.e., E i = ∅.
Since Ji ≤ I and I 5∈E i we have that h(I) 5∈Ji. From the first property of h (see
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Def. 5), #h(I)(I)!≥ d. Thus those d!entries must be ⊥ in Ji, and we have d!processes
which immediately crashed.

Now suppose that both pi!and pj! reached line 6, i.e., yi! = !h(I ′i)!and yj! = !h(I ′j).
Since the condition is d-legal we have that

h(I ′i)!5=!h(I ′j)!⇒ dist(I ′i, I
′
j)!≥ d.

Since Ji, Jj! ≤ I , Ji! ≤ I ′i , Jj! ≤ I ′j , and dist(I ′i, I
′
j)!≥ d, from Lemma 3 we know

that d!processes immediately crashed. 19

5 Strict Consensus Protocol

It was proven [5, Theorem 7.1] that in order to solve strict consensus (for a non-trivial
condition) in an asynchronous system, you must assume that 2f! < !n. Although this
is not mandatory in synchronous systems, we also assumed that 2f! < !n! in our strict
consensus protocol which is presented in Protocol 3.

This protocol amends the non-strict consensus protocol of the previous section by
adding an additional validation round. If the processes reached an agreement then the
protocol stops after running for only (f!+!1)!− (d!− 1)!+!1!rounds. Otherwise the input
does not belong to the condition, and the protocol runs for f!+!1!rounds.

The idea is to check if we reached consensus using Protocol 2, and in parallel to
continue running the basic flood-set protocol. If we reached consensus after running
Protocol 2 in line 1, then all the suggestions yi!will be equal, and all processes will reach
line 19 and terminate. However, it is possible that consensus have not been reached and
still one process will terminate in line 19 and return the value y, and another process pj

will not.
If we removed our assumption that 2f!<!n!then it is possible that pj!will decide on

a different value in line 19. But if 2f!<!n, we can be sure that y!is the majority value
among the suggestions pj!received, and pj!will reach line 21 and eventually decide on y.

Another problematic scenario is the possibility that one process pi! decides on a
majority value mi! in line 26, and another process pj! decides on the maximal value
in Jj! in line 28. To avoid this possibility, the majority value mi! is flooded to all other
processes using the Majority!message. Since we ran for f!+!1!rounds there must be
a round in which no crashes occurred. Therefore, either (i) consensus was reached in
line 1 or (ii) a Majority!message will reach pj . In both cases pj! will not decide in
line 28.

Theorem 2. When 2f!< !n, Protocol 3 solves strict consensus for any d-legal condi-
tion C, i.e., it satisfies:

Agreement No two different values are decided.
Termination A correct process decides in at most f!+!1!rounds.
Improved Termination When the input belongs to the condition, a correct process

decides in (f + 1)− (d− 1) + 1 rounds.
Validity The decided value is one of the proposed values.
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Protocol 3 Strict consensus protocol, when 2f < n, for a d-legal condition C

Input: a value xi ∈ V .
Output: a value in V .
Code for process pi:
1: 〈Ji, yi〉 ← run Protocol 2 on xi // Runs for (f + 1)− (d− 1) rounds

// yi is the suggestion of process i
2: mi ← ⊥ // The majority value among the suggestions
3: For r = 1, . . . , d− 1 do // run for d− 1 more rounds
4: If mi = ⊥ then
5: Send 〈Suggestion, Ji, yi〉 to all processes (including yourself)
6: else
7: Send 〈Majority, mi〉 to all other processes
8: V ← ∅ // the set of partial views received
9: S ← {⊥}n // the vector of suggestions received

10: Upon receiving msgj from pj do
11: If 〈Majority, mj〉 = msgj then
12: mi ← mj

13: else
14: Let 〈Suggestion, Jj , yj〉 = msgj

15: V ← V ∪ {Jj} // Collect the partial views
16: S[j] = yj // Collect the suggestions

17: If mi = ⊥ then
18: If ∃y such that: #y(S) = n−#⊥(S) then // all the values in S are equal to y
19: return y
20: else if ∃y such that: #y(S) > n

2
then // y is the majority value

21: mi ← y
22: else
23: Ji ← !

Jj∈V Jj // update our partial view
24: end For

25: If mi 0=⊥ then
26: return mi

27: else
28: return max(Ji)

246 Y. Zibin

yi or on max(Ji), the decided value is one of the proposed values.

Proof. Termination in f + 1 rounds is straight forward: we run Protocol 2 for (f +
1) − (d − 1) and then we run for d − 1 more rounds. Improved Termination is also
easy: when the input belongs to the condition, all the values yi returned from Protocol 2
are equal, and in the next round all processes will reach line 19 and terminate.

Next we prove Validity. Note that the validity proof of the non-strict version (see
Thm 1) did not use the fact that the input belongs to the condition, i.e., I ∈ C. There-
fore, after line 1, we have that yi ∈ Ji ≤ I . Since we decide either on some sugges-
tion



Agreement. Assume by contradiction that two processes pi and pj

decided on different values. It cannot be that both pi and pj decided in line 19 or 26,
because it cannot be that two different suggestions are in majority. Therefore, at least
one of pi or pj decided in line 28, w.l.o.g., assume it is pi. Note that mi = ⊥, i.e.,
no Majority message reached pi.

Suppose that some process decided in line 19 on the value y, i.e., pj only saw sug-
gestions for the value y. Then, in the same round it must be that all the other processes
saw at least ,n

2 - suggestions for y. Otherwise, the number of correct processes is less
than ,n

2 -. But that cannot be for pi, since pi decided in line 28 and mi = ⊥.
Therefore pj decided in line 26 or 28. Since both pi and pj ran for f +1 rounds, and

there are at most f crashes, there must be a round r in which no crashes occurred. If r ≤
f − d + 2, then after running Protocol 2 in line 1 all processes would reach consensus
and terminate in line 19. Therefore, r ≥ f − d + 3. In round r, all processes will have
the same set V , and therefore starting from that round we always have that Ji = Jj .
Process pj cannot decided in line 28 since Ji = Jj ⇒ max(Ji) = max(Jj). Thus, pj

decided in line 26.
It must be that pj received its Majority message exactly in the last round, since

otherwise pj would send a Majority message to pi the next round (but pi decided in
line 28 so it did not receive any Majority message). Note that a process pk can reach
line 21 only in round f − d + 3 because the number of suggestions with the majority
value can only decrease in time due to crashes. By examining Protocol 3 we can see that
there must be a series of Majority messages starting from a process pk that reached
line 21 in round f − d + 3 and ending with process pj in the last round (without ever
reaching pi). But this is a contradiction since in some round r ≥ f − d + 3 there were
no crashes. 19

6 Open Problems

This paper presented both a strict and a non-strict consensus protocol for any d-legal
condition in synchronous systems. When the input belongs to the condition, the non-
strict protocol saves d! 1 !rounds, and the strict protocol saves d! 2− − rounds. It is easy
to modify the protocols described here to solve the interactive-consistency problem in
which the processes need to agree on an equal vector (see the author website1).

We could neither prove the optimality of our algorithms nor the necessity of assum-
ing 2f!<!n!in the strict variant.

The most important problem this paper leaves open is finding classes of conditions
for which k-set agreement can be solved more efficiently. Even in asynchronous sys-
tems, except for the wait-free case [1], no necessary conditions were found. Finally,
generalizing the results for other kinds of crashes, e.g., Byzantine faults, also seems
like a worthwhile task.

1 http://www.cs.technion.ac.il/˜zyoav
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DSC/2000/028, École Polytechnique Fédérale de Lausanne, Switzerland, May 2000.

4. R. Friedman, A. Mostefaoui, S. Rajsbaum, and M. Raynal. Distributed agreement and its
relation with error-correcting codes. In Proceedings of the 16th International Symposium on
DIStributed Computing (DISC 2002), pages 63–87. Springer LNCS 2508, 2002.

5. A. Mostefaoui, S. Rajsbaum, and M. Raynal. Conditions on input vectors for consensus
solvability in asynchronous distributed systems. In Proceedings of the 33rd annual ACM
symposium on Theory of computing, pages 153–162. ACM Press, 2001.

6. A. Mostefaoui, S. Rajsbaum, and M. Raynal. Asynchronous interactive consistency and its re-
lation with error-correcting codes. In Proceedings of the 21st annual symposium on Principles
of distributed computing, pages 253–253. ACM Press, 2002.

7. A. Mostefaoui, S. Rajsbaum, M. Raynal, and M. Roy. Efficient condition-based consensus.
In Proceedings of the 8th International Colloquium on Structural Information and Communi-
cation Complexity (SIROCCO’01), pages 275–291. Carleton Univ. Press, 2001.

8. A. Mostefaoui, S. Rajsbaum, M. Raynal, and M. Roy. A hierarchy of conditions for consensus
solvability. In Proceedings of the 20th annual ACM symposium on Principles of distributed
computing, pages 151–160. ACM Press, 2001.

9. A. Mostefaoui, S. Rajsbaum, M. Raynal, and M. Roy. Condition-based protocols for set
agreement problems. In Proceedings of the 16th International Symposium on DIStributed
Computing (DISC 2002), pages 48–62. Springer LNCS 2508, 2002.

248 Y. Zibin



Using Conditions to Expedite Consensus in
Synchronous Distributed Systems

Achour Mostefaoui1, Sergio Rajsbaum2, and Michel Raynal1

1 IRISA, Campus de Beaulieu, 35042 Rennes Cedex, France
{achour,raynal}@irisa.fr
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Abstract. The condition-based approach to solve consensus has ini-
tially been developed in the context of asynchronous systems. It identifies
a class of acceptable conditions on the set of input vectors that, when sat-
isfied by the actual input vector, are exactly the conditions that allow to
solve consensus despite up to t faulty processes. This paper investigates
the use of conditions to solve consensus in synchronous systems prone
to process crash failures. It first shows that for any acceptable condition
there is a condition-based protocol solving uniform consensus that enjoys
the following property: when the input vector belongs to the condition,
it terminates in a single round if no process crashes, and in two rounds
otherwise. When the input vector does not belong to the condition, the
actual number of rounds is upper bounded by t + 1 (it actually depends
on both the crash pattern and the input vector). The paper then extends
the previous protocol to combine early decision with the condition-based
approach. It presents a general protocol that enjoys the previous prop-
erties (decision in one or two rounds) when the input vector belongs to
the condition and terminates in at most min(t + 1, f + 2) rounds when
the input vector does not belong to the condition (where f is the actual
number of faulty processes). Finally, the paper presents corresponding
matching lower bounds. It shows that acceptable conditions are the only
ones for which a consensus protocol can enjoy the previous properties.

1 Introduction

Context of the paper. The consensus problem can be informally stated as fol-
lows: each process proposes an input value and the non-faulty processes have
to decide (termination) on the same output value (agreement) that has to be
one of the proposed values (validity). Two versions of the consensus problem are
usually distinguished. They differ in the statement of the agreement property. In
the uniform consensus version, no two processes, faulty or not, can decide differ-
ently. In the non-uniform version, called consensus in the following, agreement
is required only on the non-faulty processes.

In a synchronous system, let t be the maximal number of processes that can
crash. Both consensus and uniform consensus can be solved in t + 1 rounds,
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and this is known to be a lower bound [6,17]. Then, researchers turned to early
decision and showed that in cases where the actual number of crashes in an
execution is f (0 ≤ f ≤ t), consensus can be solved in only f + 1 rounds, while
uniform consensus can be solved in min(f + 2, t + 1) rounds, and these bounds
are tight [4,5,14,18,17].

The case f = 0 is of special importance, since in practice it is often the case
that there are no failures. The previous results show that in such cases uniform
consensus can be solved in two rounds. In this paper we show that actually there
are many other situations where uniform consensus can be solved in two rounds.
Moreover, we show that a uniform consensus protocol can be tuned to terminate
in two rounds on certain combinations of input values that may be common in
practice.

In this paper we address uniform consensus because it is harder than con-
sensus, and because this case implies corresponding lower bounds for partial
synchrony models (e.g., [10,15]). However, we show that it is easy to extend our
results to consensus.

Motivation and content of the paper. In [20] we introduced the condition-based
approach to characterize the set of input vectors for which consensus can be
solved in an asynchronous system with crash failures. An input vector contains an
entry per process, each entry containing the value proposed by the corresponding
process. This approach is practically relevant when the input vectors are likely
to satisfy some condition (e.g., in some applications, more than a majority of
processes nearly always do propose the same value).

This paper investigates the use of the condition-based approach to solve
uniform consensus in the context of a synchronous system with crash failures.
The goal of the paper is to identify the conditions (i.e., sets of input vectors)
on which a decision can be made very fast, even when processes crash at every
round. That is, as mentioned earlier, it is known that for every uniform consensus
protocol there is an input vector, and an execution starting from it, that takes at
least f +2 rounds to decide. But it was not known how many rounds are needed
to terminate in other input vectors. We are interested in uniform consensus
protocols that terminate in less than f + 2 rounds in as many input vectors as
possible, even in executions with f failures. In particular, in this paper we look
for protocols that terminate in at most two rounds in as many input vectors
as possible. Roughly speaking, it turns out that we can identify all conditions
that allow for this early deciding, and there is a gap result: there is a protocol
that terminates in at most two rounds for input vectors in such a condition
independently of the actual number of faults f ; for all other input vectors f + 2
rounds are needed to decide in at least one execution.

Here are our results in more detail. We start by defining a class of conditions,
called acceptable conditions. We then show that, for any acceptable condition C,
uniform consensus can be solved in one round when the input vector is in the
condition and there is no crash, and requires only one additional round when
the input vector is in the condition and there are crashes. In the other cases, it
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requires at most t+1 rounds (the number of rounds depends on both the actual
pattern failure and input vector).

The paper then extends the protocol to get a protocol whose number of
rounds to decide depends on f instead of t. The uniform consensus protocol
merges optimally early decision and the condition-based approach to benefit
from the best of both worlds: it never requires more than min(t + 1, f + 2) for
the processes to decide (which is the known lower bound [4,14])1, and decides
in one (resp., two) round(s) when the input vector belongs to the condition and
there is no crash (resp., there are crashes).

It was not a priori clear that the combination of conditions and early decid-
ing could keep the advantages of both approaches optimally. The incremental
construction of the general protocol from the basic condition-based synchronous
protocol was not obvious as it required to enrich the early deciding part in order
to be able to terminate in two rounds when there are no failures (and the input
vector is not in the condition). The difficulty to be addressed comes from the fact
that the value decided from the vector of proposed values by the early deciding
mechanism and the value possibly decided from the condition may not be the
same. Solving this conflict without adding rounds actually requires “subtleties”
in the introduction of appropriate statements.

Finally, the paper focuses on proving matching lower bounds. It shows that
if C is the set of input vectors on which a uniform consensus protocol decides in
one (resp. two) round(s) when f = 0 (resp. f > 0), then C must be acceptable.

It is remarkable that acceptable conditions are actually the same set of condi-
tions that allow to solve consensus in asynchronous systems (i.e., correspond to
the acceptable conditions of [20]). In this sense, the paper not only presents new,
more efficient consensus protocols for synchronous systems, but also contributes
to the effort of works such as [9,13] of providing a better understanding of the
relation between synchronous and asynchronous fault-tolerant computation.

Related work. All other work on the condition based approach was done for
asynchronous systems, identifying sets of input vectors (called conditions) for
which it is possible to solve (or solve faster) a given problem, without additional
timing or failure detection assumptions2. Most work has been on the consensus
problem (e.g., [20,22]). The basic condition based approach has been general-
ized in two directions in [8]: one to cope with Byzantine process behavior, the
other to solve the more constrained problem of interactive consistency. The less
constrained problem of set agreement was studied in [1,23].

The use of fast failure detectors in synchronous distributed systems is in-
vestigated in [2]. As conditions, fast failure detectors are not necessary to solve
consensus or related problems in synchronous systems. They are used to expedite
the consensus decision. See [25] for a survey on synchronous consensus including
other failure models like omission and Byzantine failures.
1 Let us notice that the protocol terminates in only three rounds whatever the number

f > 0 of crashes, when those crashes occur before the protocol execution.
2 In contrast to protocols that are based on failure detectors or leader oracles (e.g. [3,

11,12,16,24]).
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Roadmap. The paper is made up of five sections. Section 2 presents the compu-
tation model and consensus. Section 3 introduces the condition-based approach.
Then, Section 4 presents an optimal condition-based synchronous consensus pro-
tocol. For ease of exposition this presentation is done in an incremental way:
Section 4.1 presents first a simple condition-based synchronous consensus proto-
col, and then Section 4.2 combines it with early decision. Section 5 is dedicated
to lower bounds. Due to page limitations missing proofs can be found in [21].

2 Computation Model and the Consensus Problem

The system consists of a finite set of processes, Π = {p1, . . . , pn}, that com-
municate by sending and receiving messages through channels. Every pair of
processes pi and pj is connected by a channel.

Round-Based Synchronous System. The executions consist of a sequence of
rounds identified by the successive integers 1, 2, etc. For the processes, the cur-
rent round number appears as a global variable r that they can read, and whose
progress is managed by the underlying system. A round is made up of three
consecutive phases: A send phase in which each process sends messages; A re-
ceive phase in which each process receives messages sent in the same round; A
computation phase during which each process processes the messages it received
during that round and executes local computation.

Failure Model. The underlying communication system is assumed to be failure-
free: there is no creation, alteration, loss or duplication of message. A process
is faulty during an execution if it prematurely stops its execution (crash). After
it has crashed, a process does nothing. If a process crashes in the middle of
a sending phase, only the subset of the messages it sent before it crashed will
actually be sent. A correct process is a process that is not faulty. At most t
processes may be faulty in an execution, and f is the actual number of faulty
processes during an execution (0 ≤ f ≤ t and 1 ≤ t < n).

The Consensus Problem. Each process pi proposes a value vi and all correct
processes have to decide on a value v, such that the following three properties
are satisfied:
- Termination: Every correct process eventually decides.
- Validity: If a process decides v, then v was proposed by some process.
- Agreement: No two correct processes decide different values.

Notice that the agreement property allows a correct process to decide
differently from a faulty process. Uniform Consensus is defined by the previous
Termination and Validity properties plus the following Agreement property:
- Uniform Agreement: No two (correct or not) processes decide different values.

In the following V denotes the set of values that can be proposed by the processes.
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3 The Condition-Based Approach

The condition-based approach has been introduced in the context of asyn-
chronous systems prone to process crashes in [20], where conditions C that make
the consensus problem solvable despite up to t faulty processes were studied. In
a synchronous model consensus is solvable for any condition, since it is solvable
for all input vectors. But if the condition allows all input vectors, t + 1 rounds
are necessary to solve consensus. We are interested in conditions that allow to
solve consensus in two rounds.

3.1 Principles and Notation

An input vector is a size n vector, whose i-th entry contains the value proposed
by pi, or ⊥ if pi did not take any step in the execution (⊥ denotes a default value
such that ⊥ /∈ V). We usually denote with I an input vector with all entries in
V, and with J an input vector that may have some entries equal to ⊥. As (by
assumption) at most t processes can crash, we consider only input vectors J
with at most t entries equal to ⊥, called views. Let Vn be the set of all possible
input vectors with all entries in V, and Vn

t be the set of all possible input vectors
with all entries in V ∪ {⊥} and at most t entries equal to ⊥. Thus, when we
consider the consensus problem in a system where up to t processes can crash,
every vector J ∈ Vn

t is a possible input vector. For I ∈ Vn, let It be the set
of possible views, i.e., the set of all input vectors J such that J is equal to I
except for at most t entries that are equal to ⊥. We call a set C, C ⊆ Vn, a
condition. Let Ct be the union of the It’s over all I ∈ C. Every vector in Ct is
a possible input vector of the condition. For vectors J1, J2 ∈ Vn

t , J1 ≤ J2 if
∀k : J1[k] �= ⊥ ⇒ J1[k] = J2[k], and we say that J2 contains J1, or J1 can be
extended to J2. Finally, #a(J) denotes the number of occurrences of a value a
in the vector J , with a ∈ V ∪ {⊥}.

3.2 Acceptable Conditions

The conditions that allow to solve consensus in an asynchronous system3

are identified in [20], and called acceptable. For the purposes of designing a
consensus protocol it was convenient to define an acceptable condition in terms
of three properties that should be satisfied by a predicate P and a deterministic
function S. A consensus protocol is instantiated with P and S. Intuitively, the
predicate P allows a process pi to test if the input vector can belong to the
condition; thus, P returns true at least for all those input vectors J such that
J ∈ It for I ∈ C (property TC→P ). The second property (VP→S) is related
to validity: a decided value has been proposed. The third property (AP→S)
concerns agreement: if two processes pi and pj get views J1 and J2, one an
extension of the other, and both in the condition, these processes can decide
the same value, which should be in both J1 and J2. More precisely,
3 Not all conditions have this property; there is no solution for C = Vn, due to the

FLP impossibility result of [7].
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- Property TC→P :
I ∈ C ⇒ ∀J ∈ It : P (J). (Or equivalently, ∀J ∈ Ct : P (J).)

- Property VP→S :
∀I ∈ Vn : ∀J ∈ It : P (J) ⇒ S(J)= a non-⊥ value of J (determ. chosen).

- Property AP→S :
∀I ∈ Vn : ∀J1, J2 ∈ It: P (J1) ∧ P (J2) ∧ (J1 ≤ J2) ⇒ S(J1) = S(J2).

Definition 1. [20] A condition C is t-acceptable if there exist a predicate P
and a function S satisfying the properties TC→P , AP→S and VP→S.

Theorem 1. [20] A condition C allows to solve consensus in an asynchronous
system prone to up to t process crashes if and only if it is t-acceptable.

3.3 Example of a Condition

Two natural conditions have been introduced in [20]. A general method to define
linear conditions is described in [22]. By way of example, we present here the
condition C1. Let max(I) denote the greatest non-⊥ value of an input vector I,
and #a(I) be the number of times a occurs in I.

(I ∈ C1)
def
= [ a = max(I) ⇒ #a(I) > t ].

It is shown in [20] that C1 is t-acceptable with the following predicate P and func-
tion S: P1(J) ≡ a =max(J) ⇒ #a(J) > t − #⊥(J), and S1(J) =max(J).
So, [20] shows that when at least t + 1 entries of every input vector are equal to
its greatest entry, then consensus can be solved despite up to t process crashes
in an asynchronous system.

4 Condition-Based Consensus in Synchronous Systems

In the following, we consider a predicate P and function S associated with some t-
acceptable condition C, as in Definition 1. We present two synchronous protocols
that solve uniform consensus, and in addition terminate in at most two rounds
for inputs in C. Both terminate in at most t + 1 rounds. The second is an
early-deciding extension of the first. For each t-acceptable C, the protocols are
instantiated with corresponding P and S. Some of the proofs are omited for lack
of space, and appear in [21].

4.1 A Condition-Based Protocol for Synchronous Systems

The protocol. Figure 1 presents a uniform consensus protocol for C that termi-
nates in at most t + 1 rounds. Each process pi maintains an array Vi keeping
its view of the proposed input vector, a variable wi to store the value decided
from the condition (if any), and a boolean flagCi indicating if the decided value
has to be the one determined from the condition. The other local variables of



Using Conditions to Expedite Consensus 255

pi (newi, rec fromi[j] and Wi) are auxiliary variables related to the content of
messages sent and received during each round.

During each round r (1 ≤ r ≤ t + 1, lines 102-116), pi first sends to every
process all the proposed values it has learnt during the previous round, plus
the current value of wi (line 104). It is important that, during a sending phase,
each pi sends first to p1, then to p2, then to p3, etc. This guarantees that, at
any round, if neither pk nor p� have crashed, the views Vk and V� are such that
k ≤ � ⇒ V� ≤ Vk (see Lemma 1)4.

The protocol relies on the following principle: as soon as a process pi sees
a value wi = v obtained from the condition, either directly at the first round
(line 112) or indirectly from another process at a later round (line 113), it sets
its flag flagCi (line 115) in order to decide at the next round (line 105). So, if
pi decides at line 105, it has previously sent wi(= v) to all processes (line 104),
thereby guaranteeing the propagation of the value v (to get uniform agreement).

If pi does not decide at line 105 (notice that this is always the case at the first
round), it first increases its knowledge of the input vector by updating its view
Vi according to the proposed values it learns during that round (lines 108-111).
Then, the behavior of pi depends on the round number:
- If r = 1 (line 112), pi tests if its view can be obtained from a vector of the
condition (i.e., “does Vi belong to Ct?”) by evaluating P (Vi). If this is the case, it
sets wi to the decision value determined from the condition, i.e., S(Vi). Moreover,
pi also tests if its view Vi is full (i.e., all its entries contain non-⊥ values). If this
is the case, pi early decides as it then knows that the view Vj obtained by any
other process pj (be that view Vj be full or not) is such that P (Vj) is true. It
follows that the processes decide in one round when the input vector belongs to
the condition and there are no failures
- If r > 1 ∧ wi = ⊥, then, if pi has heard from another process that there is a
decision value v determined from the condition, then it adopts it (line 113).

It is relatively easy to see that the protocol terminates in two rounds when
the input vector I belongs to the condition C, whatever the actual number f of
failures. When I /∈ C, the number of rounds depends on the failure pattern and
the fact that some processes pi get a view Vi such that P (Vi) is satisfied. As soon
as a process pi gets such a view, it computes v = S(Vi) and if a correct process
pj gets v during a round r, pj terminates at r + 1, and no process terminates
after r + 2. If no process gets such a view, then all correct processes terminate
at round t + 1. In that case a process pi decides min(Vi) (⊥ is assumed to be
greater than any proposed value).

The reader can notice that if we suppress from the protocol all the parts
concerned by the condition, i.e., we suppress flagCi, the value wi in the messages
that are sent, lines 107-105 and 112-115, and keep only the statement return
min(Vi) at line 117, we get the well-known flood set protocol [18].

A remark is now in order: while a process pi could test P (Vi) at every round
(provided that wi = ⊥), it does it only during the first round. This is because
the view of a process can only increase as the round number progresses, so if

4 This containment property is obtained in asynchronous systems using snapshots [20].
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P (Vk) is not true during the first round, it would not become true in a later
round.

Function CB Consensus(vi)

(101) Vi ← [⊥, . . . ,⊥]; newi ← {(vi, i)}; wi ← ⊥; flagCi ← f alse;
(102) when r = 1, 2, . . . , t + 1 do
(103) begin round
(104) send (newi, wi) to p1, . . . , pn in that order;
(105) if flagCi then return (wi) end if;
(106) let rec fromi[j]= newj set received from pj (if any), otherwise ∅;
(107) let Wi= set of wj values received; % Wi = {v} or {⊥} or{v,⊥} %
(108) newi ← ∅;
(109) for each j do for each (x, k) ∈ rec fromi[j] do
(110) if (Vi[k] = ⊥) then Vi[k]← x; newi ← newi ∪ {(x, k)} end if
(111) end do end do;
(112) case (r = 1) : if P (Vi) then wi ← S(Vi);

if (⊥ �∈ Vi) then return (wi) end if
end if

(113) (r > 1) : if
(
wi = ⊥ ∧ (v �= ⊥ ∈Wi)

)
then wi ← v end if

(114) end case;
(115) if (wi �= ⊥) then flagCi ← true end if
(116) end round;
(117) if flagCi then return (wi) else return (min(Vi)) end if

Fig. 1. A Synchronous Condition-Based Uniform Consensus Protocol

If we are interested only in the consensus problem (instead of uniform con-
sensus), the protocol can easily be modified to save one round (when we consider
the round r > 1 during which a process decides): pi can decide as soon as it sets
its flag flagCi (line 115), and terminates one round later when it sees its flag is
up (line 105).

Proof of the Protocol. The proof assumes that the considered condition C is
t-acceptable and that there are no more than t process crashes. The following
notation is used: UPr denotes the set of processes that have not crashed by the
end of r, V r

i denotes the value of Vi at the end of r, and wr
i denotes value of wi

at the end of r.

Lemma 1. (Containment) ∀r ≥ 1 : ∀pi, pj ∈ UPr : i < j ⇒ V r
j ≤ V r

i .

Proof Let us first observe that an entry k of any array Vi is initially equal to ⊥,
and then it can only be equal to vk (the value proposed by pk). This comes from
lines 109-111 and the fact that, as far as the update of an array Vi is concerned,
messages carry pairs made up of a proposed value and the identity of the process
that proposed it.
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Let pi and pj be two processes that have not crashed by the end of round r,
such that i < j. Let V r

j [k] = v �= ⊥. We have to show that V r
i [k] = v. Due to

the initialization of the V arrays (line 101), V r
j [k] = v �= ⊥ implies that pj has

received (during a round 1 ≤ r′ ≤ r) from some process p� a message carrying
the pair (v, k). During r′, before p� sent such a message to pj , it previously sent
the same message to pi because, due to i < j, a message is first sent to pi and
only then to pj . As messages are not lost, pi received that message by the end
of the round r′, and consequently V r

i [k] = v. �Lemma 1

Lemma 2. ∀pi, pj ∈ UP1 : P (V 1
i ) ∧ P (V 1

j ) ⇒ S(V 1
i ) = S(V 1

j ).

Proof Let us first observe that, as the condition C is t-acceptable, the property
AP→S is satisfied, i.e., we have ∀I ∈ Vn : ∀J1, J2 ∈ It: P (J1) ∧ P (J2) ∧ (J1 ≤
J2) ⇒ S(J1) = S(J2). Moreover, due to Lemma 1, we have V 1

j ≤ V 1
i , assuming

w.l.o.g. i < j. We immediately conclude S(V 1
i ) = S(V 1

j ) from AP→S . �Lemma 2

Theorem 2. The protocol in Figure 1 solves the uniform consensus problem.

Proof The proof of the Termination and Validity properties can be found in [21].
We focus here on the Uniform agreement property. Let pi and pj two processes
that decide. Each decides by executing either return (wi) at line 105, 112 or 117,
or return (min(Vi)) at line 117. We consider three cases.
- Case 1: pi and pj execute return (wi) and return (wj), respectively. In that case,
as we have previously seen in the proof of the validity property, there are pk and
p� such that P (V 1

k ) and P (V 1
� ) were satisfied and wi = S(V 1

k ) and wj = S(V 1
� ).

It then follows from Lemma 2 that S(V 1
k ) = S(V 1

� ), from which we conclude
wi = wj .
- Case 2: pi and pj execute return (wi) and return (min(Vj)), respectively. We
show that this case cannot occur. Let r be the first round during which a process
pi executes return (wi). We consider the following four subcases:

– r = 1 and pi decides at line 112 by executing return (wi). In that case,
V 1

i is exactly the input vector (without ⊥ entries), and it belongs to the
condition C. It follows that, due to the TC→P property, the view V 1

j of any
other process is such that V 1

j ≤ V 1
i and (since V 1

i belongs to the condition)
P (V 1

j ) is satisfied. Moreover, due to the AP→S property, we have S(V 1
j ) =

S(V 1
i ). Lastly, if pj does not decide at line 112, it sets flagCj to true, and

consequently will not decide by executing return (min(Vj)) at line 117.
– r < t + 1: In that case, pi decides at line 105, and before deciding it sets

flagCi to true during r − 1 (let us notice that, due to the initial value of
wi and line 115 we can conclude that such a round r − 1 does exist). This
means that during the sending phase of round r, pi has sent wi �= ⊥ to all
processes. It follows that the processes pj that have not crashed by the end
of r have wj �= ⊥. So, they set their flag flagCj during r, and consequently
cannot decide min(Vj). (From then on they can only decide by executing
return (wi), and then Case 1 applies.)
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– r = t + 1 and pi decides at line 105. This case is similar to the previous one
(pi sets flagCi to true during r − 1 and disseminates wi to all processes at
the beginning of r).

– r = t+1 and pi executes return (wi) at line 117. In that case, pi updated wi

from ⊥ to some value v �= ⊥ at round t+1. That value v has been computed
by some process p� during the first round. We have: w1

i = ⊥ and w1
� = v,

from which we can conclude that V 1
i �= V 1

� . Because pi and p� did not get the
same view during the first round we can conclude that at least one process
(say pk) crashed during the first round.
As pi receives v only during the round t+1, it follows that from p� included
(that computed v during the first round) to pi excluded, the value v has
been forwarded by t distinct processes. When we consider (1) the set made
up of those t processes plus pk, and (2) the fact that at most t processes
can be faulty, it follows that one of the t processes that forwarded v is
correct (actually that process is the last one of the chain of the forwarding
processes). Hence, that process sent v to all processes. It follows that if a
process pj has not decided before t+1, it has its flagCj set to true at t+1,
and consequently cannot execute return (min(Vj)).

- Case 3: pi executes return (min(Vi)). In that case, due to the Case 2 impos-
sibility, it follows that no process pk executes return (wk). It also follows that
all the processes that decide do it at the end of round t + 1. In that case, the
behavior of the protocol is the same as the one of the classic flood set protocol
where all processes pi that decide do it at round t + 1 and have then the same
array Vi at that round. (A proof of the flood set protocol can be found in [18].)

�Theorem 2

Theorem 3. Consider the protocol described in Figure 1 for condition C, and
let I be an input vector. (1) If I ∈ C decision is reached in one round if there is
no failure, and in at most two rounds otherwise. (2) If I �∈ C and a process pi

has a view in Ct and does not crash by the end of the second round, pi decides
during the second round and any other process pj decides at the latest during
the third round (whatever the failure pattern). (3) A process always executes at
most t + 1 rounds.

4.2 Combining Early Decision and Conditions

The previous consensus protocol has a “very early decision” flavor in the sense
that a process pi that, during the first round, gets a view belonging to Ct, can
decide by the end of the second round (and during the first round if additionally
V 1

i does not contain ⊥). But, except for the first round, the design of this protocol
does not consider the fact that the number f of actual crashes can be less than
t. It is known that the round complexity of early deciding uniform consensus is
min(f +2, t+1) [4]. Here we extend the previous protocol to get a protocol that
benefits from the best of both worlds: a protocol that decides as early as possible
(1) when the input vector belongs to the condition, or (2) when few processes
crash.
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The protocol. A protocol combining condition and early decision is presented in
Figure 2. It is built from the protocol described in Figure 1, by the addition of
a few statements. To make those new statements visible at a glance, they have
been put inside boxes in the figure. Basically, these statements manage at each
process pi a new flag (flagEDi) and a set variable (Ri[r]) that represents the
set of processes from which pi has received messages during the round r.

The flagEDi local variable is set to true as soon as there are two consecutive
rounds (after the first round) during which pi has received messages from the
same set of processes (line 215), i.e., when Ri[r − 1] = Ri[r] [17]. The setting of
flagEDi to true is motivated by the following observation. Assuming r > 1, let
us notice that Ri[r − 1] ⊇ UPr−1 ⊇ Ri[r] (let us remind that UPr−1 denotes
the set of processes that are not crashed at the end of the round r − 1, or
equivalently not crashed at the beginning of r). So, Ri[r −1] = Ri[r] means that
Ri[r − 1] = UPr−1 = Ri[r], from which pi can conclude that it has received
a message from all the processes that were not crashed at the beginning of r.
Consequently, Ri[r − 1] = Ri[r] allows pi to conclude that it knows “all” that
was known at the beginning of r: it cannot learn more on the values proposed
by the processes or the value v that could be decided from the condition.

As we can see at lines 205, 215 and 217, the protocol gives priority to flagCi

with respect to flagEDi; both in the order these flags are set, and in the order
they are read to decide. More precisely, a process pi checks first flagCi to decide,
and only then flagEDi (see lines 205 and 217). In that sense, the protocol gives
priority to the early decision due to the condition with respect to the early
decision due to the pattern failure. More generally, when we consider a protocol
merging condition and early decision due to the failure pattern, each process pi

has two inputs:

– The first one is the value it proposes, namely vi. That value is implicitly
defined at round 0.

– The second one is the value wi. That value is explicitly computed during the
first round.

So, for each process, the pair made up of both of those inputs is not determined
before the end of the first round. This means that, only from r = 2, pi can
conclude from Ri[r − 1] = Ri[r] that it knows not only all the proposed values
that can be known, but also the value decided from the condition (if any). This
motivates the test r > 1 in the “else” part of the statement of line 215.

A crucial issue of an early deciding protocol is to allow the processes to
decide in min(t + 1, f + 2) rounds in the worst case (e.g., in two rounds when
there is no failure)5. But, in our case, this has not to be done in contradiction
with the value possibly decided from the condition. Preventing such a conflict,
while maintaining the min(t + 1, f + 2) lower bound, is done at line 205. First
the priority is given to the value decided from the condition if any (test of
flagCi). Then, if both flagCi and flagEDi are false, a process checks if it has
5 Considering the protocol without the condition Ri[r] ≥ n− r + 2 at line 205 gives a

protocol terminating in at most min(t + 1, f + 3) when I /∈ C.
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Function ED CB Consensus(vi)

(201)Vi ← [⊥, . . . ,⊥]; newi ← {(vi, i)}; wi ← ⊥; flagCi ← f alse;
flagEDi ← f alse;

(202)when r = 1, 2, . . . , t + 1 do
(203)begin round
(204) send (newi, wi) to p1, . . . , pn in that order;

let Ri[r] = set of processes from which pi received messages during r;
(205) if flagCi then return (wi) else

if
(
flagEDi ∨ |Ri[r]| ≥ n− r + 2

)
then return (min(Vi)) end if

end if;
(206) let rec fromi[j] = newj set received from pj (if any), otherwise ∅;
(207) let Wi = set of wj values received; % Wi = {v} or {⊥} or{v,⊥} %
(208) newi ← ∅;
(209) for each j do for each (x, k) ∈ rec fromi[j] do
(210) if (Vi[k] = ⊥) then Vi[k]← x; newi ← newi ∪ {(x, k)} end if
(211) end do end do;
(212) case (r = 1) : if P (Vi) then wi ← S(Vi);

if (⊥ �∈ Vi) then return (wi) end if
end if

(213) (r > 1) : if
(
wi = ⊥ ∧ (v �= ⊥ ∈Wi) then wi ← v end if

(214) end case;
(215) if (wi �= ⊥) then flagCi ← true else

if
(
(r > 1) ∧ (Ri[r − 1] = Ri[r]

)
then flagEDi ← true end if

end if
(216)end round;
(217) if flagCi then return (wi) else return (min(Vi)) end if

Fig. 2. A Synchronous Early Deciding Condition-Based Uniform Consensus Protocol

received messages from at least n − r + 2 processes (this test is underlined in
the box of line 205). If this is the case, pi decides from the early deciding point
of view by executing return (min(Vi)). The intuition behind the underlined test
is the following. If there are exactly f crashes (notice those can span f different
rounds), we do have |Ri[r]| ≥ n − f at any round r and for any pi (not crashed
at r), from which we can conclude that, at the latest at r = f + 2, we have
Ri[r] ≥ n − r + 2. Using this test to direct a process to decide ensures that no
process will decide after the round f + 2. Interestingly, as shown by the proof of
the protocol, the way the tests are sequenced at line 205 enjoys the nice property
not to entail a conflict between the value possibly decided from the condition by a
process pi (because flagCi is true) and the value decided from the early decision
mechanism by another process pj (because flagEDj ∨Rj [r] ≥ n− r +2 is true):
at any round r, if both the conditions flagCi and (flagEDj ∨Rj [r] ≥ n− r +2)
are simultaneously true, then flagCj is also true.
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Theorem 4. The protocol in Figure 2 solves the uniform consensus problem.

Theorem 5. Consider the protocol described in Figure 2 for condition C, and let
I be an input vector. (1) If I ∈ C decision is reached in one round if f = 0, and in
at most two rounds otherwise. (2) If I �∈ C and a process pi has a view in Ct and
does not crash by the end of the second round, pi decides during the second round
and any other process pj decides at the latest during the third round (whatever
the failure pattern). (3) A process always executes at most min(t + 1, f + 2)
rounds.

Remark. Concerning the min(t+1, f +2) lower bound a remark is now in order.
Only the underlined test (namely, |Ri[r]| ≥ n−r+2) is actually used to prove that
the protocol meets the lower bound. The flagEDi is not necessary to establish
it. So, an interesting question is “Why to use the flagEDi local variables?” The
answer is simple: the flagEDi variable allows pi to decide “as early as possible”,
while the underlined test allows it not to bypass the lower bound. To be more
explicit, let us consider the case where f ≥ 1 processes crash before the protocol
execution (and no process crashes later during the execution). In that case, using
only the |Ri[r]| ≥ n − r + 2 test would delay the processes to decide at round
f + 2. The use of the flagEDi boolean allows a process pi to decide by the end
of the third round.

5 Lower Bound

Considering any given uniform consensus protocol, this section proves a lower
bound theorem corresponding to Theorem 5. The proof technique is similar to
the one used in [14] (which is based on [19]), but extended to t failures (as
opposed to one failure).

Theorem 6. (1) Let C be a set of input vectors for which a protocol always
decides in one round when there are no failures. Then, C is (t − 1)-acceptable.
(2) Let C be a set of input vectors for which a protocol decides in at most two
rounds when there are failures. Then, C is (t − 1)-acceptable.

Proof We prove part (1) by defining P and S satisfying the acceptability
definition. Part (2) is similar and deferred to the full version. First, P is defined
to be true for ∀J ∈ Ct. For an input vector I ∈ C, let S(I) be the value decided
in one round by the processes when there are no failures. From the Validity
property it folows that S(I) is a non-⊥ value from I, and Property VP→S holds.
Consider an input vector J , J ≤ I, with #⊥(J) ≤ t − 1, i.e., J ∈ It−1. Let Q
be the set of processes with ⊥ entries in J . Let pi be the process outside of Q
with smallest index i. Consider an execution starting in I where the processes of
Q fail in the first round and send a message only to pi (in addition to perhaps
processes of Q), pi fails in the second round (which is possible since |Q| < t),
and does not send any messages in that round, and these are the only failures.
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Thus, pi is the only one (outside of Q) that knows the input values of processes
in Q, and fails before being able to announce them to other processes. Since pi

receives messages from all processes in the first round, it still decides S(I) at the
end of the first round. Each correct process must eventually decide (Termination
requirement), and the correct processes must decide S(I) (Uniform Agreement).
But these processes do not hear from processes in Q so they would behave the
same in an execution starting from J where pi fails at the beginning of the second
round. That is, they decide S(I) which must be in J from the Validity property.
Thus, we can define S(J) to be equal to S(I) and satisfy both Property VP→S

and Property AP→S . �Theorem 6

It follows that the set of t-acceptable conditions is the largest set of conditions
that allow a protocol to terminate in one (two) round(s) when the input vector
belongs to the condition and f = 0 (f > 0).
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Tight Bounds on Early Local Decisions in
Uniform Consensus
(Extended Abstract)�

Partha Dutta, Rachid Guerraoui, and Bastian Pochon
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Abstract. When devising a uniform consensus algorithm, it is common
to minimize the time complexity of global decisions, which is typically
measured as the number of communication rounds needed for all cor-
rect processes to decide. In practice, what we might want to minimize
is the time complexity of local decisions, which we define as the number
of communication rounds needed for at least one correct process to de-
cide. We investigate tight bounds on uniform consensus local decisions
in crash-stop message-passing models where at most t processes may fail
in any given run.
In the synchronous model, we show that any uniform consensus algorithm
has (1) a run in which at most f ≤ t − 1 processes crash such that
no correct process decides before round f + 1 in that run, and (2) a
run in which at most f ≤ t − 3 processes crash such that at most one
correct process decides before round f +2 in that run. We show that the
above lower bounds are tight by pointing out a simple uniform consensus
algorithm.
In the eventually synchronous model, we show that any uniform consen-
sus algorithm has a synchronous run in which at most f ≤ t−3 processes
crash such that no correct process decides before round f +2 in that run.
We present a new uniform consensus algorithm that globally decides in
f + 2 rounds in every synchronous run in which at most f processes
crash. Thus the local and the global decision tight bounds are the same
for synchronous runs of the eventually synchronous model.

1 Introduction

Motivation. Determining how long it takes to reach uniform consensus [11, 16]
among a set of processes is an important question in distributed computing. For
instance, the performance of a replicated system is impacted by the performance
of the underlying uniform consensus service used to ensure that the replica pro-
cesses agree on the same order to deliver client requests [15]. Traditionally, lower
bounds on the time complexity of uniform consensus have been stated in terms of
the number of communication rounds (also called communication steps) needed
� This work is partially supported by the Swiss National Science Foundation (project
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for all correct processes to decide [8,3,13] (i.e., global decision), or even halt [4],
possibly as a function of the number of failures f that actually occur, out of the
total number t of failures that are tolerated.

From a practical perspective, what we might sometimes want to measure
and optimize, is the number of rounds needed for at least one correct process
to decide, i.e., for a local decision. Indeed, a replicated service can respond to
its clients as soon as a single replica decides on a reply and knows that other
replicas will reach the same decision (even if they did not decide yet).

Background. We consider two message-passing crash-stop models where com-
munication among a set of n processes proceed by exchanging messages in a
round by round manner: (1) the well-known synchronous model [14] and (2) an
eventually synchronous model. In any run, at most t processes might fail, and
they can only do so by crashing. In a given run, if a process crashes in that run,
it is called faulty; otherwise, it is correct.

In the synchronous model, the f +2 round global decision lower bound states
the following: for every f ≤ t − 2, any uniform consensus algorithm has a run in
which at most f processes crash such that some correct process decides in round
f + 2 or in a higher round in that run [3, 13]. In other words, for all correct
processes to decide, we need at least f + 2 rounds. However, a global decision
lower bound does not say whether some correct process can decide before round
f + 2 in every run with f crashes, and if yes, how many processes may actually
do so.1

In the eventually synchronous model, we know from [9] that for every f ≤ t,
any uniform consensus algorithm has a run in which at most f processes crash
such that processes decide after arbitrarily large number of rounds in that run
(because the run may remain “asynchronous” for an arbitrary number of rounds).
However, if we focus on the synchronous runs of any algorithm (i.e., the runs
which are “synchronous” from the very beginning) we can bound the number of
rounds required for processes to decide. In fact it is easy to see that the f + 2
round global decision lower bound in synchronous model immediately extends
to synchronous runs of the algorithms in the eventually synchronous model.
However, unlike the synchronous model, devising an algorithm that matches the
f + 2 round global decision lower bound has been an open problem [5,12].

Contributions. This paper first shows that, in the synchronous model, the local
decision tight bound is f +1. In other words, for every f ≤ t−1, (1) any uniform
consensus algorithm has a run in which at most f processes crash such that no
correct process decides in a round lower than f +1 in that run, and (2) there is a
uniform consensus algorithm such that in every run in which at most f processes
crash, some correct process decides by round f + 1.

Furthermore, we show that, for f ≤ t − 3, any uniform consensus algorithm
has a run in which at most f processes crash such that either none or exactly
one process decides before round f + 2 in that run; this gives a bound on the
1 We assume that processes may take steps after their decision events.
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number of correct processes which can decide before the global decision lower
bound (i.e., f +2) in every run with at most f failures. This result generalizes the
global decision lower bound of [3, 13] which states that any uniform consensus
algorithm has a run in which at most f processes crash such that at least one
correct process decides in round f +2 or in a higher round in that run: our result
implies that there is a run in which at most f processes crash such that at least
n − f − 1 correct processes decide in round f + 2 or in a higher round in that
run (because there are at least n− f correct processes in a run in which at most
f processes crash, and at most one of them can decide before round f + 2).

In the eventually synchronous model, we show that, for f ≤ t−3, any uniform
consensus algorithm has a synchronous run in which at most f processes crash
such that no process decides before round f +2 in that run. We give a matching
algorithm which globally decides (and hence, locally decides) by round f + 2 in
every synchronous run in which at most f processes crash, for every 0 ≤ f ≤ t.
Thus the local decision tight bound is the same as the global decision tight
bound.

Roadmap. Section 2 presents the two distributed system models we consider.
Section 3 recalls the uniform consensus problem and its time complexity metrics.
Section 4 presents a key lemma for our proofs, which is a variant of a lemma
of [13]. Section 5 presents our lower bound proofs in the synchronous model and
Section 6 presents the lower bound proof in the eventually synchronous model.
Finally, Section 7 exhibits a matching algorithm for the eventually synchronous
model.

2 Models

We assume a distributed system composed of n ≥ 3 processes, Π =
{p1, p2, . . . , pn}. The processes communicate by message-passing and every pair
of processes is connected by a bi-directional communication channel. Channels
do not alter or duplicate messages. The processes may fail by crashing and do
not recover from a crash. Any process that does not crash in a run is said to be
correct in that run; otherwise the process is faulty. In any given run, at most
t < n processes may crash. We consider two round-based models: the well-known
synchronous model [14], which we denote by SCS, and an eventually synchronous
model, which we denote by ES. Computation proceeds in rounds of message ex-
changes with increasing round numbers starting from 1. Each round consists of a
two phases: (a) in the send phase, processes are supposed to send messages to all
processes; (b) in the receive phase, processes receive some messages sent in the
send phase, update local states, and (possibly) decide. We say that a message
m sent from pi to pj is lost, if pj never receives m in that run. We now describe
the guarantees of the two models we consider:

– In SCS, if a process pi crashes in the send phase of some round k, then
any subset of the messages sent by pi in that round may be lost, but the
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remaining round k messages sent by pi are received in round k. If pi does
not crash in the send phase of round k, then no process completes round k
without receiving the round k message from pi.

– In ES, the runs may be “asynchronous” for an arbitrary yet finite number of
rounds but eventually become “synchronous.” A message sent in the “asyn-
chronous period” may be delayed for a finite number of rounds; i.e., received
in a round higher than in which it was sent. More precisely, for every run
in ES, the following properties hold: (1) (t-resilience) Every process which
completes any round k, receives the round k messages from at least n − t
processes, (2) (reliable channels) any message sent by a correct process to a
correct process is never lost but may be delayed for an arbitrary yet finite
number of rounds, (3) (eventual synchrony) there is an unknown but finite
round number K such that, in every round k ≥ K, if pi crashes in round
k then any subset the messages sent by pi in that round may be lost, but
the remaining round k messages sent by pi are received in round k, and if
pi does not crash in round k, then no process completes round k without
receiving the round k message from pi.

We say that a run in ES is synchronous if K = 1 in that run. Obviously, for
every run r1 in SCS there is a synchronous run r2 in ES such that no process
can distinguish r1 from r2.

3 Time Complexity of Uniform Consensus

We define the uniform consensus problem using two primitives: propose(∗) and
decide(∗). Every process is supposed to propose a value through the procedure
propose(∗), and a process decides a value by invoking decide(∗). Uniform con-
sensus ensures the following properties: (1) (validity) if a process decides v then
some process has proposed v, (2) (uniform agreement) no two processes decide
differently, and (3) (termination) every correct process eventually decides. Bi-
nary uniform consensus is a variant of uniform consensus in which proposal val-
ues are restricted to 0 and 1. We only consider deterministic uniform consensus
algorithms.

Consider any uniform consensus algorithm in SCS or ES. We say that a
process decides in round k ≥ 1 if it decides in the receive phase of round k. A
run of an algorithm globally decides in round k if all correct processes decide in
round k or in a lower round, and some correct process decides in round k. A
run of an algorithm locally decides in round k if all correct processes decide in
round k or in a higher round and some correct process decides in round k.

In SCS (resp. ES ), for every 0 ≤ f ≤ t, we define the global decision tight
bound as the round number k such that: (1) every uniform consensus algorithm
has a run (resp. synchronous run) in which at most f processes crash and which
globally decides in round k or in a higher round, and (2) there is a uniform
consensus algorithm, which globally decides by round k in every run (resp. syn-
chronous run) in which at most f processes crash. For every 0 ≤ f ≤ t, we
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define the local decision tight bound as the round number k such that: (1) every
uniform consensus algorithm has a run (resp. synchronous run) in which at most
f processes crash and which locally decides in round k or in a higher round, and
(2) there is a uniform consensus algorithm, which locally decides by round k in
every run (resp. synchronous run) in which at most f processes crash.

4 Proof Preliminaries

Our lower bound proofs are devised following the layering technique of [17],
also used in [13]. Since every uniform consensus algorithm also solves the bi-
nary version of the problem, for lower bound proofs, we consider binary uniform
consensus algorithms only.

Consider any algorithm A that solves binary uniform consensus in SCS. A
round k configuration (k ≥ 1) in a run of A consists of the states of all processes
at the end of round k. (Since in SCS, no message is received in a round different
from the one in which it was sent, we do not need to consider the states of the
communication channels at the end of a round.) The state of a process which
has crashed in a configuration is a special symbol denoting that the process has
crashed. We say that a process pi is alive in a given configuration if pi has not
crashed in that configuration. An initial configuration (or round 0 configuration)
in a run consists of initial states of all processes in that run. For any configuration
C at round k, we define r(C) as the run in which (1) round k configuration is
C, and (2) no processes crashes after round k. We denote by val(C) the decision
value of the correct processes in r(C). Note that a process pi is alive in C iff pi

is correct in r(C).
Two configurations C and D at the same round are similar, denoted C ∼ D,

if they are identical or there exists a process pj such that (1) C and D are
identical except at pj , and (2) there exists a process pi �= pj that is alive in
both C and D. A set of configurations SC is similarity connected if, for every
C, D ∈ SC there are configurations C = C0, . . . , Cm = D such that Ci ∼ Ci+1
for all 0 ≤ i < m.

Let scs1(A) be the runs of A in SCS in which the following holds: (1) at
most one process crashes in every round, and (2) in any round k, if some process
pi crashes then: if some process pj does not receive the round k message from pi

then every process pl such that l < j does not receive the round k message from
pi. (In other words, messages from the crashed process are lost by only a prefix
of Π.) Let Init be the set of initial configurations of all the runs in scs1(A).

For the runs in scs1(A), [13] shows the following two lemmas. Lemma 2.1
of [13] states that, if n > 1, then Init is similarity connected. Lemma 2.3 of [13]
states that: for k ≤ t, if Init is similarity connected, then the set of round k
configurations of all runs in scs1(A) is a similarity connected set of configurations
in which no more than k processes have crashed in each configuration. Using
these lemmas, we now sketch the proof of the following lemma. (We present a
detailed proof in the full-version of the paper [6].)
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Lemma 1. For any k such that 0 ≤ k ≤ t, there are two runs of A in SCS such
that their round k configurations, y and y′, satisfy the following: (1) at most
k processes have crashed in each configuration, (2) the configurations differ at
exactly one process, and (3) val(y) = 0, whereas val(y′) = 1.

Proof. (Sketch) Since every run in scs1(A) is a run of A in SCS, it is sufficient
to show that there are two round k configurations of the runs in scs1(A) with
the above properties.

Consider a run r0 of A in which every process proposes 0 and no process
crashes. From the definition of scs1(A), r0 is in scs1(A). Consider the round k
configuration, say y, of r0. From uniform consensus validity, val(y) = 0. Simi-
larly, consider a run r1 in which every process proposes 1 and no process crashes.
Clearly, r1 is in scs1(A). Consider the round k configuration, say y′ of r1. From
uniform consensus validity, val(y′) = 1.

Since we assume n ≥ 3 and k ≤ t, Lemma 2.3 of [13] implies that, the set
of round k configurations of all runs in scs1(A) is a similarity connected set of
configurations in which no more k processes have crashed in each configuration.
From the definition of similarity connected, it follows that there are some round
k configurations in scs1(A), y = y0, y1, . . . , ym = y′, such that yj ∼ yj+1 for all
0 ≤ j < m. Clearly, there is some yi ∈ {y0, . . . , ym−1} such that, val(y0) = . . . =
val(yi) �= val(yi+1). (Otherwise, val(y) = val(y0) = val(y1) = . . . = val(ym) =
val(y′), a contradiction.)

Thus, val(yi) = 0 and val(yi+1) = 1. As yi ∼ yi+1, the two configurations
are either identical or differ at exactly one processes. Since, val(yi) �= val(yi+1),
the configurations cannot be identical.

5 Lower Bounds in Synchronous Model

Proposition 1. Let 1 ≤ t ≤ n − 1. For every f such that 0 ≤ f ≤ t − 1, any
uniform consensus algorithm has a run in which at most f processes crash such
that no correct process decides before round f + 1 in that run.

Proof. Suppose by contradiction that there is an algorithm A that solves uniform
consensus in SCS, a round number f such that 0 ≤ f ≤ t − 1, and in every in
which at most f processes crash, some correct process decides before round f +1.

From Lemma 1 we know that there are two runs of A in SCS such that their
round f configurations, y and y′, satisfy the following: (1) at most f processes
have crashed in each configuration, (2) the configurations differ at exactly one
process, say pi, and (3) val(y) = 0 and val(y′) = 1.

From our initial assumption, it follows that in y there is an alive process q1
which has already decided. (Otherwise, since every correct process in r(y) is
an alive process in y, r(y) is a run with f crashes in which no correct process
decides before round f + 1.) Furthermore, q1 has decided val(y) = 0 in y
because q1 is a correct process in r(y). Similarly, in y′, there is an alive process
q2 which has decided val(y′) = 1. There are two cases to consider.
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(1) q1 �= pi: As y and y′ are identical at all processes different from pi, in y′, q1
is alive and has decided 0. Thus in r(y′), q1 is a correct process and decides 0.
However, in r(y′) every correct process decides val(y′) = 1; a contradiction.

(2) q1 = pi: We distinguish two subcases:

- q2 = pi: Thus pi = q1 = q2, and hence, pi is alive in y and y′. Consider a run
r1 which extends y and in which pi crashes before sending any message in
round f + 1. (Recall that f ≤ t − 1.) As pi has decided 0 in y, from uniform
agreement, it follows that every correct process decides 0 in r1. Since t < n,
there is at least one correct process, say pl in r1. Now consider a run r2 which
extends y′ and in which pi crashes before sending any message in round f +1.
Notice that no correct process can distinguish r1 from r2: at the end of round
f no alive process which is distinct from pi can distinguish y from y′, and
pi crashes before sending any message in round f + 1. Thus every correct
process decides the same value in r1 and r2, in particular pl decides 0 in r2.
However, pi = q2 decides 1 in r2; a contradiction with uniform agreement.

- q2 �= pi: Then, q2 has the same state in y and y′. Thus in y, q2 is alive and
has decided 1. In any run which extends y, pi = q1 has decided 0 and q2 has
decided 1; a contradiction with uniform agreement. �

It is easy to design an algorithm that matches Proposition 1. We give a brief
sketch of one such algorithm. Every process maintains a variable est which is
initialized to the proposal value of the process. In each round i, such that 1 ≤
i ≤ t + 1, process pi sends its est to all processes, and if any process pj receives
the round i message from pi, pj updates its own est to the est received from pi.
At the end of round i ≤ t, pi decides on its own est value, and at the end of
round t+1, every alive process which has not yet decided, decides on its own est
value. Validity and termination properties of the algorithm are easy to see. To see
why the agreement property holds, consider the first process pi which decides.
If i ≤ t, then pi completed the send phase of round i, and hence, every process
which completes round i adopts the est value of pi. Thus, no value distinct from
the est sent by pi in round i can be decided in a higher round. If i = t + 1, then
every process in {p1, . . . , pt} are faulty, and hence, pt+1 is correct. Thus, every
process receives the est of pt+1 in round t + 1, and decides on that value. To see
the early local decision property of the algorithm, notice that in a run in which
at most f processes crash, at least one of the the processes in {p1, . . . , pf+1}
is correct, and it decides by the end of round f + 1. In the full-version of the
paper [6], we further optimize the algorithm for early global decision and discuss
the special case for f = t.

From the above tight bound on local decision, we know that, in runs in
which at most f processes crash, the decision of any correct process requires
f +1 rounds. On the other hand, the global decision lower bound states that, in
runs in which at most f processes crash, decision of all correct processes requires
f + 2 rounds. It is natural to ask whether we can devise a uniform consensus
algorithm in which more than one correct process can decide in round f + 1, in
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every run in which at most f processes crash. In the following proposition we
show that the answer is negative.

Proposition 2. Let 3 ≤ t ≤ n − 1. For every f such that 0 ≤ f ≤ t − 3, any
uniform consensus algorithm has a run in which at most f processes crash such
that at most one correct process decides before round f + 2 in that run.

Proof. Suppose by contradiction that there is an algorithm A that solves uniform
consensus in SCS, a round number f + 1 such that 0 ≤ f ≤ t − 3, and in every
run of A in which at most f processes crash, there are two correct processes
which decide before round f + 2.

From Lemma 1 we know that there are two runs of A in SCS such that their
round f configurations, y and y′, satisfy the following: (1) at most f processes
have crashed in each configuration, (2) the configurations differ at exactly one
process, say pi, and (3) val(y) = 0 and val(y′) = 1. Let z and z′ denote the
configurations at the end of round f + 1 of r(y) and r(y′), respectively.

From our initial assumption, it follows that in z, there are two alive processes
q1 and q2 which have decided val(y) = 0. Similarly, in z′, there are two alive
processes q3 and q4 which have decided val(y′) = 1. Since q1 and q2 are distinct,
at least one of them is distinct from pi, say q1. Similarly, without loss of generality
we may assume that q3 is distinct from pi.

Thus we have (1) an f +1 round configuration z in which at most f processes
have crashed such that z has an alive process q1 which has decided 0, (2) an
f + 1 round configuration z′ in which at most f processes have crashed such
that z′ has alive process q3 which has decided 1, and (3) process pi is distinct
from both q1 and q3. (Processes q1 and q3 may or may not be distinct.) There
are two cases to consider.

Case 1. Process pi is alive in y and y′. Consider the following two runs of A in
SCS :
R1 is a run such that (1) the round f configuration is y, (2) pi crashes in the send
phase of round f + 1 such that only q1 receives the message from pi, (3) q1 and
q3 crash before sending any message in round f + 2, and (4) no process distinct
from pi, q1, and q3 crashes after round f . Notice that q1 cannot distinguish the
round f + 1 configuration of R1 from z, and therefore, decides 0 at the end of
round f +1 in R1. By uniform agreement, every correct process decides 0. Since
t ≤ n − 1, there is at least one correct process in R1, say pl.
R2 is a run such that (1) the round f configuration is y′, (2) pi crashes in
the send phase of round f + 1 such that only q3 receives the message from pi,
(3) q1 and q3 crash before sending any message in round f + 2, and (4) no
process distinct from pi, q1, and q3 crashes after round f . Notice that q3 cannot
distinguish the round f + 1 configuration of R2 from z′, and therefore, decides
1 at the end of round f + 1 in R2. However, pl cannot distinguish R1 from
R2: at the end of round f + 1, the two runs are different only at pi, q1, and
q3, and none of the three processes sends messages after round f + 1 in both
runs. Thus (as in R1) pl decides 0 in R2; a contradiction with uniform agreement.
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Case 2. Process pi has crashed in either y or y′. (Process pi is not crashed in both
y and y′ because pi has different states in y and y′.) Without loss of generality,
we can assume that pi has crashed in y, and hence, pi is alive in y′. (Recall that
the state of pi in y is distinct from that in y′.) Consider the following two runs
of A in SCS :
R12 is a run such that (1) the round f configuration is y (and hence, pi has
crashed before round f +1), (2) no process crashes in round f +1, (3) q1 and q3
crash before sending any message in round f +2, and (4) no process distinct from
pi, q1 and q3 crashes after round f . Observe that the round f + 1 configuration
of R12 is z, and hence, q1 decides 0 at the end of round f + 1 in R12. Due to
uniform agreement, every correct process decides 0 in R12. Since t ≤ n−1, there
is at least one correct process in R12, say pl.
R21 is a run such that (1) the round f configuration is y′, (2) pi crashes in
the send phase of round f + 1 such that only q3 receives the message from pi,
(3) q1 and q3 crash before sending any message in round f + 2, and (4) no
process distinct from pi, q1 and q3 crashes after round f . Notice that q3 cannot
distinguish the round f + 1 configuration of R21 from z′ because it receives the
message from pi in both runs. Thus (as in z′) q3 decides 1 at the end of round
f +1 in R21. However, pl cannot distinguish R12 from R21: at the end of round
f + 1, the two runs are different only at pi, q1 and q3, and none of them sends
messages after round f + 1 in both runs. Thus (as in R12), pl decides 0 in R21;
a contradiction with uniform agreement. �

6 Lower Bound in Eventually Synchronous Model

In synchronous runs of any uniform consensus algorithm in ES we show that
there is a run in which at most f processes crash, such that no correct process
decides before round f + 2 in that run; i.e., the local decision lower bound is
f + 2. This one round difference between local decisions in SCS and that of
synchronous runs in ES, can be seen as a price paid by algorithms in ES to
tolerate a weaker model.

In ES, a round k configuration (k ≥ 1) consists of the states of all processes
at the end of round k and the set of delayed messages in each communication
channel at the end of round k. (Since messages may be delayed, to completely
describe the state of the system at the end of a round, we need to take into ac-
count the delayed messages in every channel.) An initial configuration (or round
0 configuration) in a run consists of initial states of all processes in that run and
empty communication channels. A synchronous configuration is a configuration
of some synchronous run. As there are no delayed messages in a synchronous run,
all communication channels are empty in any synchronous configuration. For any
synchronous configuration C at round k, we define R(C) as a synchronous run
in which (1) round k configuration is C, and (2) no processes crashes after round
k. We denote by V al(C) the decision value of the correct processes in R(C).

Consider any algorithm A that solves uniform consensus in ES. As no process
can distinguish a run of A in SCS from some synchronous run of A in ES, and
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the communication channels are empty in every synchronous configuration, it
follows from Lemma 1 that,
Claim ES1. For any k such that 0 ≤ k ≤ t, there are two distinct synchronous
runs of A in ES such that their round k synchronous configurations, y and y′,
satisfy the following: (1) at most k processes have crashed in each configuration,
(2) the configurations differ at exactly one process, and (3) V al(y) = 0, whereas
V al(y′) = 1.

Proposition 3. Let 1 ≤ t ≤ n − 1. For every f such that 0 ≤ f ≤ t − 3, any
uniform consensus algorithm has a synchronous run in which at most f processes
crash such that no correct process decides before round f + 2 in that run.

Proof. Suppose by contradiction that there is an algorithm A that solves uniform
consensus in ES, a round number f such that 0 ≤ f ≤ t − 3, and in every
synchronous run of A in which at most f processes crash, some correct process
decides by round f + 1. From Claim ES1, we know that there are two round f
synchronous configurations of A, y and y′, such that: (1) at most f processes
have crashed in each configuration, (2) the configurations differ at exactly one
process, say pi, and (3) V al(y) = 0 and V al(y′) = 1. Let z and z′ denote the
round f +1 configurations in the synchronous runs R(y) and R(y′), respectively.

From our initial assumption on A, in z, there is at least one alive process,
say q1, which has decided 0. Similarly, in z′, there is at least one alive process,
say q3, which has decided 1. There are three cases to consider.

Case 1. pi /∈ {q1, q3}. This case is exactly similar to the case in the proof of
Proposition 2. We can derive a contradiction by constructing the same runs R1,
R2, R12, and R21. (We can ignore the states of the communication channels
in any synchronous configuration because the channels are empty in such a
configuration.)

Case 2. pi ∈ {q1, q3} and pi is alive in both y and y′. Notice that if pi = q1 then
R1 (in the proof of Proposition 2) is not a run of A ES : pi cannot crash in the
send phase of round f + 1, and decide at the end of round f + 1. (Similarly, if
pi = q3 then R2 is not a run in ES.) Hence we construct non-synchronous runs
of A to show the contradiction. Without loss of generality we can assume that
pi = q1. (Note that the proof holds even if pi = q1 = q3.) Consider the following
synchronous run R3 and two non-synchronous runs, R4 and R5.
R3 is a run such that (1) the round f configuration is y, (2) pi crashes in round
f + 1 before sending any message, (3) if q3 �= pi then q3 crashes before sending
any message in round f + 2 and every message sent by q3 in round f + 1 is
received in round f + 1, and (4) no process distinct from pi and q3 crashes after
round f . Since t ≤ n − 1, there is at least one correct process in R3, say pl.
Suppose pl decides v ∈ {0, 1} in some round K1 ≥ f + 1.2

2 To see that pl cannot decide before round f+1 in R3, notice that the state of pl at the
end of round f is the same in runs R(y), R(y′) and R3. If pl decides v before round
f + 1 in R3 then it also decides v in R(y) and R(y′). However, V al(y) �= V al(y′).
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R4 is a run such that (1) the round f configuration is y, (2) in round f + 1, pi

and q3 receive the round f + 1 message from pi, and the round f + 1 message
from pi to other processes are delayed until round K1 + 1, (3) pi and q3 crashes
in round f + 2 before sending any message in that round, and (4) no process
distinct from pi and q3 crashes after round f . Notice that pi cannot distinguish
the configuration at the end of round f + 1 in R4 from z, and thus, pi decides 0
at the end of round f + 1 in R4. However, pl cannot distinguish the round K1
configuration of R4 from that of R3 because (1) at the end of round f , the two
runs are different only at pi, and all round f + 1 messages from pi to processes
distinct from pi and q3 are delayed until round K1 + 1, and (2) pi and q3 do
not send messages after round f + 1. Thus (as in R3) pl decides v at the end of
round K1.
R5 is a run such that (1) the round f configuration is y′, (2) in round f + 1, pi

and q3 receive the round f + 1 message from pi, and the round f + 1 message
from pi to other processes are delayed until round K1 + 1, (3) pi and q3 crashes
in round f + 2 before sending any message in that round, and (4) no process
distinct from pi and q3 crashes after round f . Notice that q3 cannot distinguish
the configuration at the end of round f + 1 in R5 from z′ (because q3 receives
the message from pi in round f + 1 of R5), and thus, q3 decides 1 at the end of
round f +1 in R5. However, pl cannot distinguish the round K1 configuration of
R5 from that of R3 because, (1) at the end of round f the two runs are different
only at pi, and all round f + 1 messages from pi to processes distinct from pi

and q3 are delayed until round K1 + 1, and (2) pi and q3 do not send messages
after round f + 1. Thus (as in R3) pl decides v at the end of round K1.

Clearly, either R4 or R5 violates uniform agreement: pl decides v in both
runs, however, pi decides 0 in R4 and q3 decides 1 in R5.

Case 3. pi ∈ {q1, q3} and pi has crashed in either y or y′. (Process pi is not
crashed in both y and y′ because pi has different states in y and y′.) Notice that
the case pi = q1 = q3 is not possible because, in that case, pi is alive in z and z′,
and hence in y and y′. We show the contradiction for the case when pi = q1 �= q3.
(The contradiction for pi = q3 �= q1 is symmetric.)

Since, pi = q1, pi is alive in z, and hence, alive in y. Thus pi has crashed in
y′. Consider the following non-synchronous run.
R6 is a run such that (1) the round f configuration is y, (2) in round f +1, only
pi receives the round f +1 message from itself, and the round f +1 message from
pi to other processes are delayed until round f +2, (3) pi crashes in round f +2
before sending any message in that round, and (4) no process distinct from pi

crashes after round f . At the end of round f +1 in R6, pi = q1 cannot distinguish
the configuration from z, and therefore, decides 0. However, q3 does not receive
the round f +1 message from pi in R6 (the message is delayed until round f +2),
and hence, q3 cannot distinguish the configuration at the end of round f + 1 in
R6 from z′. (In z′, q3 does not receive the round f + 1 message from pi because
pi has crashed in y′.) Consequently, q3 decides 1 in R6; a contradiction with
uniform agreement. �
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A closer look at the proof of Proposition 3 reveals that the non-synchronous
runs we construct (R4, R5, and R6) satisfy the following “weak synchrony”
property: for any round k and any process pi, if a round k message from pi is
delayed, then pi crashes before sending any message in round k + 1. It is easy
to see that such runs can also be constructed in the synchronous send-omission
model [10] as well as in an asynchronous round-by-round model enriched with
a Perfect failure detector [2]. Thus the f + 2 local decision lower bound in
synchronous runs also extend to these two models.

7 A Matching Algorithm

Figure 1 presents a uniform consensus algorithm Af+2 in ES which matches the
f + 2 round global decision lower bound (and hence, matches the local decision
bound) in synchronous runs. Namely, the algorithm satisfies the following prop-
erty: (Fast Early Decision) For 0 ≤ t < n/2,3 in every synchronous run of Af+2
in which at most f processes crash (0 ≤ f ≤ t), every process which decides,
decides by round f + 2.

For simplicity of presentation, Af+2 assumes an independent uniform con-
sensus algorithm C,4 accessed through procedure proposeC(∗). The fast decision
property is achieved by Af+2 regardless of the time complexity of C. More pre-
cisely, our algorithm assumes: (1) the model ES with 0 ≤ t < n/2, (2) messages
sent by a process to itself are received in the same round in which they are sent,
(3) an independent uniform consensus algorithm C in ES, and (4) the set of
proposal values in a run is a totally ordered set, e.g., every process pi can tag
its proposal value with its index i and then the values can be ordered based on
this tag.

The processes invoke propose(∗) with their respective proposal values, and
the procedure progresses in rounds. Every process pi maintains three primary
variables:

– statei is updated at the end of a round as follows. If pi considers (a) the
run to be non-synchronous then pi sets statei to nsync, (b) the run to be
synchronous but pi cannot decide at the next round then pi sets statei to
sync1, (c) the run to be synchronous with a possibility of deciding at the
next round then pi sets statei to sync2.

– esti is the estimate of the possible decision value, and roughly speaking, the
minimum value seen by pi.

– Halti is a set of processes. At the end of a round, Halti contains pj if any of
the following holds in the current round or in a lower round: (1) pi did not
receive a message from pj , (2) pi receives a messages from pj with state =
nsync, or (3) pi receives a messages from pj containing Haltj such that
pi ∈ Haltj .

3 Uniform consensus is impossible to solve in ES when t ≥ n/2 [2].
4 This algorithm can be any �P -based or �S-based uniform consensus algorithm (e.g.,

the one based on �S in [2]) transposed to ES.
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Fig. 1. A Consensus algorithm Af+2 in ES

In the first t + 2 rounds, the processes exchange these three variables and then
update their variables depending on the messages received. At the end of round
t+2, if a process pi has not yet decided, then pi invokes the underlying uniform
consensus algorithm C with the latest value of esti as the proposal value. From
the termination property of C, we know that if pi does not crash then it eventu-
ally decided in C. The algorithm ensures the following elimination property : if
a process completes some round k < t + 2 with state = sync2 and est = est′

and no process decides in round k or in a lower round, then every process which
completes round k with state = sync1 has est ≥ est′, and every process
which completes round k with state = sync2 has est = est′. (Processes which
complete round k with state = nsync might have est < est′.)

We give a proof of the elimination property and that of the correctness of
Af+2 in the full-version of the paper [6]. We now briefly discuss how the uniform
agreement property of Af+2 follows from the elimination property. If every pro-
cess which decides, decides at a round higher than t+2 then uniform agreement
follows from the corresponding property of algorithm C. Consider the lowest
round k′ ≤ t + 2 in which some process pi decides, say d. From line 14, at least
n − t processes (a majority) send round k′ messages with state = sync2,
and hence, every process which completes round k′ receives at least one round
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k′ message with state = sync2. From line 11, every process with state =
sync1 or state = sync2, only considers messages with state = sync1 or
state = sync2 while updating its est (i.e., ignores messages with state =
nsync). From the elimination property we know that, every round k′ message
with state = sync1 has est ≥ d, and every round k′ message with state =
sync2 has est = d. Since every process receives a message with state = sync2,
processes with state = sync1 or state = sync2 adopts d as their est. Fur-
thermore, every process which completes round k′ with state = nsync receives
at least one message with state = sync2 and est = d and updates its est to
d (line 22). Consequently, every process which completes round k′, does so with
est = d, and no value distinct from d can be decided at round k′ or at a higher
round.
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Tight Bounds for k-Set Agreement with Limited-Scope
Failure Detectors
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Abstract. A system with limited-scope failure detectors ensures that there are q
subsets Xi of xi processes, 0 ≤ i ≤ q − 1, such that some correct process in
Xi is never suspected by any process in Xi. Let x be the sum of xi and X be
the union of Xi. The failure detector class Sx,q satisfies this property all the time,
while �Sx,q satisfies it eventually.
This paper gives the first tight bounds for the k-set agreement task in asynchronous
message-passing models augmented with failure detectors from either the Sx,q or
�Sx,q classes.
For Sx,q , we show that any k-set agreement protocol that tolerates f failures must
satisfy f < k + x − q. This result establishes for the first time that the protocol
of Mostéfaoui and Raynal for the Sx = Sx,1 failure detector is optimal.
For �Sx,q , our lower bound is f < min(n+1

2 , k+x−q). We give a novel protocol
that matches our lower bound, disproving a conjecture of Mostéfaoui and Raynal
for the �Sx = �Sx,1 failure detector.
Our lower bounds exploit techniques borrowed from Combinatorial Topology,
demonstrating for the first time that this approach is applicable to models that
encompass failure detectors.

1 Introduction

In the k-set agreement problem [5], each process in a group starts with a private input
value, communicates with the others, and then halts after choosing a private output value.
Each process is required to choose some process’s input, and at most k distinct values
may be chosen.

We consider this problem in an asynchronous message-passing system of n + 1
processes, of which at most f may fail by halting. Each process is equipped with a
failure detector [3,4], an unreliable oracle that informs each process when it suspects
other processes to have failed.A failure detector is a mathematical abstraction that models
time-out and related techniques used by real systems to detect failures.

In this paper, we are concerned with limited-scope failure detectors [13,17], which
formally capture the idea that a process can typically detect some failures more easily
than others. For example, timeouts may reliably detect failures on the same local area
network, but less reliably over a wide-area network.
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To capture this distinction, Mostéfaoui and Raynal [13] consider limited-scope failure
detectors. These detectors ensure there is a cluster X of x processes, containing at least
one correct process, whose local detectors do not erroneously suspect one of them to be
faulty.

One can easily extend the notion of limited-scope failure detectors to admit multiple
sets of processesX0, . . . , Xq−1, where |Xi| = xi,X is the union ofXi and x is the sum
of xi, 0 ≤ i ≤ q−1. Each process inXi has a correct process that is never suspected by
any process in Xi, either from the very beginning or at some point, depending whether
the failure detector is perpetual or eventual. Such a model might correspond to a network
with q local area networks.

A failure detector class is characterized by a completeness property and an accuracy
property. The limited-scope failure detectors considered here satisfy

– Strong Completeness: Eventually, every process that crashes is permanently sus-
pected by every correct process.

We consider two alternative accuracy properties.
In each, there are multiple sets of processes X0, . . . , Xq−1 (where |Xi| = xi and

0 ≤ i ≤ q − 1) such that

– Perpetual Weak (x, q)-Accuracy: some correct process in Xi is never suspected
by any process in Xi.

– Eventual Weak (x, q)-Accuracy: there is a time after which some correct process
in Xi is never suspected by any process in Xi.

We focus on two failure detector classes in this paper:

– Sx,q satisfies strong completeness and perpetual weak (x, q)-accuracy.
– �Sx,q satisfies strong completeness and eventual weak (x, q)-accuracy.

In a system of n+1 processes, the well-known failure detector S introduced by Chandra
and Toueg [4] is just Sn+1,1, and �S is �Sn+1,1. Also, the limited-scope failure detectors
considered by Mostéfaoui and Raynal [13], Sx and �Sx are just Sx,1 and �Sx,1. Note
that both Sx,q and �S are at least as strong as �Sx,q.
This paper makes the following contributions.

– Lower bounds: We give the first lower bounds for k-set agreement protocols employ-
ing failure detector classes Sx,q and �Sx,q . For Sx,q , we show that any k-set agree-
ment protocol must satisfy f < k+x−q, while for �Sx,q , f < min(n+1

2 , k+x−q).
Our proof employs mechanisms from Combinatorial Topology [9,11]. These meth-
ods have been successful in other models, but this is the first time such methods
have been applied to failure detectors.

– Upper bounds: For Sx,q , our lower bound implies that the elegant TWA-based pro-
tocol of Mostéfaoui and Raynal [13] is optimal for Sx, as they had conjectured, and
that it can suffer a minor modification so that it becomes also optimal for Sx,q . The
modification consists of changing the number of processes in the TWA protocol from
m = min(n+1, k+x−1) tom = min(n+1, k+x−q). For �Sx,q , we give a novel
protocol that matches our lower bound. This protocol has an unexpectedly simple
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structure: it alternates the TWA-based protocol with a novel convergence detection
protocol that halts when it detects that an earlier iteration of TWA has succeeded.
Our protocol disproves a conjecture of Mostéfaoui and Raynal, who suggested that
a weaker protocol may be optimal.

2 Related Work

As noted, we address and extend problems first raised by Mostéfaoui and Raynal [13].
Our lower bound arguments show their TWA-based protocol for Sx to be optimal, while
we improve their protocol for �Sx from1

f < max(k,max1≤α≤k(min(n+ 1 − α

⌊
n+ 1
α+1

⌋
, α+x− 1)))

to an optimal

f < min(
n+ 1

2
, k + x− 1).

Moreover, our lower bound arguments also show a slightly modified version of their
protocol to be optimal for Sx,q , while our protocol is actually optimal for �Sx,q. As
remarked before, one should just change the number of processes in the TWA protocol
from m = min(n+ 1, k + x− 1) to m = min(n+ 1, k + x− q) for a Sx,q protocol.

Anceaume et al. [?] give a communication-efficient k-set agreement protocol for
�Sx,1 that tolerates f < n+k−1

2 failures when x > f .
Borowsky and Gafni [2], Herlihy and Shavit [11], and Saks and Zaharoglou [15]

showed there is no wait-free protocol for k-set agreement in asynchronous message-
passing or read/write memory models. Chaudhuri, Herlihy, Lynch, and Tuttle [6], Her-
lihy, Rajsbaum, and Tuttle [9,10] derive lower bounds on round complexity for the
synchronous fail-stop message-passing mode. Many of these proofs rely, directly or
indirectly on mechanisms and techniques adapted from Combinatorial Topology.

Failure detectors [3,4] have received an enormous amount of attention, most of
which has focused on solving the consensus problem. Yang, Neiger, and Gafni [17],
and Mostéfaoui and Raynal [13] have proposed k-set agreement protocols for models
that encompass limited-scope failure detectors, but we are unaware of any prior lower
bounds for these models.

Gafni [7] introduces the notion of round-by-round failure detectors to give a number
of novel reductions between models.

Attiya and Avidor [1] and A. Mostéfaoui et al. [12] have investigated the related
problem of solving k-set agreement when inputs are restricted.

Our new algorithm for eventual weak accuracy failure detectors has a style similar
to the k-converge algorithm of Yang, Neiger, and Gafni [17]: it alternates an eventually-
successful agreement protocol with an eventually-successful termination-detection pro-
tocol. The protocols and underlying models, however, are quite different.

1 When comparing our formulas to those of Moustéfaoui and Raynal, be aware that they assume
n processes in the system, while we assume n + 1, which simplifies topological calculations.
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3 Topological Model

In our model, a set of n + 1 processes communicate by message-passing. An initial or
final state of a process is modeled as a vertex, v = 〈t, v〉, a pair consisting of a process
id t and a value v (either input or output).

Definition 1. A d-dimensional simplex (or d− simplex) Sd = (s0, . . . , sd) is a set
of d+ 1 vertexes that model mutually compatible initial or final process states. We say
that s0, . . . , sd span Sd. Simplex T is a (proper) face of Sd if the vertexes of T form a
(proper) subset of the vertexes of Sd.

A key idea is the concept of a pseudosphere [9], a simple combinatorial structure in
which each process from a set of processes is independently assigned a value from a set
of values. Pseudospheres have a number of nice combinatorial properties (for example,
they are closed under intersection), but their principal interest lies in the observation that
the behavior of the protocols we consider can be characterized as simple compositions
of pseudospheres.

Definition 2. LetSm = (s0, . . . , sm) be a simplex andU0, . . . , Um be a sequence of fi-
nite sets. The pseudosphereψ(Sm;U0, . . . , Um) is the following complex. Each vertex is
a pair 〈si, ui〉, where si is a vertex ofSm andui ∈ Ui.Vertexes 〈si0 , ui0〉 , . . . , 〈si�

, ui�
〉

span a simplex of ψ(Sm;U0, . . . , Um) if and only if the si are distinct. A pseudosphere
in which all Ui are equal to U is simply written ψ(Sm;U).

Definition 3. A simplicial complex (or complex) is a set of simplexes closed under
containment and intersection. The dimension of a complex is the highest dimension of
any of its simplexes. L is a subcomplex of K if every simplex of L is a simplex of K.

We sometimes indicate the dimension of a simplex or complex as a superscript.

Definition 4. A protocol is a program in which each process starts with a private input
value, communicates with the other processes via message-passing, and eventually halts
with a private output value. Processes may crash, halting in the middle of the protocol,
and messages in transit may be delayed for arbitrary finite durations. Processes may use
failure detectors to decide when to stop waiting for messages. Without loss of generality,
we restrict attention to full-information protocols in which each process sends its entire
state in each message.

Definition 5. Any protocol has an associated protocol complex P , defined as follows.
Each vertex is labeled with a process id and a possible local state for that process.
A set of vertexes 〈P0, v0〉 , . . . , 〈Pd, vd〉 spans a simplex of P if and only if there is
some protocol execution in which P0, . . . , Pd finish the protocol with respective local
states v0, . . . , vd. Each simplex thus corresponds to an equivalence class of executions
that “look the same” to the processes at its vertexes. The protocol complex P depends
both on the protocol and on the timing and failure characteristics of the model.

It is convenient to treat a protocol complex as an operator carrying input simplexes or
complexes to protocol complexes.

Informally, a complex is k-connected if it has no holes in dimensions k or less. More
precisely:
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Definition 6. A complex K is k-connected if every continuous map of the �-sphere to K
can be extended to a continuous map of the (�+ 1)-disk [16, p. 51], for all 0 ≤ � ≤ k.
By convention, a complex is (−1)-connected if it is nonempty.

This definition of k-connectivity may appear difficult to use, but fortunately we can
do all our reasoning in a combinatorial way, using the following elementary consequence
of the Mayer-Vietoris sequence [14, p. 142].

Theorem 1. If K and L are complexes such that K and L are k-connected, and K ∩ L
is (k − 1)-connected, then K ∪ L is k-connected.

As a base case for all such inductions, any simplex Sn is n-connected.

Theorem 2 ([9]). IfU0, . . . , Um are all nonempty, thenψ(Sm;U0, . . . , Um) is (m−1)-
connected.

Finally, the notion of k-connectivity lies at the heart of all known lower bounds
for k-set agreement. We now give a general theorem linking (k − 1)-connectivity with
impossibility of k-set agreement, originally stated in [8]. Note that this theorem is model-
independent in the sense that it depends on the connectivity properties of protocol com-
plexes, not on explicit timing or failure properties of the model.

Theorem 3. Let Im be an input simplex of dimension m. If, for all input simplexes Im,
where n− f ≤ m ≤ n, P(Im) is (m− (n− k) − 1)-connected, then P cannot solve
k-set agreement in the presence of f failures.

4 Models of Computation

Without loss of generality, we assume that processes execute in asynchronous rounds: at
round r, a process broadcasts a message containing its state to all of the others, and then
waits until it receives round-rmessages from all unsuspected processes (including itself).
Messages are full-information, containing each process’s complete state, including a
history of all messages sent and received up to that point. Failure detectors satisfy strong
completeness: if after some point Q never sends a message to P , then P will eventually
suspect Q and stop waiting for that message.

The basic model of computation guarantees only that each non-faulty process at
round r will eventually receive round-r messages from at least n− f + 1 unsuspected
processes. (The type of failure detector may influence which messages will be received.)

A message-passing model satisfies causality if it satisfies the following condition.
Suppose

1. process P sends a message p to all processes,
2. Q receives p and later sends q to all processes, and
3. R receives q at round r.

Then R receives p at a round less than or equal to r.
We claim that causality adds nothing to the computational power of a model. Infor-

mally, because messages are full-information, any process can simulate receiving any
missing messages when it receives a later one. It follows that if there is no k-consensus
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protocol in the basic model, then there is no such protocol in the basic model with
causality.

A message-passing model satisfies eventual delivery if every message is eventually
delivered to every non-faulty process. The standard model is the basic model with
causality and eventual delivery.

We claim that if there is no k-consensus protocol in the basic model with causality,
then there is no such protocol in the standard model.

Suppose we have a protocol P that always terminates in the standard model, but has
an infinite execution in the basic model with causality (caused by undelivered messages).
Define a lost message to be one that is never delivered to some non-faulty process. Let
L be the set of processes that send a lost message, M the set of those that don’t, and F
the set of those that fail. (L and M are disjoint, but may overlap F .)

Once a process P in L sends a lost message, it can never send another message to
any process in M , because the later message would be forwarded to every non-faulty
process, and causality would force delivery of the earlier “lost” message to every non-
faulty process. Once P falls silent toM , it will eventually be suspected by every process
in M .

We claim that |L∪F | ≤ f . Wait until every process in L has sent a lost message and
fallen silent to M , and every process in F has failed and fallen silent to M . Messages
from at least n− f + 1 processes continue to be delivered to each process in M , so the
missing processes can only come from L ∪ F .

The infinite execution of P in the basic model with causality is thus indistinguishable,
to the processes inM , from an infinite execution in the standard model where processes
in L fail as soon as they send a lost message.

It is convenient to prove our lower bounds in the basic model. We have just seen,
however, that these lower bounds extend to the standard model.

5 Perpetual Weak (x, q)-Accuracy

Without loss of generality, assume that each process’s input value is an integer from the
set V = {0, . . . ,K}, and that process Pi is the process trusted by the set of processes
Xi, wherePi ∈ Xi, |Xi| = xi,X is the union ofXi andx is the sum ofxi, 0 ≤ i ≤ q−1.
Let Sn be the n-simplex whose vertexes are labeled with process ids P0, . . . , Pn. Let
In be the input complex in which each process is independently given an input value
from V . This complex is a pseudosphere: In = ψ(Sn;V ).

Let D be the operator that corresponds to a one-round execution in the basic model
in which all failure detectors satisfy only strong completeness. For any n-simplex In of
In, the one-round operator is a pseudosphere:

D(In) = ψ(In;Un−f ),

where Un−f is the set of faces of In of dimension at least n− f , corresponding to the
n− f +1 or more messages received. (For simplicity, we assume a process may or may
not receive a message from itself.) It follows that D(In) is (f − 1)-connected.

Let Dr(In) denote the r-round protocol complex on input simplex In. Recall that
Sn is an n-simplex where vertex i is labeled with process id i, ψ(Sn; {u0} , . . . , {un})
is a simplex where vertex i is labeled with process id i and value ui.
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Theorem 4. If Dr(ψ(Sn; {u0} , . . . , {un}) is (f − 1)-connected, so is Dr(ψ(Sn;
U0, . . . , Un)) for sets U0, . . . , Un.

Proof. We proceed by induction on f . For the base case, let f = 0. Dr(ψ(Sn;
U0, . . . , Un)) is non-empty, hence (f − 1)-connected.

Define the following partial order on sequences of sets: (U0, . . . , Um) ≺
(V0, . . . , Vm) if each Ui ⊆ Vi, and for at least one set, the inclusion is strict.

We argue by induction on the partially ordered sequence. For the base case, let In

be the simplex ψ(Sn, {v0} , . . . , {vn}). Dr(In) is (f − 1)-connected by hypothesis.
For the induction step for the set sequences, assume the claim for every sequence

less than U0, . . . , Um. There must be some index i such that Ui = Vi ∪ {v}, where Vi

is nonempty. The pseudosphere is the union of

K = Dr(ψ(Sm;U0, . . . , Vi, . . . , Um))

and
L = Dr(ψ(Sm;U0, . . . , {v} , . . . , Um)).

By the induction hypothesis for the sets, both K and L are (f − 1)-connected.
A vertex is in K and L if and only if Pi does not appear in any vertex label. We

can view the complex K ∩ L as the complex of r-round executions of an n-process
protocol (omitting Pi) with f − 1 failures. By the induction hypothesis on f , K ∩ L is
(f − 2)-connected, and by Theorem 1, K ∪ L is (f − 1)-connected.

Theorem 5. Dr(In) is (f − 1)-connected.

Proof. We argue by induction on r. For the base case, r = 1, and D(In) is a pseudo-
sphere, and therefore (n− 1)-connected and also (f − 1)-connected.

For the induction step, assume Dr−1(In) is (f−1)-connected. By Theorem 4, Dr−1

applied to any pseudosphere over In is also (f − 1)-connected. In particular, D(In) is
a pseudosphere, so Dr−1(D(In)) = Dr(In) is (f − 1)-connected.

Now let Dr
X,Q be the operator that corresponds to an r-round execution in which all

failure detectors also satisfy perpetual weak (x, q)-accuracy. As before, X is the union
of the q Xi sets, 0 ≤ i ≤ q − 1. Let Q be the set containing the indexes of the q correct
processes (one for each Xi).

Theorem 6. If Dr
X,Q(ψ(Sn; {u0} , . . . , {un}) is (f − x + q − 1)-connected, so is

Dr
X,Q(ψ(Sn;U0, . . . , Un)) for sets U0, . . . , Un.

Proof. We proceed by induction on f and q. For the base case, let f = x− 1 and q = 1.
Dr

X,Q(ψ(Sn;U0, . . . , Un)) is non-empty, hence (f − x+ q − 1)-connected.
Define the usual following partial order on sequences of sets. We argue by in-

duction on the partially ordered sequence. For the base case, let In be the simplex
ψ(Sn, {v0} , . . . , {vn}). Dr

X,Q(In) is (f − x+ q − 1)-connected by hypothesis.
For the induction step for the set sequences, assume the claim for every sequence

less than U0, . . . , Um. There must be some index i such that Ui = Vi ∪ {v}, where Vi

is nonempty. The pseudosphere is the union of
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K = Dr
X,Q(ψ(Sm;U0, . . . , Vi, . . . , Um))

and
L = Dr

X,Q(ψ(Sm;U0, . . . , {v} , . . . , Um)).

By the induction hypothesis for the sets, both K and L are (f − x+ q − 1)-connected.
A vertex is in K and L if and only ifPi does not appear in any vertex label. Conversely,

any vertex whose label does not contain Pi is in both K and L.
There are two cases to consider. Suppose i ∈ Q. Every process in X receives a

message from Pi∈Q, so no vertex with a label in Xi appears in K ∩ L. We can view the
complex K ∩ L as an application of Dr

X(·) to an input simplex with (n + 1) − (xi) −
(
∑

j�=i xi) + (q − 1) processes and f − x + q − 1 failures. By Theorem 5 and the
induction hypothesis, K ∩ L is (f −x+ q− 2)-connected, and so by Theorem 1, K ∪ L
is (f − x+ q − 1)-connected.

Suppose i 
∈ Q. Because every vertex labeled with Pi�∈Q appears in K ∩ L, but
no vertex labeled with Pj∈Q, we can view the complex K ∩ L as an application of
Dr

X(·) to an input simplex with n processes (Pi�∈Q is missing) and f − 1 failures. By
the induction hypothesis, K ∩ L is (f − x + q − 2)-connected, and so by Theorem 1,
K ∪ L is (f − x+ q − 1)-connected.

Theorem 7. Dr
X,Q(In) is (f − x+ q − 1)-connected.

Proof. We argue by induction on r. For the base case, r = 1, and DX,Q(In) is a
pseudosphere, and therefore (n− 1)-connected and also (f − x+ q − 1)-connected.

For the induction step, assume Dr−1
X,Q(In) is (f−x+q−1)-connected. By Theorem 6,

Dr−1
X,Q applied to any pseudosphere over In is also (f−x+q−1)-connected. In particular,

DX,Q(In) is a pseudosphere, so Dr−1
X (DX,Q(In)) = Dr

X,Q(In) is (f − x + q − 1)-
connected.

Theorem 8. Dr
X,Q(In) is (f − x+ q − 1)-connected.

Proof. By Theorem 7, Dr
X,Q applied to any pseudosphere over Sn is also (f − x +

q − 1)-connected. In particular, In is a pseudosphere over Sn, so Dr
X,Q(In) =

Dr
X,Q(ψ(Sn;V )) is (f − x+ q − 1)-connected.

Theorem 9. There exist protocols solving k-set agreement for n + 1 processes with
failure detectors of type Sx,q if and only if f < k + x− q.
Proof. By Theorems 3 and 8, a protocol exists only if f < k + x − q. The matching
protocol is the same as the Sx,1 protocol of Mostéfaoui and Raynal [13], but with
m = k + x− q instead of m = k + x− 1, where m is the number of processes given
to the TWA protocol. This slight modification is necessary to generalize it to the case
when there are q sets Xi forming X , 0 ≤ i ≤ q − 1, each one having its own correct
process. From Mostéfaoui and Raynal [13], it is straightforward to see that this slightly
modified protocol solves k-set agreement in asynchronous distributed systems equipped
with failure detectors from class Sx,q .

Theorem 10. There exist protocols solving k-set agreement for n + 1 processes with
failure detectors of type �Sx,q if and only if f < min(n+1

2 , k + x− q).
Proof. Both Sx,q and �S are at least as strong as �Sx,q , and Chandra and Toueg [4] show
that f < n+1

2 for �S. Moreover, by Theorem 9, f < k + x− q for Sx,q . It follows that
f < min(n+1

2 , k+x− q) for �Sx,q. The matching protocol is given in the next section.
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6 Eventual Weak (x, q)-Accuracy

In this section, we present a novel protocol that matches our lower bound for failure
detectors in the class �Sx,q. We start with a slightly modified version of the Terminating
Weak Agreement (TWA) protocol of Mostéfaoui and Raynal, illustrated by Java pseu-
docode in Figure 1. This protocol takes a set of m participating processes, an initial
value for each participating process, a round number, and the ID of the calling process.
It guarantees that if the set of participating processes includes q sets Xi of xi processes
such that some correct process inXi is not suspected by any process inXi, then at most
m− x+ q values are decided.

int TWA(int id, Set particip, int estimate, int round) {
int m = min(n+1, k + x - q);
for (int c = 0; c < m; c++) {

if (particip.get(c) == id) { // I am coordinator
Message.broadcast(new TWAMessage(round, estimate));

} else { // I am not coordinator
try {
Message message = Message.receive(round);
estimate = message.estimate; // take other’s estimate

} catch (suspectedException e) {
// skip if process suspected

}
}

}
return estimate;

}

Fig. 1. The TWA Protocol

It is straightforward to extend the TWA protocol to solve k-set agreement for the
Sx,q failure detector: simply run TWA for each subset of m = min(n + 1, k + x − q)
processes (Figure 2). Each process has an estimate, originally its input value. Each
iteration introduces no new estimates. Each process chooses a new estimate at the end of
each round, and retains the estimate it decided in the previous iteration. At some point,
them processes will encompass the processes inX , and them processes will henceforth
agree on at most k = m − x + q distinct estimates. Every process not participating in
that round’s TWA protocol waits for a message from a participant (which will arrive
reducing the maximum number of distinct estimates from n+1 to k = m−x+ q). See
Mostéfaoui and Raynal [13] for a more complete discussion.

For our new �Sx,q protocol, we repeatedly run the TWA-based protocol. Eventually,
when all failure detectors have achieved weak (x, q)-accuracy, each subsequent iteration
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int SxqAgree(int id, int estimate) {
int m = min(n+1, k + x - q);
// try all sets of size m
for (round = 0; round < C(n+1, m); round++) {
// next subset of m processes
Set particip = ProcessSet.subset(round);
if (particip.contains(id)) { // I’m in the group
estimate = TWA(id, particip, estimate, round);
Message.broadcast(new Message(round, estimate));

} else {
Message message = Message.receive(round);
// take other’s value
estimate = message.estimate;

}
}
return estimate;

}

Fig. 2. k-Set agreement protocol for Sx,q

of the TWA-based algorithm will yield k or fewer values. The challenge is to detect when
the TWA-based algorithm has converged.

We cycle through all permutations of the n+ 1 processes. A low-order process in a
permutation is one with rank less than or equal to

⌊
n+1

2

⌋
+1, and the rest are high-order

processes. Each process broadcasts its estimate, waits to receive
⌊

n+1
2

⌋
+ 1 messages,

and changes its estimate to the estimate from the least-ranked process in the current
permutation. Because f < n+1

2 , each high-order process will receive a message from
a low-order process, so at the end of the round, every process will have switched to an
estimate from a low-order process. If we can determine that the low-order processes had
at most k distinct estimates at the start of the round, then all processes will have at most
k estimates at the end of the round.

Each process includes in its message a history of its estimates at the start of all earlier
rounds. Suppose, in round r, a process P receives messages from a set S of

⌊
n+1

2

⌋
+ 1

processes. Let s ≤ r be the most recent round, if any, for whichS was the set of low-order
processes for the permutation at round s. P checks the histories received to determine
whether the processes in S had at most k distinct values at round s. If so, the protocol
has converged, and P can halt. The protocol is illustrated in Figure 3.

It is worth emphasizing that the DiamondAgree protocol does not actually depend
on the TWA-based protocol, or even on Sx,q. It requires only (1) that the embedded
protocol does not increase the set of original estimates, (2) it eventually solves k-set
agreement, and (3) that there are fewer than (n+ 1)/2 failures.
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public int DiamondAgree(int id, int estim) {
for (int r = 0; ; r++) { // run until accuracy achieved
estim = SxqAgree(id, estim);
// cycle through permutations
for (int p = 0; p < (n+1)!; p++) {
Perm perm = new Perm(p); // construct permutation
Message.broadcast(new Message(r, p, id, estim, hist));

// wait for ((n+1)/2)+1 messages
MessageSet mSet = Message.receive(r, p, ((n+1)/2)+1);

// take estimate from low-order process
estim = mSet.getLowOrderEstimate();

// when were these processes all low-order?
ProcessSet pSet = mSet.getProcesses();
int lowOrderRound = Perm.firstLowOrder(pSet);
if (lowOrderRound <= round) { // has it happened yet?
// get low-order estimates from that round
EstimateSet eSet = mSet.getEstimates(lowOrderRound);
if (eSet.size() <= k)
Message.broadcast(new SuccessMessage());
return estim;

}
}

}
}

Fig. 3. k-Set agreement protocol for �Sx,q

Theorem 11. Let f < min(n+1
2 , k+x−q). The protocol illustrated in Figure 3 solves

k-set agreement in asynchronous distributed systems equipped with failure detectors
from class �Sx,q .

Proof. The proof has three parts. Note that m = min(n+ 1, k+ x− q), as in the code.
Validity follows from validity of the Sx,q protocol, and because every estimate is

always set to another process’s estimate.
Termination. Becausef < m = min(n+1, k+x−q), each TWA instance terminates

and at least one process from the participating set broadcasts an estimate. Moreover, no
process waits forever for

⌊
n+1

2

⌋
+ 1 messages.

The eventual (x, q)-accuracy property ensures that at some point there are q sets Xi

of xi processes such that some correct process in Xi is not suspected by any process in
Xi. Consider the first round for which this property holds. The first subsequent execution
of the Sx,q agreement protocol will reduce the number of distinct estimates to no more
than k. After the Sx,q protocol execution, the processes run through the permutations.
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At some round, some non-faulty process must receive messages from the processes that
were the low-order processes for some permutation that occurred after the Sx,q protocol
execution, but before the current permutation. Checking the histories, that process will
detect that the low-order processes had k or fewer distinct estimates, and the protocol
will terminate when that process broadcasts an announcement.

Agreement. The protocol terminates if and only if there is a correct process that
identifies an earlier permutation such that there were at most k distinct estimates among
the low-order processes. Because every process sets its estimate to an estimate from a
low-order process, there can be at most k distinct estimates among all processes.

7 Conclusion

It would be interesting to know if the round and message complexity of these protocols
can be substantially reduced.
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On Failure Detectors and Type Boosters
(Extended Abstract)�
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Abstract. The power of a set S of object types can be measured as
the maximum number n of processes that can solve consensus using only
types in S and registers. This number, denoted by hr

m(S), is called the
consensus power of S. The use of failure detectors can however “boost”
the consensus power of types.
This paper addresses the weakest failure detector type booster question,
which consists in determining the weakest failure detector D such that,
for any set S of types with hr

m(S) = n, hr
m(S; D) = n + 1.

We consider the failure detector Ωn (introduced in [18]) which outputs,
at each process, a set of at most n processes so that, eventually, all
correct processes detect the same set that includes at least one correct
process. We prove that Ωn is the weakest failure detector type booster
for deterministic one-shot types.
As an interesting corollary of our result, we show that Ωt is the weakest
failure detector to boost the resilience level of (t − 1)-resilient objects
solving consensus.

1 Introduction

Background. Key agreement problems, such as consensus, are not solvable in
an asynchronous system where processes communicate solely through registers
(i.e., read-write shared memory), as long as one of these processes can fail by
crashing [7,17]. Circumventing this impossibility has sparked off two research
trends:

(1) Augmenting the system model with synchrony assumptions about relative
process speeds and communication delays [6]. Such assumptions could be
encapsulated within a failure detector abstraction defined with axiomatic
properties [5]. In short, a failure detector uses the underlying synchrony as-
sumptions to provide each process with (possibly unreliable) information
about the failure pattern, i.e., about the crashes of other processes. This
trend led to the identification of the weakest failure detector to solve con-
sensus [4,15]. This failure detector, denoted by Ω, outputs one process at
every process so that, eventually, all correct processes detect the same cor-
rect process. The very fact that Ω is the weakest to solve consensus means

� This work is partially supported by the Swiss National Science Foundation (project
number 2100-066768).
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that any failure detector that solves consensus can emulate the output of
Ω. In a sense, Ω encapsulates the minimum amount of synchrony needed
to solve consensus among any number of processes communicating through
registers.

(2) Augmenting the system model with more powerful communication prim-
itives, typically defined as shared object types with sequential specifica-
tions [10,17]. It has been shown, for instance, that consensus can be solved
among any number of processes if objects of the compare&swap type can be
used [10]. This trend led to define the power of a set of types S, denoted by
hr

m(S) (we follow the standard notations of [14]), as the maximum number
n of processes that can solve consensus using only objects of types in S and
registers. For instance, the power of the register type is simply 1 whereas the
compare&swap type has power ∞. An interesting fact here is the existence of
types with intermediate power, like test-and-set or FIFO queue, which have
power 2 [10,17].

Motivation. At first glance, the two trends appear to be fundamentally different.
Failure detectors encapsulate synchrony assumptions and provide information
about failure patterns, but cannot however be used to communicate information
between processes. On the other hand, conventional object types with sequential
specifications can be used for inter-process communication, but they do not
provide any information about failures. It is intriguing to figure out whether
these trends can be effectively combined [18]. Indeed, in both cases, the goal
is to augment the system model with abstractions that are powerful enough
to solve consensus, and it is appealing to determine whether abstractions from
different trends add up. For instance, we can question ourselves whether the
weakest failure detector to solve consensus using registers and queues is strictly
weaker than Ω.

A way to effectively combine the two trends is to determine a failure detector
hierarchy, Dk, k ∈ N, such that Dk would be the weakest failure detector to solve
consensus among k +1 processes using any set of types S, such that hr

m(S) = k.
Dk would thus be the weakest failure detector (in the sense of [4]) to boost (in
the sense of [11]) the power of S to higher levels of the consensus hierarchy.

A reasonable candidate for such a failure detector hierarchy was introduced
in [18]. This hierarchy is made of weaker variants of Ω, denoted by Ωk, k ∈ N,
where Ωk is a failure detector that outputs, at each process, a set of processes so
that all correct processes eventually detect the same set of at most k processes
that includes at least one correct process. Clearly, Ω1 is Ω. It was shown in [18]
that Ωn is sufficient to solve (n + 1)-process consensus using any set of types
S, such that hr

m(S) = n. It was also conjectured in [18] that Ωn is the weakest
failure detector to boost the power of S to the level n + 1 of the consensus
hierarchy. As pointed out in [18], the proof of this conjecture appears to be
challenging. The motivation of this work was to take up that challenge.

Contribution. In this paper, we consider deterministic one-shot types [11]. Al-
though these restrict every process to invoke at most one operation on each
object, (a) they exhibit complex behavior with respect to the weakest failure
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detector type booster question (in the parlance of the robustness problem [11,
14,16,2]) and, as we will explain below, (b) they allow a precise answer to the
the weakest failure detector resilience booster question (in the parlance of the
resilience vs. wait-freedom question [3,1]).

Our result can be viewed as a generalization of the fundamental result of [4],
and more precisely its extension to the shared memory model [15]. Indeed, we
prove that Ωn is the weakest failure detector that boosts the power of a collection
of deterministic one-shot types from consensus number n to n + 1.

Proving our result comes down to showing that any algorithm that solves
(n+1)-process consensus, using any failure detector and any set of deterministic
one-shot types S, such that hr

m(S) ≤ n, can be used to emulate the output of
Ωn. A major difficulty in our case, with respect to the proofs of [4,15], is that the
consensus algorithm uses not only registers but also other objects. We cannot
rely on any information about the operations through which these objects can
be accessed. The only information that we can rely on is that these objects
instantiate deterministic one-shot types that collectively have consensus power
at most n.

As an interesting corollary of our result, we show that Ωt is actually the
weakest failure detector to boost the resilience of a set of objects solving con-
sensus from level t − 1 to level t. We show that, for all 1 ≤ t < n, any algorithm
that solves t-resilient n-process consensus using a failure detector, registers and
any set of (t− 1)-resilient objects of any (not necessarily one-shot deterministic)
type, can be used to emulate the output of Ωt. On the other hand, there is an al-
gorithm that implements t-resilient consensus out of registers and (t−1)-resilient
objects using Ωt. Thus, Ωt encapsulates the exact amount of synchrony needed
to circumvent the resilience boosting impossibility of [3,1].

The full version of the paper is available as a technical report [8].

Roadmap. Section 2 presents the system model. Section 3 presents the technical
details necessary for our result. Section 4 states our main result. Section 5 applies
our result to boost the resilience of a set of objects.

2 Model

Our model of processes communicating through shared objects is based on that
of [13,14] and our notion of failure detectors follows from [4,15]. Below we recall
what is substantial to show our result.

We consider a system Π of n + 1 asynchronous processes p0, . . . , pn (n ≥ 1)
that communicate using shared objects. The processes might fail by crashing,
i.e. stop executing their steps.

Objects and types. Let N denote the set of natural numbers and, for every k ∈ N,
Nk = {0, . . . , k − 1}. An object is a data structure that can be accessed concur-
rently by the processes. Every object is an instance of a type which is defined
by a tuple (Q, O, np, R, δ). Here Q is a set of states, O is a set of operations, np

is a positive integer denoting the number of ports (used as an interface between
processes and objects), R is a set of responses, and δ is a relation known as the
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sequential specification of the type that carries each state, operation and port
number to a set of response and state pairs. We assume that objects are deter-
ministic: the sequential specification is a function δ : Q × O × Nnp → Q × R. A
type is said to be k-ported if np = k.

We consider here linearizable [12] objects: operations on the objects must ap-
pear in one-at-a-time order consistent with their real time order. Unless otherwise
stated, we assume that the objects are wait-free [10]: any process completes any
operation in a finite number of steps, regardless of delays or failures of other
processes.

A process accesses objects by invoking operations on the ports of the objects.
A process can use only one port of each object. Each port of a one-shot type can
be used only once by a unique process. The binding scheme that defines how a
process determines the port to access is not important for our result.

Consensus. The (binary) k-process consensus problem [7] consists for k pro-
cesses to decide on some final values (0 or 1) based on their initial proposed
values in such a way that: (agreement) no two processes decide on different val-
ues,1 (validity) every decided value is a proposed value, and (termination) every
correct process eventually decides.

To prove our result, we also use a restricted form of consensus, k-process team
consensus [19]. This variant of consensus ensures agreement among k processes
only if the input values satisfy certain conditions. More precisely, assume that
there exists a (known a priori) partition of k processes into two non-empty sets
(teams). A k-process team consensus algorithm guarantees agreement if all pro-
cesses on the same team have the same input value. Obviously, k-process team
consensus can be solved whenever k-process consensus can be solved. Surpris-
ingly, the converse is also true [19] (the proof can also be found in the full version
of the paper [8]):

Lemma 1. Let S be any set of types. If S solves k-process team consensus, then
S also solves k-process consensus.

The consensus power [10,14] of a set of types S, denoted by hr
m(S), is the

largest k, such that k-process consensus can be solved using objects of types in
S ∪ {register}, or ∞ if no such largest k exists.

Failure detectors. To simplify the presentation of our model, we assume the
existence of a discrete global clock. This is a fictional device: the processes have
no direct access to it. We take the range T of the clock’s ticks to be the set
of natural numbers and 0 (T = {0} ∪ N). A failure pattern F is a function
from the global time range T to 2Π , where F (τ) denotes the set of processes
that have crashed by time τ ∈ T. Processes do not recover after the crash:
∀τ ∈ T : F (τ) ⊆ F (τ + 1). We define correct(F ) = Π − ∪τ∈TF (τ) to be the set
of correct (in F ) processes. A process that is not correct is said to be faulty.

A failure detector D is defined as a map of each failure pattern F (i.e., which
processes crash at what times) to a set of failure detector histories D(F ) (i.e.,
1 In fact, our weakest failure detection result holds even for the non-uniform variant of

consensus, where we require only that no two correct processes decide differently [9].
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what each process knows about failures at what time). Any failure detector D has
a range RD so that, for any F , any history H ∈ D(F ) is a function from Π × T

to RD (H(pi, τ) is the output of the failure detector module of pi at time τ).
Note that the output of a failure detector depends only on the failure pattern:
it cannot give any information on the state of processes or shared objects.

If an asynchronous system with registers is augmented with the failure detec-
tor Ω, which eventually permanently outputs the identifier of the same correct
process at all correct processes, then consensus is solvable for any number of
processes [15]. Moreover, it was shown that the output of Ω can be emulated by
any consensus algorithm using a failure detector and registers [15]. In a sense we
recall below, Ω is said to be the weakest failure detector to solve consensus with
registers.

Algorithms. An algorithm A using a failure detector D is a collection of n+1 de-
terministic automata, one for each process in the system. Computation proceeds
in atomic steps of A. In each step, a process (1) invokes an operation on a shared
object and receives a response,2 or queries its failure detector module of D, and
(2) updates its local state according to the current state, the response from the
shared object or the value output by the failure detector. A step s is defined by
the triple (pi, o, v) where pi is the identity of the process that takes the step, o is
either an operation (on a register or an object of a one-shot deterministic type)
invoked by pi during the step or query, and v is the response of the invoked
operation or, if o = query, the failure detector value seen by pi during the step.
If o is an operation on a shared object X, we say that the step s acesses X.
Otherwise, if o = query, we say that the steps s is a query step.

A configuration defines the current state of each process and each object in
the system. A step s = (pi, o, v) of an algorithm A is applicable to a configuration
C if and only if o is the next operation of pi defined by A for C. An execution
e of an algorithm A is a (finite or infinite) sequence of steps of A. (e⊥ denotes
an empty execution.) An execution e = s1, s2, . . . is applicable to a configuration
C if and only if (a) e = e⊥, or (b) s1 is applicable to C, s2 is applicable to
s1(C), etc. Given an execution e applicable to a configuration C, e(C) denotes
the configuration resulting from applying e to C.

Reducibility. We say that a failure detector D is weaker than a failure detector
D′, we write also D 	 D′, if there exists an algorithm TD′→D (it is called a
reduction algorithm) that, for any failure pattern, can emulate the output of D
using only D′ and registers. We say that D is strictly weaker than D′, we write
also D ≺ D′, if D 	 D′, but D′

� D.

Hierarchy of Ωk. In this paper, we focus on the hierarchy of failure detectors Ωk

introduced in [18]. For any k ∈ N, the output of Ωk is a set of at most k processes
so that, eventually, the same set is output at all correct processes and this set
includes at least one correct process. One can easily see that Ω1 is Ω [4]. It was
2 Our objects are linearizable [12], so any execution can be viewed as a sequence of

atomic invocation-response pairs.
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furthermore shown in [18] that, for any 1 ≤ k ≤ n, (a) Ωk+1 ≺ Ωk and, (b) for
any set of types S, such that hr

m(S) = k, S and Ωk (shared by n processes) can
solve n-process consensus.

3 The Proof Technique

In this section, we introduce some necessary technical details of our proof that
Ωn is necessary to boost the power of any set S of deterministic one-shot types
from level n to level n + 1. In particular, we recall and generalize the notions of
DAG, decision gadget and deciding process [4,15].

An outline of the proof. Let ConsD be any consensus algorithm that solves (n+1)-
process consensus using registers, a failure detector D, and objects of types in
S, for any set S of deterministic one-shot types, such that hr

m(S) ≤ n. Our goal
is to define a reduction algorithm TD→Ωn that emulates the output of Ωn out of
D. TD→Ωn

should have all correct processes agree eventually on the same set of
at most n processes that includes at least one correct process.

The principle of the reduction algorithm TD→Ωn is the following. Processes
periodically query their failure detector modules of D and exchange the values
returned using registers. As a result, each process pi maintains an ever growing
directed acyclic graph (DAG), denoted by Gi, that captures a sample of the fail-
ure detector history output by D. This information allows pi to simulate locally,
for any initial configuration I, a number of finite executions of the ConsD algo-
rithm and build an ever growing simulation tree, denoted by Υ I

i . Since registers
provide reliable (though asynchronous) communication, all such Υ I

i converge to
the same infinite simulation tree Υ I . It turns out, that, for some initial con-
figuration I, Υ I has a finite subtree γ, called a decision gadget, that provides
sufficient information to detect a set of at most n processes, called the deciding
set of γ, that includes at least one correct process. Thus, eventually, the correct
processes detect the gadget and agree on its deciding set which is sufficient to
emulate Ωn.

DAGs. Let F be any failure pattern, H be any failure detector history in D(F )
and I be any initial configuration of ConsD. Let G be an infinite directed acyclic
graph (DAG) defined by the set of vertexes V(G) and a set of directed edges
E(G) of the form v → v′, where v ∈ V(G) and v′ ∈ V(G), with the following
properties:

(1) The vertexes of G are of the form [pi, d, k] where pi ∈ Π, d ∈ RD and k ∈ N.
There is a mapping f : V(G) → T that associates a time with each vertex of
G, such that:
(a) For any v = [pi, d, k] ∈ V(G), pi /∈ F (f(v)) and d = H(pi, f(v)).
(b) For any edge v → v′ ∈ E(G), f(v) < f(v′).

(2) If [pi, d, k] ∈ V(G),[pi, d
′, k′] ∈ V(G) and k < k′ then [pi, d, k] → [pi, d

′, k′] ∈
E(G).

(3) G is transitively closed.
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(4) Let U ⊆ V(G) be a finite set of vertexes and pi be any correct process
in F . There is d ∈ RD and k ∈ N, such that for every vertex v ∈ V(G),
v → [pi, d, k] is an edge of G.

Informally, G stores a sample of D’s output at different processes and some
temporal relationships between them: an edge [pi, d, k] → [pj , d

′, k′] ∈ E(G) can
be interpreted as “pi saw failure detector value d (in its k-th query) before pj

saw failure detector value d′ (in its k′-th query)”.

Simulation trees. A path g = [q1, d1, k1], [q2, d2, k2], . . . in G and an initial con-
figuration I of ConsD induce a unique execution e = (q1, o1, u1), (q2, o2, u2), . . .
of ConsD applicable to I, such that ui = di whenever oi = query. The set of all
executions of ConsD induced by G and I implies a tree Υ I , called the simulation
tree induced by G and I, defined as follows. The set of vertexes of Υ I is the
set of finite executions e that are induced by G and I. The root of Υ I is an
empty execution e⊥. There is an edge from a vertex e to a vertex e′ if and only
if e′ = e · s for a step s. Thus, for each (finite or infinite) path of Υ I , there is a
unique execution e = s1, s2, . . . .

Any path in the tree in which every correct process takes an infinite number
of steps is a run of ConsD. Thus, eventually every correct process decides in the
path. As a result, every vertex of Υ I has a descendant in the tree in which every
correct process decides (Lemma 6.2.6 of [4]). We assign a set of tags to each
vertex of Υ I . Vertex C of Υ I gets tag u if and only if it has a descendant C ′

such that some correct process has decided u in C ′(I). according to the decisions
taken by their descendants. If the only decision taken by descendants of a vertex
is u ∈ {0, 1}, the vertex is called u-valent. A 0-valent or 1-valent vertex is called
univalent. A vertex is called bivalent if it has both tags.

A tree Υ I is called u-valent (bivalent) if e⊥ is u-valent (bivalent) in Υ I . For
a univalent vertex C of Υ I , val(C) denotes the valence of C.

Decision gadgets. From now on, we assume that processes communicate using
shared objects of types in {register} ∪ S where S contains only deterministic
one-shot types and hr

m(S) ≤ n. Following [4], we introduce the notion of a
decision gadget.3 A decision gadget γ is a finite subtree of Υ I rooted at e⊥ that
includes a vertex C (called the pivot of the gadget), such that one of the following
conditions is satisfied:

(fork) There are two steps si and s′
i of a process pi, such that si(C) and s′

i(C)
are two leaves of γ of opposite valence.

(hook) There is a step si of a process pi and step sj of a process pj (i �= j),
such that si(sj(C)) and si(C) are two leaves of γ of opposite valence, and
si and sj do not access the same object of a type in S.

(rake) There is a set U ⊆ Π, |U | ≥ 2, an object X of a type in S, such that,
for any pi ∈ U , any step si of pi applicable to C (w.r.t. ConsD) accesses X
(U is called the participating set of γ). Let E be the set of all sequences of

3 We slightly modify here the definition of a hook given in [4] and introduce a new
notion of a rake.
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steps in {si|pi ∈ U} in which every process in U takes at most one step, such
that ∀e ∈ E, e(C) ∈ Υ I and, for any e and e′ in E, e is not a prefix of e′ (E
is called the execution set of γ). Then γ, E, C and U satisfy the following
conditions:
(i) C ′ is a leaf of γ if and only if ∃e ∈ E: C ′ = e(C).
(ii) No process pj ∈ Π − U ever accesses X in any descendant of C in Υ I .
(iii) If E includes all sequences of steps in {si|pi ∈ U} in which every process

takes exactly one step, then every leaf of γ is univalent, and γ has at
least one 0-valent leaf and at least one 1-valent leaf.

Let γ be a rake. If the condition of item (iii) above is satisfied, we say that γ is
complete. Otherwise, γ is said to be incomplete.

Examples of decision gadgets are depicted in Figure 1.

Fig. 1. Examples of decision gadgets: (a) a fork with si = (pi, query, d) and s′
i =

(pi, query, d′), (b) a hook where si and sj do not access the same object of a type in
S, (c) a complete rake with the participating set U = {pi, pj} and the execution set
E = {si · sj , sj · si}, where si and sj access the same object X of a type in S.

The following lemma is the key result of our proof. Note that the lemma uses
our assumption that types in S are deterministic.

Lemma 2. Let γ be a complete rake with a pivot C, a participating set U and
an execution set E, such that |U | = n + 1 and, for any executions e and e′ in E
that begin with the same step sj, val(e(C)) = val(e′(C)). There exist a process
pj and two executions e0 and e1 in E, such that (a) val(e0(C)) �= val(e1(C)),
and (b) pj has the same state in e0(C) and e1(C).

Proof. For each execution e ∈ E, we associate the configuration e(C) with a
vertex of a graph, denoted by K. Two vertexes of K corresponding to the con-
figurations e(C) and e′(C) are connected with an edge if and only if at least one
process pj has the same state in e(C) and e′(C).
Claim 1: K is connected.
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Proof of Claim 1: By contradiction, assume that K is not connected, i.e., consists
of two or more disconnected components.

Let e(C) and e′(C) be any two vertexes of K, such that the corresponding
executions e and e′ begin with the step si of the same process pi. Since pi takes
exactly one step in both e and e′ and all types considered are deterministic, pi

has the same state in e(C) and e′(C). Thus, the two vertexes belong to the same
component of K.

Let K1 be one of the components of K. We divide the system into two teams
Π1 and Π2. Team Π1 consists of all processes pi, such that any execution that
begins with the step si of pi is in K1. Team Π2 consists of all other processes.
Since K consists of at least two disconnected components, Π1 and Π2 are non-
empty. We show now that S and two registers can solve (n + 1)-process team
consensus for teams Π1 and Π2.

Let X be the object of a type in S accesses by each step in {sj |pj ∈ U}.
We initialize X to its state in C.4 Every process pi writes its input value into
its team’s register and then executes the step si of ConsD defined for C. By
construction of K, the resulting state of pi can belong to a vertex of exactly one
component of K. If the state of pi corresponds to a vertex in K1, then pi outputs
the value of Π1’s register, otherwise, pi outputs the value of Π2’s register. As
a result, processes agree on the component to which the resulting state of the
system belongs.

Clearly, every correct process eventually decides on some proposed value.
Assume now that all processes on the same team (Π1 or Π2) propose the same
value. Since the processes always agree on the component in K, and no two
different values are ever written into the teams’ registers, no two processes decide
on different values.

Thus, S ∪ {register} solve (n + 1)-process team consensus. By Lemma 1, S ∪
{register} solve (n + 1)-process consensus - a contradiction with the assumption
that hr

m(S) ≤ n. Thus, K is connected. (End of proof of Claim 1)
Now we color each vertex e(C) of K with val(e(C)). Since γ is complete,

there are two executions e and e′ in E of opposite valence, and for every e in
E, e(C) is univalent. That is, each vertex of K has exactly one color (0 or 1)
and, for each u ∈ {0, 1}, there is at least vertex in K colored by u. Since K is
connected, K includes at least two vertexes of different colors, e0(C) and e1(C),
connected with an edge. By construction, there is a process pj that has the same
state in e0(C) and e1(C) and val(e0(C)) �= val(e1(C)). �

The following result is a generalization of Lemma 6.4.1 of [4] (the proof is
given in the full paper [8]):

Lemma 3. Any bivalent simulation tree Υ I has a decision gadget.

Deciding sets. Instead of the notion of a deciding process given in [4], we in-
troduce the notion of a deciding set V ⊂ Π. The deciding set V of a decision
gadget γ is computed as follows:

4 The possibility to initialize objects cannot increase their consensus power [2].
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(1) Let γ be a fork defined by steps si and s′
i. Then V = {pi}.

(2) Let γ be a hook defined by steps si and sj . Since, by definition, si and sj

do not access the same object of a type in S, there are the following cases
to consider:

(2a) sj is a query step or sj reads a register. Then V = {pj}.
(2b) sj writes into a register, or sj accesses an object X of a type in S and

si does not access X. Then V = Π − {pj}.
(3) Let γ be a rake defined by a pivot C, a participating set U and an executions

set E and a pivot C. The following cases are possible:
(3a) γ is incomplete, i.e., there is an execution e ∈ E and a process pj ∈ U ,

such that pj takes no steps in e. Then V = Π − {pj}.
(3b) γ is complete and |U | ≤ n. Then V = U .
(3c) γ is complete, |U | = n + 1, and there is a process pj ∈ U such that, for

some e and e′ in E that begin with sj , e(C) and e′(C) have different
valences. Then V = Π − {pj}.

(3d) γ is complete, |U | = n+1, and for any e and e′ in E that begin with the
same step sj , e(C) and e′(C) have the same valence. Lemma 2 guarantees
that some process pj “mixes” two configurations of opposite valence, i.e.,
there exist two executions e and e′ in E, such that pj has the same state
in e(C) and e′(C), and val(e(C)) �= val(e′(C)). Then V = Π − {pj}.

By construction, in each case, V is a set of at most n processes.

Lemma 4. The deciding set of a decision gadget contains at least one correct
process.

(The proof of Lemma 4 [8] uses the assumption that S consists of one-shot
types.)

4 The Main Result

In this section, we present our reduction algorithm TD→Ωn (Figure 2). As in [4,
15], each process pi maintains a shared variable Gi that contains a finite ever
growing DAG representing a sample of failure detector output values at different
processes as well as causal relationships between them. Let Gi(τ) denote the
value of Gi at the end of the last step of pi before time τ ∈ T. There is an
infinite DAG G (defined in Section 3) such that, for any correct process pi,
∪τ∈T Gi(τ) = G (Lemma 6.6.1.2 and Lemma 6.6.1.4 of [4]).

Every process pi periodically scans the registers Gj (j = 1, .., n) and adds
the new vertexes and edges from each Gj (j = 1, .., m) to Gi. Then pi queries its
failure detector module, adds a new vertex corresponding to the output value to
Gi and an edge to the vertex from each old vertex of Gi.

Let Ij (j = 0, .., n + 1) denote an initial configuration of ConsD in which
processes p0, .., pj−1 propose 1 and processes pj , .., pn propose 0. Process pi con-
structs then a simulation forest — the set of simulation trees {Υ j

i }j=1,... ,n+1,
where Υ j

i denotes the simulation tree induced by Gi and Ij . Let Υ j
i (τ) (τ ∈ T)

denote the simulation tree induced by Gi(τ) and Ij . Similarly, ∪τ∈∞ Υ j
i (τ) = Υ j ,

where Υ j is induced by G and Ij .
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Fig. 2. Reduction algorithm TD→Ωn for process pi.

Process pi tags each vertex C ∈ Υ j
i according to the decision taken in C’s

descendants. We say that Υ j
i is critical if and only if Υ j−1

i is 0-valent and Υ j
i

is 1-valent or bivalent. A finite tree Υ j
i might have no tags though, hence there

might be no critical simulation tree in {Υ j
i }j=0,...n+1.

As a result of the reduction algorithm, every process pi maintains a variable
outputi, the value of which is returned each time the failure detector module of
Ωn at pi is queried.

Theorem 1. Let S be any set of one-shot deterministic types, such that
hr

m(S) ≤ n. If a failure detector D implements (n + 1)-process consensus in a
system of processes, using only registers and objects of types in S, then Ωn 	 D.

Proof. (Sketch) By the validity property of consensus, Υ 0 is 0-valent and Υn+1

is 1-valent. Hence, there exists a critical tree in {Υ j}j=0,...n+1.
In the algorithm of Figure 2, every correct process eventually identifies the

critical tree Υ k. The following cases are possible:

(1) Υ k is univalent. In this case, every correct process pi eventually permanently
outputs pk. By Lemma 6.5.1 of [4], pk is correct.

(2) Υ k is bivalent. By Lemma 3, there exists a decision gadget in Υ k. In this
case, eventually, every correct process pi eventually permanently outputs
the deciding set V of the smallest decision gadget of Υ k. By Lemma 4, the
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deciding set (of size at most n) of any decision gadget includes at least one
correct process.

In both cases, the output of Ωn is emulated. �

Theorem 1 and [18] imply the following result:

Theorem 2. Let S be any set of one-shot deterministic types, such that
hr

m(S) = n. Ωn is the weakest failure detector D, such that hr
m(S; D) = n + 1.

5 Boosting Resilience with Ωt

So far we considered systems in which processes communicate through wait-free
linearizable implementations of shared objects. Every process can complete every
operation on a wait-free object in a finite number of its own steps, regardless of
the behavior of other processes.

In contrast, in this section we consider t-resilient implementations. They
guarantee that a process completes its operation, as long as no more than t
process crash, where t is a specified parameter. If more than t processes crash,
no operation on a t-resilient implementation is obliged to return.

Assume that k processes communicate through registers and t-resilient lin-
earizable implementations of shared object [3]. We will simply call these t-
resilient objects (these are called t-resilient services in [1]).

The classical results on (a) consensus universality [10] and (b) t-resiliency [3]
imply the following impossibility result:

Theorem 3. Let k and t be any integers, such that k > t ≥ 1. There is no t-
resilient implementation of k-process consensus from registers and (t−1)-resilient
objects.

(The proof of Theorem 3 based on the results of [10,3] is given in the full
version of the paper [8]. An alternative self-contained proof for message passing
systems is given in [1].)

Thus, it is not possible to obtain a more fault-tolerant system solving consen-
sus by combining less fault-tolerant components. Not surprisingly, this impos-
sibility can be circumvented by augmenting the system with a failure detector
abstraction. Interestingly, our result on boosting the power of deterministic one-
shot types implies the following theorem (the proof is given in the full paper [8]):

Theorem 4. Let k and t be any integers, such that t > f ≥ 1. Let S be any set
of types (not necessarily deterministic one-shot), such that registers and (t − 1)-
resilient objects of types in S implement (t−1)-resilient k-process consensus. Ωt

is the weakest failure detector to implement t-resilient k-process consensus using
registers and (t − 1)-resilient objects of types in S.
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Abstract. We present a new approach, the GeoQuorums approach, for
implementing atomic read/write shared memory in ad hoc networks. Our
approach is based on abstract nodes associated with certain geographic
locations. We assume the existence of focal points, geographic areas that
are normally “populated” by mobile hosts. For example, a focal point
may be a road junction, a scenic observation point, or a water resource in
the desert. Mobile hosts that happen to populate a focal point participate
in implementing shared atomic put/get objects, using a replicated state
machine approach. These objects are then used to implement atomic
read/write operations. The GeoQuorums algorithm defines certain inter-
secting sets of focal points, known as quorums. The quorum systems are
used to maintain the consistency of the shared memory. We present a
mechanism for changing quorum systems on the fly, thus improving ef-
ficiency. Overall, the new GeoQuorums algorithm efficiently implements
read and write operations in a highly dynamic, mobile network.

1 Introduction

In this paper, we introduce a new approach to designing algorithms for mobile
ad hoc networks. An ad hoc network uses no pre-existing infrastructure, unlike
cellular networks that depend on fixed, wired base stations. Instead, the network
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is formed by the mobile nodes themselves, which cooperate to route communi-
cation from sources to destinations.

Ad hoc communication networks are, by nature, highly dynamic. Mobile hosts
are often small devices with limited energy that spontaneously join and leave the
network. As a mobile host moves, the set of neighbors with which it can directly
communicate may change completely. The nature of ad hoc networks makes it
challenging to solve the standard problems encountered in mobile computing,
such as location management (e.g., [1]), using classical tools. The difficulties
arise from the lack of a fixed infrastructure to serve as the backbone of the
network. In this paper, we begin to develop a new approach that allows existing
distributed algorithms to be adapted for highly dynamic ad hoc environments.

Providing atomic [2] (or linearizable [3]) read/write shared memory in ad hoc
networks is a fundamental problem in distributed computing. Atomic memory
is a basic service that facilitates the implementation of many higher-level algo-
rithms. For example, one might construct a location service by requiring each
mobile host to periodically write its current location to the memory. Alterna-
tively, a shared memory could be used to collect real-time statistics, for example,
recording the number of people in a building. We present here a new algorithm
for atomic multi-writer/multi-reader memory in mobile, ad hoc networks.

The GeoQuorums Approach. We divide the problem of implementing
atomic read/write memory into two parts. First, we define a static, abstract
system model that associates abstract nodes with certain fixed geographic lo-
cales. The mobile hosts implement this model using a replicated state machine
approach. In this way, the dynamic nature of the ad hoc network is masked by
a static model. Second, we present an algorithm to implement atomic memory
using the static network model.

The geographic model specifies a set of physical regions, known as focal
points. The mobile hosts within a focal point cooperate to simulate a single
virtual process. Each focal point is required to support a local broadcast service,
which provides reliable, totally ordered broadcast. This service allows each node
in the focal point to communicate reliably with every other node in the focal
point. The local broadcast service is used to implement a type of replicated state
machine, one that tolerates joins and leaves of mobile hosts. If every mobile host
leaves the focal point, the abstract node fails.

The atomic memory algorithm is implemented on top of the geographic ab-
straction. Nodes implementing the atomic memory algorithm use a GeoCast
service (as in [4,5]) to communicate with the virtual processes, that is, with the
focal point nodes. In order to achieve fault tolerance and availability, the algo-
rithm replicates the read/write shared memory at a number of focal points. In
order to maintain consistency, accessing the shared memory requires updating
certain sets of focal points, known as quorums [6,7,8,9,10]. (Note that the mem-
bers of our quorums are focal points, not mobile hosts.) The algorithm uses two
sets of quorums: (i) get-quorums, and (ii) put-quorums, with the property that
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every get-quorum intersects every put-quorum.1 The use of quorums allows the
algorithm to tolerate the failure of a limited number of focal points.

Our atomic memory algorithm uses a Global Position System (GPS) time
service, allowing it to process writes using a single phase; prior single-phase
write algorithms made other strong assumptions, for example, relying either on
synchrony [8] or single writers [9]. Our algorithm also allows for some reads
to be processed using a single phase: the atomic memory algorithm flags the
completion of a previous read or write to avoid using additional phases, and
propagates this information to various focal points. As far as we know, this is
an improvement on previous quorum-based algorithms.

For performance reasons, at different times it may be desirable to use different
sets of get-quorums and put-quorums. For example, during periods of time when
there are many more read operations than write operations, it may be preferable
to use smaller, more geographically distributed, get-quorums that are fast to
communicate with, and larger put-quorums that are slower to access. If the
operational statistics change, it may be useful to reverse the situation. The
algorithm presented here includes a limited reconfiguration capability: it can
switch between a finite number of predetermined configurations. As a result of
the static underlying model, in which focal points neither join nor leave, this
is not a severe limitation. The resulting reconfiguration algorithm, however, is
quite efficient compared to prior reconfigurable atomic memory algorithms [11,
12]. Reconfiguration does not significantly delay read or write operations, and,
as no consensus service is required, reconfiguration terminates rapidly.

This paper contains three primary contributions. First, we introduce the geo-
graphic abstraction model, which allows simple, static algorithms to be adapted
for highly dynamic environments. Second, we provide an implementation of the
abstract model using mobile hosts. Third, we implement a reconfigurable, atomic
read/write shared memory, using the static model.
Other Approaches. Quorum systems are widely used to implement atomic
memory in static distributed systems [6,7,8,9,13,14]. More recent research has
pursued application of similar techniques to highly dynamic environments, like
ad hoc networks. Many algorithms depend on reconfiguring the quorum systems
in order to tolerate frequent joins and leaves and changes in network topology.
Some of these [15,16,14,10] require the new configurations to be related to the
old configurations, limiting their utility in ad hoc networks. Englert and Shvarts-
man [17] showed that using any two quorum systems concurrently preserves
atomicity during more general reconfiguration. Recently, Lynch and Shvartsman
introduced Rambo [11] (extended in [12]), an algorithm designed to support
distributed shared memory in a highly dynamic environment. The Rambo algo-
rithms allow arbitrary reconfiguration, supporting a changing set of (potentially
mobile) participants. The GeoQuorums approach handles the dynamic aspects
of the network by creating a geographic abstraction, thus simplifying the atomic

1 These are often referred to as read-quorums and write-quorums; the put/get termi-
nology more accurately describes the operations performed on the focal points in
the quorums, since read operations may use both types of quorums.
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memory algorithm. While prior algorithms use reconfiguration to provide fault
tolerance in a highly dynamic setting, the GeoQuorums approach depends on
reconfiguration primarily for performance optimization. This allows a simpler,
and therefore more efficient, reconfiguration mechanism.

Haas and Liang [18] also address the problem of implementing quorum sys-
tems in a mobile network. Instead of considering reconfiguration, they focus on
the problem of constructing and maintaining quorum systems for storing lo-
cation information. Special participants are designed to perform administrative
functions. Thus, the backbone is formed by unreliable, ad hoc nodes that serve as
members of quorum groups. Stojmenovic and Pena [19] choose nodes to update
using a geographically aware approach. They propose a heuristic that sends loca-
tion updates to a north-south column of nodes, while a location search proceeds
along an east-west row of nodes. Note that the north-south nodes may move dur-
ing the update, so it is possible that the location search may fail. Karumanchi et
al. [20] focus on the problem of efficiently utilizing quorum systems in a highly
dynamic environment. The nodes are partitioned into fixed quorums, and every
operation updates a randomly selected group, thus balancing the load.
Document Structure. The rest of the paper is organized as follows. The
system model appears in Section 2. The algorithms for emulating a focal point
and implementing GeoQuorums appear in Section 3. The atomicity proof for
the implementations appear in Section 4. Section 5 contains a discussion of
the performance of the algorithm. Finally, in Section 6, we conclude and present
some areas for future research. The complete code for the algorithms and selected
proofs are given in the full technical report [21].

2 System Model

In this section, we describe the underlying theoretical model, and discuss the
practical justifications.
Theoretical Model. Our world model consists of a bounded region of a
two-dimensional plane, populated by mobile hosts. The mobile hosts may join
and leave the system, and may fail at any time. (We treat leaves as failures.)
The mobile hosts can move on any continuous path in the plane, with bounded
speed. The computation at each mobile host is modeled by an asynchronous
automaton, augmented with a geosensor . The geosensor is a device with access
to a real-time clock and the current, exact location of the mobile host in the
plane. It provides the mobile host with continuous access to this information.

While we make no assumption about the motion of the mobile hosts, we do
assume that there are certain regions that are usually “populated” by mobile
hosts. We assume that there is a collection of some n uniquely identified, non-
intersecting regions in the plane, called focal points, such that (i) at most f focal
points fail (for some f < n), in the sense that there is a period of time during
which no mobile host is in the focal point region, and (ii) the mobile hosts in each
focal point are able to implement a reliable, atomic broadcast service. Condition
(i) is used to ensure that sufficiently many focal points remain available. Once
a focal point becomes unavailable due to “depopulation”, we do not allow it



310 S. Dolev et al.

to recover if it is repopulated. (The algorithm we present in this paper can be
modified to allow a “failed” focal point to recover, however, we do not discuss
this modification here.) Condition (ii) ensures that all mobile hosts within a
focal point can communicate reliably with each other, and that messages are
totally ordered. We assume that each mobile host has a list of all the focal point
identifiers.

Each mobile host also has a finite list of configurations. A configuration,
c, consists of a unique identifier and two sets of quorums: get-quorums(c) and
put-quorums(c). Each quorum consists of a set of focal points identifiers, and
they have the following intersection properties: if G ∈ get-quorums(c) and
P ∈ put-quorums(c), then G ∩ P �= ∅. Additionally, for a given c, we as-
sume that for any set of f focal points, F , there exist G ∈ get-quorums(c)
and P ∈ put-quorums(c) such that F ∩ G = ∅ and F ∩ P = ∅. This allows
an algorithm based on the quorums to tolerate f focal points failing. Fur the
purposes of this presentation, we assume there are only two configurations, c1
and c2.

Mobile hosts depend on two broadcast services: (i) LBCast, a local, atomic
broadcast service, and (ii) GeoCast, a global delivery service. The LBCast service
allows nodes within a focal point to communicate reliably. Each focal point is
assumed to support a separate LBCast service: if we refer to focal point h,
its broadcast service is referred to as lbcasth. The LBCast service takes one
parameter, a message, and delivers it to every node in the focal point region.
If mobile host i is in focal point h, and broadcasts a message m using lbcasth

at time t, and if j is also in focal point h at time t, and remains in h, then j
receives message m. Additionally, the service guarantees that all mobile hosts
receive all messages in the same order. That is, if host i1 receives message m1
before message m2, then if host i2 receives messages m1 and m2 it will receive
message m1 before message m2.

The GeoCast service delivers a message to a specified destination in the plane,
and optionally delivers it to a specified node at that location. The GeoCast
service takes three parameters: (i) message, (ii) destination location, (iii) ID of a
destination node (optional). If no destination ID is specified, then the destination
location must be inside some focal point, h. In this case, if message m is GeoCast
at time t, then there exists some time t′ > t such that if mobile host i is in focal
point h at time t′, and remains in h, then i receives message m. If a destination-
ID is specified, and if the destination node remains near the destination location
until the message is delivered, and the destination node does not fail until the
message is delivered, then the service will eventually deliver the message to the
node with the correct destination-ID.
Practical Aspects. This theoretical model represents a wide class of real
mobile systems. First, there are a number of ways to provide location and time
services, as represented by the geosensor. GPS is perhaps the most common
means, but others, like Cricket [22], are being developed to remedy the weak-
nesses in GPS, such as the inability to operate indoors. Our algorithms can
tolerate small errors in the time or location, though we do not discuss this.
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Second, the broadcast services specified here are reasonable. If a focal point
is small enough, it should be easy to ensure that a single broadcast, with ap-
propriate error correction, reaches every mobile node at the focal point. If the
broadcast service uses a time-division/multiple-access (TDMA) protocol, which
allocates each node a time slot in which to broadcast, then it is easy to deter-
mine a total ordering of the messages. A node joining the focal point might use
a separate reservation channel to compete for a time slot on the main TDMA
communication channel. This would eliminate collisions on the main channel,
while slightly prolonging the process of joining a focal point.

The GeoCast service is also a common primitive in mobile networks: a num-
ber of algorithms have been developed to solve this problem, originally for the
internet protocol [4] and later for ad hoc networks (e.g., [23,5]).

We propose one set of configurations that may be particularly useful in prac-
tical implementations. We take advantage of the fact that accessing nearby focal
points is usually faster than accessing distant focal points. The focal points can
be grouped into clusters, using some geographic technique [24]. Figure 1 illus-
trates the relationship among mobile hosts, focal points, and clusters. For con-
figuration c1, the get-quorums are defined to be the clusters. The put-quorums
consist of every set containing one focal point from each cluster. Configuration
c2 is defined in the opposite manner. Assume, for example, that read operations
are more common than write operations (and most read operations only require
one phase). Then, if the clusters are relatively small and are well distributed (so
that every mobile host is near to every focal point in some cluster), then con-
figuration c1 is quite efficient. On the other hand, if write operations are more
common than read operations, configuration c2 is quite efficient. Our algorithm
allows the system to switch safely between two such configurations.

Another difficulty in implementation might be agreeing on the focal points
and ensuring that every mobile host has an accurate list of all the focal points
and configurations. Some strategies have been proposed to choose focal points:
for example, the mobile hosts might send a token on a random walk, to collect

information on geographic density [25]. The simplest way to ensure that a
mobile host has access to a list of focal points and configurations is to depend
on a centralized server, through transmissions from a satellite or a cell-phone
tower. Alternatively, the GeoCast service itself might facilitate finding other
mobile hosts, at which point the definitive list can be discovered.

3 Focal Point Emulator and Operation Manager

The GeoQuorums algorithm consists of two components: the Focal Point Emula-
tor (FPE) and the Operation Manager (OM). Figure 2 describes the relationships
among the different components of the algorithm.

For example, a client at some node i may request a read (the “read” arrow
from the Client to the OM). The OM notes the mobile host’s current location,
using the Geosensor (right “geo-update” arrow). The OM then sends GeoCast
messages to focal points (“geoc-send” arrow), including its current location. The
GeoCast message is received by the FPE at some other node, j, (“geoc-rcv”
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Fig. 1. Clusters

Fig. 2. System Architecture

arrow). The FPE at j first sends a local broadcast of the request (“lbcast-send”
arrow), and then sends a response to i (“geoc-send” arrow), using the position
of the client received in the GeoCast message. The OM at i uses the responses
received (“geoc-rcv” arrow) from the FPEs to compute the response to the read
operation, which it sends to the Client (“read-ack” arrow).

A FPE determines that the mobile host is in a focal point region using
information from the Geosensor (left “geo-update” arrow). Then the FPE uses
the LBCast service to perform the join protocol (“lbcast-send”, “lbcast-rcv”),
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Signature:

Input:

lbcast-rcv(message, payload, op-src)h,i

geoc-rcv(message, payload, src, dest)i

geo-update(current-loc, new-time)i

Output:

lbcast-send(message, payload, op-src)h,i

geoc-send(message, payload, src, dest)i

Internal:

join()i

leave()i

State Components

status ∈ {idle, joining, active}, initially
{

active if i is initially in some focal point
idle otherwise

join-oid, join id, initially 0
focalpoint-id, focal point id, initially ⊥
complete-ops, a set of operation ids,

initially ∅
data, a record with fields:

value, a value, initially v0
tag, a tag id, initially ⊥
confirmed, a set of tag ids, initially ∅
conf-id, a configuration id, initially 〈0, 0, 0〉
recon-ip, a boolean flag, initially false

queues, a record with fields:
geocast, a queue of 〈op, payload, src, dest〉,

initially ∅
lbcast, a queue of 〈op, payload, op-src〉,

initially ∅
global, a record with fields:

fp-map, a set of focal points
clock , a clock, initially 0
location, a location, initially i’s initial loc.

Fig. 3. Focal Point Emulator FPE i Signature and State

after which point it can respond to GeoCast messages. We now describe the
algorithm in more detail.

3.1 Focal Point Emulator

The Focal Point Emulator (FPE) is the automaton that allows the members
of a focal point to simulate a single replica. The FPE implements a replicated
state machine, using the totally ordered local broadcast to ensure consistency.
Figure 3 contains the signature and state of the FPE. The remaining code for
the FPE is available in the technical report [21].

The FPE maintains a data record that represents the state replicated at ev-
ery mobile host in the focal point. The FPE receives put and get requests from
the GeoCast service, updating and retrieving data.value. Each put is accompa-
nied by a unique tag from a totally ordered set, which is stored in data.tag .
Occasionally the FPE is notified that a tag is confirmed; data.confirmed tracks
the set of confirmed tags. (This means that at least one operation involving this
tag has fully completed.) Requests to the FPE contain the id of a configuration;
data.conf-id stores the largest known configuration id. data.recon-ip is a flag
that indicates whether a reconfiguration is in progress.

The FPE receives various messages from the GeoCast service, sent by mobile
hosts. Each incoming message is immediately rebroadcast, using the LBCast
service. The FPE takes no other action in response to GeoCast messages.

The FPE also receives messages from the LBCast service. Each FPE au-
tomaton can be idle, joining, or active. If a node is not idle (even if it is in
the process of joining), then it will process incoming messages and update its
local state, in order to maintain consistency. If the node is active (and joining is
completed), then the FPE enqueues a response, if required. Finally, if any node
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notices that a new configuration is being used, it sets a flag to remember that a
reconfiguration is in progress.

The LBCast service delivers four types of messages: (i) If FPE i (the FPE at
node i) receives a get message and no other node has responded, then FPE i sends
a response via the GeoCast service, containing its current data.tag , data.value,
and data.confirmed . (ii) If FPE i receives a put message, then it updates its
data.tag , data.value and data.confirmed using the data in the message. If no
other node has responded, then FPE i sends a response using the GeoCast ser-
vice, indicating that the update is complete. (iii) If FPE i receives a confirm
message, then it updates its local copy of the confirmed flag. (iv) If node i re-
ceives a recon-done message, then it sets its local recon-ip flag to false to
indicate that the reconfiguration is completed.

The final piece of the FPE is the join protocol, which enables a mobile host
to join a focal point. Recall that the Geosensor service periodically notifies the
mobile host of its new location. When the host has entered a focal point, it
begins the join protocol by sending a join-request message using the LBCast
service; this message contains a unique identifier for the join request consisting
of the requester’s node identifier and the current time. When node i receives
the join-request message, if no other node has responded, then node i sends
a response using the LBCast; this response includes data.tag , data.value, and
data.confirmed . As soon as the initiator of the join protocol receives any re-
sponse, it updates its current data.value, data.tag , and data.confirmed with the
information in the response message, and then becomes active.

3.2 Operation Manager

The Operation Manager (OM) maintains the state described in Figure 4. The
OM uses the GeoCast service to communicate with FPEs (see Figure 5), sending
get, put, and confirm messages, and receiving appropriate responses. The OM

Signature:

Input:
read()i

write(value)i,
recon(config-name)i

geoc-rcv(op, payload, src, dest)i

Output:
read-ack(value)i

write-ack()i

recon-ack()i

geoc-send(op, payload, src, dest)i

Internal:
read-2()i

recon-2()
confirm()i

State Components

confirmed, a set of tag ids, initially ∅
conf-id, a configuration id, initially 〈0, 0, 0〉
recon-ip, a boolean flag, initially false
G1, P2, G2, P2, the sets of get-quorums and

put-quorums for configurations 1 and 2
global, a record with fields:

location, a location, initially ⊥
clock , a time, initially 0
fp-map, a set of focal point definitions

op, a record with fields:
type ∈ {read, write, recon}
phase ∈ {idle, get, put}, initially idle
tag, a tag id, initially ⊥
value, a value, initially ⊥
recon-ip, a boolean flag, initially false
oid, an operation id, initially 0
acc, a set of process ids, initially ∅
loc, a location, initially ⊥

Fig. 4. Operation Manager OM i Signature and State
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Input geoc-rcv(op-ack, oid, tag, val,
conf , cid, rec-ip, src, dest)i

Effect:
if op.oid = oid then

if op-ack = get-ack and tag > op.tag then
op.tag ← tag
op.val ← val

acc ← acc ∪ {lookup(src.loc, global.fp-map)}
if cid > conf-id then

conf-id ← cid
op.recon-ip ← true
recon-ip ← true
if op.type = recon then
op.phase = idle

else if cid = conf-id then
if rec-ip = false then recon-ip ← false

if conf = true then
confirmed ← confirmed ∪ {tag}

Output geoc-send(message, payload, src, dest)i

Precondition:
if (op.phase 
= idle) then

message = op.phase ∨
message ∈ {confirm, recon-done}

else
message ∈ {confirm, recon-done}

payload contains operation specific
information (i.e., data.tag,
data.value, etc.)

src = 〈i, global.location〉
fp-name ∈ FP
dest = 〈focal-point, fp-name〉

Effect:
None

Fig. 5. Operation Manager OM i GeoCast Send/Receive

uses the FPEs as replicas, guaranteeing both atomicity and fault tolerance. For
each phase of each operation, the OM receives messages from a quorum of FPEs.
Read/Write Operations. The code for read/write operations is presented
in Figure 6. When OM i receives a write request, it examines its clock to choose a
tag for the operation. OM i uses the GeoCast service to send the new tag and new
value to a number of focal points. Let c be the value of conf-id i when the opera-
tion begins. If all responses indicate that c is the most recent configuration (i.e.,
no reconfiguration is in progress), then the operation terminates when OM i re-
ceives at least one response from each focal point in some P ∈ put-quorums(c). If
any response indicates that a reconfiguration is in progress, then OM i waits un-
til it also receives responses from each focal point in some P ′ ∈ put-quorums(c′),
where c′ is the other configuration. (We have assumed there are only two con-
figurations – if there are more than two configurations, OM i would need to
hear from all of them.) After the operation is complete, OM i can optionally
notify focal points that the specified tag has been confirmed, indicating that the
operation is complete.

When OM i receives a read request, it sends out messages to a number of focal
points. Let c be the value of conf-id i when the operation begins. As for write
operations, if all responses indicate that c is the most recent configuration, then
the first phase terminates when OM i receives a response from each focal point
in some G ∈ get-quorums(c). Otherwise, the phase completes when OM i also
receives a response from each focal point in some G′ ∈ get-quorums(c′), where c′

is the other configuration. At this point, OM i chooses the value associated with
the largest tag from any of the responses. If the chosen tag has been confirmed,
then the operation is complete. Otherwise, OM i begins a second phase that is
identical to the protocol of the write operation.

Notice that the knowledge of the confirmed tags is used to short-circuit the
second phase of certain read operations. The second phase is only required in
the case where a prior operation with the same tag has not yet completed. By
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Input read()i

Effect:
op ← 〈read, get,⊥,⊥, recon-ip,
〈global.clock, i〉, ∅, global.location〉

Output read-ack(v)i

Precondition:
conf-id = 〈c, p, n〉
if op.recon-ip then
∃p0 ∈ P0, p1 ∈ P1 such that acc ⊇ p0 ∪ p1

else
∃pn ∈ Pn such that acc ⊇ pn

op.phase = put
op.type = read
v = op.value

Effect:
op.phase← idle
confirmed← confirmed ∪ {op.tag}

Output read-ack(v)i

Precondition:
conf-id = 〈c, p, n〉
if op.recon-ip then
∃g0 ∈ G0, g1 ∈ G1 such that acc ⊇ g0 ∪ g1

else ∃gn ∈ Gn such that acc ⊇ gn

op.phase = get
op.type = read
op.tag ∈ confirmed
v = op.value

Effect:
op.phase← idle

Input write(v)i

Effect:
op ← 〈write, put, 〈global.clock, i〉, v, recon-ip,
〈global.clock, i〉, ∅, global.location〉

Internal read-2()i

Precondition:
conf-id = 〈c, p, n〉
if op.recon-ip then
∃g0 ∈ G0, g1 ∈ G1 s.t. op.acc ⊇ g0 ∪ g1

else
∃gn ∈ Gn such that acc ⊇ gn

op.phase = get
op.type = read
op.tag /∈ confirmed

Effect:
op.phase ← put
op.recon-ip ← false
op.oid ← 〈global.clock, i〉
op.acc ← ∅
op.loc ← my-location

Output write-ack()i

Precondition:
conf-id = 〈c, p, n〉
if op.recon-ip then
∃p0 ∈ P0, p1 ∈ P1 such that acc ⊇ p0 ∪ p1

else
∃pn ∈ Pn such that acc ⊇ pn

op.phase = put
op.type = write

Effect:
op.phase← idle
confirmed← confirmed ∪ {op.tag}

Fig. 6. Operation Manager OM i Read/Write Transitions

notifying focal points when the tag has been confirmed, the algorithm allows
later operations to discover that a second phase is unnecessary.
Reconfiguration. The code for the reconfiguration algorithm is presented
in Figure 7. The reconfiguration algorithm is a variant of the reconfiguration
mechanism presented in the Rambo II algorithm [12]: the presented algorithm
is a special case of the general algorithm, in which there are only a small, finite
number of legal configurations. This simplification obviates the need for a con-
sensus service, and therefore significantly improves efficiency. A reconfiguration
operation is similar to a read or write operation, in that it requires contacting
appropriate quorums of focal points from the two different configurations, c1 and
c2. First, OM i determines a new, unique, configuration identifier, by examining
the local clock, its node id, and the name of the desired configuration. Then
OM i sets a flag, indicating that a reconfiguration is in progress. At this point,
the first phase of the reconfiguration begins: OM i sends messages to a number
of focal points. The first phase terminates when OM i receives a response from
every node in four different quorums: (i) a get-quorum of c1, (ii) a get-quorum of
c2, (iii) a put-quorum of c1, and a (iv) put-quorum of c2. Then the second phase
begins, again sending out messages to focal points. It terminates when OM i re-
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Input recon(conf-name)i

Effect:
conf-id = 〈global.clock , i, conf-name〉
recon-ip = true
if op.type = recon then

op.phase = idle

Internal recon-upgrade-2(cid)i

Precondition:
∃g0 ∈ G0, g1 ∈ G1, p0 ∈ P0, p1 ∈ P1

such that: acc ⊇ g0 ∪ g1 ∪ p0 ∪ p1
op.type = recon
op.phase = get
cid = conf-id

Effect:
op.phase ← put
op.oid ← 〈global.clock, i〉
op.acc ← ∅
op.loc ← global.location

Internal recon-upgrade(cid)i

Precondition:
recon-ip = true
op.phase = idle
cid = conf-id

Effect:
op ← 〈recon, get,⊥,⊥, true, 〈global.clock, i〉,

∅, global.location〉

Output recon-ack(cid)i

Precondition:
conf-id = 〈c, p, n〉
∃pn ∈ Pn such that acc ⊇ pn

op.type = recon
op.phase = put
cid = conf-id

Effect:
recon-ip = false
op.phase ← idle

Fig. 7. Operation Manager OM i Reconfiguration Transitions

ceives responses from every node in some put-quorum of the new configuration.
OM i may then broadcast a message to various focal-points, notifying them that
the new configuration is established and that the reconfiguration is done.

4 Atomic Consistency

In this section, we discuss the proof that the GeoQuorums algorithm guarantees
atomic consistency. For the complete proof, see the technical report [21]. The
proof is divided into two parts. First, we show that each FPE acts like an atomic
object with respect to put, get, confirm, and recon-done operations. Then we show
that the OM guarantees atomic consistency.

Focal Point Emulator. The FPE uses the totally ordered LBCast service
to implement a replicated state machine, which guarantees that the FPE im-
plements an atomic object. If no new node joins a particular focal point after
the beginning of the execution, it is easy to show that the FPE implements an
atomic object: each request to the FPE is rebroadcast using the LBCast service;
therefore every FPE receives requests in the same order. If the response for one
operation precedes the request for a second operation, then clearly the request
for the second comes after the request for the first in the LBCast total ordering.
Therefore the second request will be processed after the first request.

The same conclusion holds when nodes join the focal point after the beginning
of the execution. A joining node is sent a summary of all requests that occur
prior to its beginning the join protocol, and receives from the LBCast service all
requests for operations that occur after it begins the join protocol. Therefore,
when the join protocol completes, the FPE has processed every request ordered
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by the LBCast service prior to the completion of the join protocol. We conclude
that the FPE implements an atomic object.
Operation Manager. The proof that the OM guarantees atomic consistency
relies on establishing a partial order on read and write operations, based on the
tag associated with each value. First, assume that all read operations complete
in two phases (rather than being short-circuited by the confirmed flag). If no
reconfiguration occurs, then it is easy to see that atomic consistency is guaran-
teed: assume operation π1 completes before operation π2 begins. First, assume
that both use configuration c. Then π1 accesses a put-quorum of c in its second
phase, and π2 accesses a get-quorum of c in its first phase. By the quorum in-
tersection property, there is some focal point, h, that is in both quorums. Then
focal point h first receives a message containing the request for π1, and then
sends a message in response to the request for π2.

Next, assume that a reconfiguration occurs such that either π1 or π2 has the
data.recon-ip flag set. The operation that has the flag set accesses quorums in
both configurations c1 and c2 (or all configurations, if there are more than two),
and therefore, as in the previous case, is guaranteed to contact a focal point, h,
that is part of the quorum contacted by the other operation. Finally, assume that
π1 uses one configuration, say, c1, and π2 uses the other configuration, say, c2,
and that neither has set the data.recon-ip flag. Then at least one reconfiguration
operation must begin during or after π1 and complete before π2, and we can
show that this reconfiguration operation learns about π1 in its first phase, and
propagates information to π2 in its second phase. (If there are more than two
configurations, then the tag is conveyed from π1 to π2 because reconfiguration
involves all existing configurations.)

Now we consider one-phase read operation. If a read operation terminates
after one phase, then it has received a message that the associated tag has been
confirmed. However, a tag is only confirmed when a prior operation has already
completed the propagation of the tag.

Putting these pieces together, we obtain the following, which leads (by
Lemma 13.16 in [26]) to the conclusion that atomic consistency is guaranteed:

Theorem 1. If π1 and π2 are read/write operations, and π1 completes before π2
begins, then tag(π1) ≤ tag(π2). If π2 is a write operation, then tag(π1) < tag(π2).

5 Performance Discussion

The performance of the GeoQuorums algorithm is directly dependent on the
performance of the two communication services. Assume that every GeoCast
message is delivered within time dG, and every LBCast message is delivered
within time dLB ; let d = dG + dLB . Then every read and write operation termi-
nates within 8d: each phase takes at most two round-trip messages. (An extra
round of communication may be caused by the discovery during the first round
that a reconfiguration is in progress.) The algorithm as specified also allows
the implementation to trade-off message complexity and latency. In each phase,
the node initiating the operation must contact a quorum of focal points. It can
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accomplish this by sending one message to every focal point, thereby ensuring
the fastest result, at the expense of a high message complexity. Alternatively,
the node can send a message only to focal points in a single quorum. If not all
responses are received (due, perhaps, to quorum members failing), the node can
try another quorum, and continue until it receives a response from every member
of some quorum. This leads to lower message complexity, but may take longer.

6 Conclusions and Future Work

We have presented a new approach, the GeoQuorums approach, to implementing
algorithms in mobile, ad hoc networks. We have presented a geographic abstrac-
tion model, and an algorithm, the Focal Point Emulator, that implements it
using mobile hosts. We have presented the Operation Manager, which uses the
static model to implement an efficient, reconfigurable atomic read/write memory.

The GeoQuorums approach transforms a highly dynamic, ad hoc environ-
ment into a static setting. This approach should facilitate the adaptation of
classical distributed algorithms to ad hoc networks. Unfortunately, the two com-
ponents presented are tightly coupled: the implementation of the FPE is specific
to the semantics of a reconfigurable atomic memory. We plan to further sepa-
rate the two levels of the algorithm. This separation will allow the GeoQuorums
approach to be applied to other challenging problems in mobile computing.

We also believe that our approach will be useful in studying hybrid networks,
consisting of both mobile nodes and fixed infrastructure. In areas where there are
non-mobile, fixed participants, simpler and more efficient versions of the FPE
can be used. When nodes enter areas with no infrastructure, the more dynamic
algorithm can seamlessly take over.

There are many open questions relating to the geographic abstraction. We
have assumed a static definition of focal points and configurations, but it remains
an open question to construct these in a distributed fashion, and to modify them
dynamically. There are also questions related to the practical implementation of
the model; we mention some ideas in Section 2, but open questions remain.
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Abstract. In this paper, we show that two peer-to-peer systems, Pas-
try [13] and Tapestry [17] can be made tolerant to certain classes of
failures and a limited class of attacks. These systems are said to oper-
ate properly if they can find the closest node matching a requested ID.
The system must also be able to dynamically construct the necessary
routing information when new nodes enter or the network changes. We
show that with an additional factor of O(log n) storage overhead and
O(log2 n) communication overhead, they can continue to achieve both of
these goals in the presence of a constant fraction nodes that do not obey
the protocol. Our techniques are similar in spirit to those of Saia et al.
[14] and Naor and Wieder [10]. Some simple simulations show that these
techniques are useful even with constant overhead.

1 Introduction

In peer-to-peer systems, all nodes are roughly equal. This equality brings with
it the potential for great power: such systems lack a central point of failure and
thus could, in principle, be less vulnerable to faults and directed attacks. Un-
fortunately, achieving this advantage is difficult because peer-to-peer algorithms
propagate information widely—greatly expanding the damage wrought by faulty
or malicious nodes. In this paper, we take a step forward by showing how two
peer-to-peer systems, Pastry [13] and Tapestry [17], can be made tolerant to a
limited class of failures and attacks.

Peer-to-peer networks such as Tapestry and Pastry are comprised of many
overlay nodes, each with a unique random identifier.1 One of the most important
tasks in a peer-to-peer network is routing, the ability to pass a message from a
source node to a destination node whose ID most closely matches a requested
destination. It is this task that we wish to accomplish in the presence of failures.

To accomplish this task, each overlay node maintains a table of connections
to a few (normally O(log n) or sometimes O(1)) of the other peer-to-peer nodes,
called neighbors. These connections are chosen such that routing decisions require
only information about the destination ID while keeping the number of hops
in overlay path short. In Tapestry and Pastry (and some other systems), an
1 The name space is chosen large enough that the probability that two randomly

assigned names are the same is negligible.
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Fig. 1. Multi-path diversity: If any node
on the path fails, the whole path fails.

Fig. 2. Wide-path diversity: Two nodes
must fail at same level to break path.

additional consideration is keeping the network distance short by choosing short
links over long ones when possible.

These systems operate properly if they successfully route messages. Moreover,
they must be able to dynamically construct their routing information. We show
that an additional factor of O(log n) space overhead (ie, the normal table size
is O(log n), and for the fault tolerant algorithms, it needs to be O(log2 n)) they
can continue to achieve both of these goals in the presence of a constant fraction
nodes that do not obey the protocol. This paper considers a model in which
nodes may be faulty at the overlay level, but cannot modify messages on the
wire. Also, the faulty nodes have no control over their IDs or location. While
this model is weaker than one might like, it does address the very common cases
of bad code and flaky hardware, and even adversaries of limited power.

The key idea of this paper is to exploit redundancy to tolerate faults, both
in building the neighbor table and in routing. There are two basic approaches
to routing illustrated in Figures 1 and 2. The first idea (in Figure 1) is to use
multiple paths. As long as one path is failure-free, the message will make it from
the source to the destination. However, notice that if one node fails in a path,
the whole path is useless.

Figure 2 shows a different technique. Instead of two separate paths, this
diagram show a single path that is two nodes wide. This means that all the nodes
in a given step send to all the nodes in the next step. If any node in one step gets
the message, then all the nodes in the next step will also get the message. For the
routing to be blocked, at some step, both the top and the bottom nodes must
simultaneously fail. This provides much greater fault-tolerance per redundant
overlay node than multiple paths (even normalizing for bandwidth consumed).
We will exploit this technique later.

There is another, orthogonal, routing design decision. The routing outlined
above is recursive. In recursive routing, the intermediate nodes forward the query
on to the next intermediate node. In contrast, some routing algorithms (including
the ones described in this paper) are iterative. In iterative routing, at each step,
the initiating node contacts some other node (or a set of nodes) to get the next
hop. The difference is illustrated in Figure 3. Iterative routing is less efficient,
but gives the originating node more control, which can be important in a faulty
network.
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Fig. 3. Iterative vs Recursive routing:
The source is on the left, the destination
is on the right. The solid arrows, labeled
by number, represent the iterative path,
and the dotted arrows represent the cor-
responding recursive path.

Fig. 4. Overlay nodes (hollow circles)
with neighbor links (dashed lines) above
physical nodes (solid circles) and network
links (solid lines). B cannot interfere with
messages from A to C, but C can interfere
with messages from A to B.

1.1 Related Work

The research community has described a diverse set of peer-to-peer systems [5,
8,9,12,13,14,16,17]. Some of the techniques of this paper may apply to other
systems.

In a recent paper, Sit and Morris [15] identify some basic categories of attacks
on peer-to-peer networks and some general responses to them. Their suggested
responses are general enough to apply to most peer-to-peer networks, so they are
in some cases not completely specified. Thus, they do not formally prove that
their approaches succeed. Two of their concerns are the two problems addressed
in this paper—attacks on dynamically building of the routing tables and routing
itself. They also suggest that iterative routing may be better in faulty networks.

Douceur in [3] describes the Sybil attack, in which a faulty node generates
many IDs and then pretends to be many nodes. He shows that it is practically
impossible to prevent this attack without a centralized authority which either ex-
plicitly or implicitly distributes IDs. (An IP address is an example of an implicit
identifier.)

Castro et al. [2] address many the same issues as the Sit and Morris, but
as they relate to Pastry in particular. For example, to route securely, Castro
et al. first route normally, and then perform a routing failure test to determine
whether the routing has gone wrong. If their test detects that routing may not
have been correct, they retry routing with a secure routing protocol.

Their secure routing protocol uses a different data structure that, unlike
the normal routing table, does not take into account network distance. With
the assumption that nodes cannot choose their location in the network, and an
algorithm to build the normal table correctly with high probability, 2 this backup
table may be less important.

2 With high probability means the probability of failure to be less than 1/nc for
k = c′ log n, for some c′ that depends on c.
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Their secure routing technique is essentially that of Figure 1. That is, they
send a message from r different starting points. But this technique requires r to
be polynomial in n to get a failure probability (over all paths) to be less than a
constant. This paper introduces a different technique, using the “wide” paths of
Figure 2, that can gives a failure probability of 1/nc when r is only O(log n) (or
O(log2 n) in an stronger fault model).

Saia et al. [14] and Naor and Wieder[10] also made use of the wide paths
depicted in Figure 2. In both cases, they group together nodes into groups of
size O(log n) and use those groups as a single virtual node in the overlay. The
network routes correctly as long as one node in each unit follows the protocol.
Their routing algorithms are recursive, rather than iterative.

Fiat and Saia [4] construct a butterfly network of virtual nodes where each
virtual node is made up of O(log n) real nodes. (In [14] they make this construc-
tion dynamic.) By having more than one starting point, even when the failures
are picked to be the worst possible, their system still performs well for almost all
objects and almost all searchers. In their system, nodes have degree O(log2 n).
Naor and Wieder take a different approach. They build a constant-degree DHT
(detailed in [9]), and then force each node to act for O(log n) others. Since the
original degree was constant, the final degree is still a reasonable O(log n).

Section 4 gives similar techniques that can be used to “retrofit” Pastry and
Tapestry with fault tolerance. These techniques may be useful even with constant
overhead, and in Section 5 shows some simple experiments that suggests this.

1.2 The Main Idea

We address two problems. The first is how to build the data structures necessary
for routing in the presence of faulty nodes. The second, is how to route securely.
As mentioned above, we discuss Pastry [13] and Tapestry [17]. Both of these
are closely related to the static object location system described by Plaxton,
Rajaraman, and Richa in [11]. In these systems, routing is prefix routing based
on the nodes IDs. This means that a node must store, for every prefix of its ID,
a node with every one-digit extension of that prefix.

A destination defines a tree on the network (with the root at the destination),
and this routing process involves traveling from the leaf to the root. (A different
destination gives a different tree on the network.) At each routing step, the
message travels to some node that is closer to the root in the ID space (that
is, the a node with a longer ID match). Generally, there are many such nodes,
and the systems choose the node that is closest in terms of network distance.
This gives a short path, not just in terms of overlay hops, but also in terms
of network distance. However, if the path uses one bad node, the message may
never reach the root, or it may reach the wrong root. Since there are O(log n)
hops, the probability that at least one of them is faulty is quite large.

The solution in both cases is avoid relying on a single source and to use
measurements of network distance to decide what information is valid.

Section 3 looks at the difficulty of building a correct table when nodes send
incorrect information. In systems like Chord, neighbors are fixed based on their
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Table 1. Summary of paper results: All algorithms assume that c2 < b, and that l is
Ω(log n) and chosen sufficiently large that with high probability, one node in l is good.

Extra Work
Scheme Redundacy fail-stop bad-data additional assumption?

Neighbor Table (Section 3) l O(l2) O(l2) —
Routing I (Section 4.1) l O(l) O(l2) fraction bad nodes < 1/c2

Routing II (Section 4.2) l O(l2) O(l2) —

ID, while in Pastry and Tapestry, nodes are given freedom to choose from among
a set of choices. This flexibility gives better performance. However, both [15]
and [2] argue that this flexibility is harmful because it means that a node has a
difficult time determining what information can be trusted.

We show that the tables used by Tapestry and Pastry can be built correctly
even in the presence of faulty nodes by using a factor of O(log n) additional
storage, where n is the number of nodes in the network. (This gives a total
storage of O(log2 n).) The key idea is to gather a list of candidates for a given
slot from enough sources that the probability all are faulty is low. Then we can
use the network distance to determine which candidate is the best.

Section 4 presents two routing techniques presented in this paper are similar
in spirit to that of [14,10] in that they route to a set of nodes at each level instead
of just one. However, in this paper, these sets are not determined based on IDs,
but on network distance. At each step, the algorithm queries the nodes in the
current set to get the next set. If one node in the current set is good, the hope
is that at least one node in the next step is also good. There is a subtlety here.
If the the nodes in the current set return do not return the same set of nodes
for the next step, the next set could be larger than the current set. This growth
in the set size means that this technique could amount to flooding the network,
which would be very inefficient.

However, if the algorithm eliminate some next set possibilities, there is a
danger it will eliminate the only good possibilities. (And if failed nodes tend
to return other failed nodes, the percentage of failed nodes may be higher than
the percentage of failed nodes in the network as a whole.) The algorithm must
ensure that it always keeps at least one good possibility for the next step. Our
idea is to use the network distance from the query originator to determine which
nodes are in the next set, since in our model, the adversary cannot manipulate
ht network distance. For a small enough fraction of failing nodes, this succeeds
with high probability when the sets are of size about O(log n). Section 4 presents
two algorithms implementing this general idea. Both results rely on a restricted-
growth assumption about the network, but these techniques may still perform
well in other situations.

Table 1 summarizes our results.
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1.3 Model

Defining an appropriate failure mode is a difficult task. A weak model may not
be realistic enough, and a model that is too strong is impossible to make claims
about. Our goal is to present a model that is strong enough to deal with at least
some real problems, but that still allows analysis.

To explain our model, it helps to view the network as made up of two layers.
The underlying layer can be trusted to deliver messages. The upper layer, or
overlay layer, consists of the peer-to-peer nodes and the connections they main-
tain with each other (using the underlying layer for routing). This overlay is not
trusted. These nodes can misbehave, but they cannot destroy or modify message
on the wire, only messages that make go to the overlay layer. Figure 4 shows
this distinction. Furthermore, this paper makes the following assumption about
overlay nodes:

– Node IDs are assigned securely.
– Nodes fail, or become corrupted, independent of their location.
– The network must form a restricted-growth metric space. This essentially

means that the number of nodes within distance r is polynomial in r.
– Part of the trusted component is the ability to measure network distance(i.e.,

by pinging).
– For one of the secure routing algorithms (Section 4.1, we assume the fraction

of bad nodes is small compared to the growth rate of the graph.

All our results apply to the fail-stop model, where nodes that fail simply
cease responding to messages, but do not misbehave. However, they also apply
in a worse case, in which “failed” nodes send messages with bad data.

The major difference between our model and that of Castro et al. [2] is
focused around our assumptions on the network topology. This paper requires a
secure way of measuring network distance, supplemented with the assumption
that nodes fail independently of their distance. While these requirements may
seem limiting, note that changing distance measurements, particularly making
them shorter, is actually quite difficult without interrupting the flow of messages
at the lowest level—a capability for denial of service that is outside the scope of
this paper (and of the Castro et al. solution).

Second, relaxation of the location independence requirement can lead to rout-
ing failure in regions with high local concentrations of bad nodes; in this circum-
stance, our techniques could be supplemented with any non-local technique (for
example [2,10,14]).

2 Preliminaries

This section briefly describes the Tapestry neighbor table and routing algorithm
(for the object location algorithm, see [7]). Note that the data structure pre-
sented here is almost identical to Pastry (and very similar to [11]), though the
two systems differ markedly in how they handle object location. Discussing this
difference is outside the scope of this paper.
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A peer or node in Tapestry is assigned a random ID (all the IDs are the same
length) with digits in some base b. The name space is chosen large enough so
no two IDs will be the same. A message is routed toward a destination using
prefix routing. That is, if the destination is 1234, the first routing hop goes to
a node with an ID beginning with 1, the second hop goes to a node with an
ID beginning with 12, and so on. To do this, for each prefix α of a node’s ID,
the node must keep a pointer to one node with each possible extension of that
prefix. For example, for α = 12, the node 1234 must keep a pointer to a node
beginning with 120, 121, 122, etc.

When there is more than one node meeting a condition, the closest such
node is chosen. As a result, links belonging to shorter prefixes in the neighbor
tables tend to be shorter in network distance than the ones on higher levels,
because there are more nodes meeting shorter prefixes. In the class of networks
considered in this paper, these link lengths are geometrically increasing, so the
distance traveled is proportional to the distance between the source and the
destination, and is independent of the number of hops. Let Br(A) be the ball of
radius r around A, or all the points within r of A. Then the condition needed is

|B2r(A)| ≤ c |Br(A)| , (1)

where c the expansion constant of the network.
In words, this means that for a given node A, the number of nodes within

2r of A is no more than a constant times the number of nodes within r of A.
Graphs that can be modeled as grids for some dimension d meet this condition
with c = 2d. This condition probably does not hold on the Internet; however,
this may still be a useful model in practice.

At some point in the routing, there may be no node matching a given ID,
and the two systems differ in how they handle this case. Pastry keeps a list nodes
with nearby IDs, called the leaf set. (In most cases, this list contains the nodes
in the highest levels of the tree. It is useful in ways not discussed here, see [13].)
When a hole is encountered in the routing table, routing proceeds using these
nodes. Tapestry defines a substitute or surrogate node for the missing node and
routes towards that node.

For the purposes of this paper, it is convenient to notice that each destination
is the root of a tree containing all nodes in the network. Then, a route is a path
from a leaf to the root of the tree. Relative to the root, each node has a level,
where the level of a node is the length of the longest matching prefix with the
root.3 For simplicity, imagine that a level-i node is also a level-(i − 1) node, a
level-(i − 2) node, and so on. The longer the matching prefix, the higher up in
the tree a node is, and a level-0 node is a leaf. Then every level-i node takes as
its parent the closest level-(i + 1) node, where closest refers to network distance
(i.e. ping time). Sometimes nodes will have multiple parents. The k parents of a
level-i node are the k closest level-(i + 1) nodes to be its parents.

3 In Pastry, using the leaf sets bypasses some of these levels, however, in almost all
cases, the number of levels bypassed this way is small.



328 K. Hildrum and J. Kubiatowicz

A path through the network is then a path from a leaf in this tree to the
root. For example, the ID 1234, the root of the tree is the node with ID 1234,
its children are the nodes with IDs beginning with 123, and their children are
the nodes beginning with ID 12, and so on. Each node in the network then
participates in n trees, but in only needs to store b parents at each level in the
tree (see [11,13,7]). This means that its total storage is b logb n. For simplicity
and ease of exposition, the rest of this paper imagines that there is only one tree.

A recent paper [7] shows how to build these neighbor tables in a distributed
way. Here, we improve on that algorithm by making it more tolerant to faults.
First, let us state a lemma from that paper. Suppose a ball around A of radius
r contains k nodes at level-i. The lemma bounds the probability that a larger
ball around A (of size 3r) contains k level-i nodes that also satisfy predicate
p(X) where nodes satisfy p(X) independently with probability f . The following
lemma is proved, though not in exactly this form, in [7].

Lemma 1. Suppose the inner ball of radius r contains k = O(log n) level-i
nodes. Then so long as fc2 < 1, the ball of radius 3r contains no more than k
level-i nodes satisfying p (where c is the expansion constant of the network.)

The special case when p(X) is the probability that X is a level-(i + 1) node
will turn out to be particularly useful, so we formally state it in Corollary 1.
This lemma and the remainder of the paper require that c2 < b.

Corollary 1 Suppose the inner ball of radius r contains k = O(log n) level-i
nodes. Then so long as c2/b < 1, the ball of radius 3r contains no more than k
level-(i + 1) nodes.

3 Building the Neighbor Table in the Presence of Faults

Recall that for a O(b logb n) of different prefixes, a node must store the closest,
in terms of network distance, node with that prefix. (It is beyond the scope of
this paper to motivate this choice.) When nodes are inserted, they must also be
able to find the closest node with the given prefix. The algorithm of the section
gives a way to do this.

Viewing the algorithm as a black box would require running it once for every
prefix. In fact, it can also be used more cleverly. By choosing the appropriate
starting point, in one pass it finds one entry at every level. Further, [7] showed
that by choosing parameters carefully, we can use this technique to fill the entire
table.

3.1 The Fragile Algorithm

Recall that nodes are divided into levels of geometrically decreasing size, such
that the ith level contains roughly n/bi nodes. Further, recall that a level-i node
chooses as its parent (or parents) the closest level-(i+1) node. (This arrangement
was motivated by [1,11,18] which used that to get paths through the network
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method FindNearestNeighbor (QueryNode,RootSet)
1 maxLevel ← Level(RootSet)
2 list ← RootSet
3 for i = maxlevel - 1 to 0
4 list ← GetNextList(list, i,QueryNode)

end FindNearestNeighbor

method GetNextList (neighborlist, level,QueryNode)
1 nextList ← ∅
2 for n ∈ neighborlist
3 temp ← GetChildren(n, level))
4 nextList ← KeepClosestk(temp ∪ nextList)
5 return nextList

end GetNextList

Fig. 5. Finding the Nearest Neighbor: This algorithm operates with respect to the tree
defined by the RootSet. For more detail, see text.

that not only had few hops, but also short network distance.) Figure 5 shows the
algorithm of [7]. Section 3.2 will explain how a slight modification in the data
structures used by this algorithm makes the algorithm much more robust.

The algorithm starts with a list of the k closest nodes at maxLevel. We call
this list the RootSet, since in the fragile version of the algorithm, this set
contains only the root. Assume that these are all the nodes at maxLevel or the
closest k such nodes. Then, to go from the level-(i + 1) list to the level-i list,
query each node on the level-(i + 1) list for all the level-i nodes they know, or,
in other words, their children. The algorithm trims this list, keeping only the
closest k nodes. The proof that the k nodes kept at each step are actually the
closest nodes at that level is deferred to the next section.

3.2 The Robust Algorithm

The existence of one failed node can cause the algorithm to return a wrong
answer. In particular, if the nearest neighbor is B, and the parent of B does
not respond or does not report the existence of B, then the querying node never
finds out about a B. This fragility is clearly undesirable.

This problem is solved without changing the algorithm, by changing the
definition of “parent”. Each level-i node B, (where level-i is defined with respect
to a particular tree), now finds the closest l level-(i + 1) nodes and treats them
as its parents, and it, in turn, is a child of all those l nodes. Notice that if any
parent reports B, the querying node will be able to find B.

With l parents, and a failure probability of f , the probability that all the
parents fail is f l (here, failure means the node should return B but either does
not reply, or returns a list without B). If l = O(log n) and f is constant, then
the probability of a failure is an inverse polynomial in n. (Unless the root is
assumed to be good, the RootSet must also be of size l. If this is not given to
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the algorithm, we can use the fault tolerant routing described in Section 4 to
find a set of nodes at the right level.)

In order for this argument to hold, the algorithm must query all of B’s
parents, so clearly k must be large enough that the algorithm will query all of
B’s parents. The following argument shows that this can be done with k still
O(log n) (so long as l = O(log n)). The idea is that any nearby node has its
parents nearby as well, for the correct definitions of nearby.

Lemma 2. For k > bl, with l = Ω(log n), with high probability, the k closest
level-(i + 1) nodes contain all the parents of the closest k level-i nodes.

Pick k > bl. Then the expected number of level-(i + 1) nodes in a set of k
level-i nodes is at least l, and if k = O(log n), we can say that the number of
level-(i + 1) nodes is at least l with high probability. Now let ri be the radius of
the ball containing k level-i nodes. We just argued that this ball also contains
l level-(i + 1) nodes. But now apply the Circle Lemma (Lemma 3) to say that
if B is within the radius of the closest l level-(i + 1) nodes, then it is also with
ri. That means its parents are within 3ri, and by Lemma 1, 3ri < ri+1. So with
high probability, the k closest level-(i + 1) nodes contain all the parents of any
level-i node within distance ri. ��

Since this is a high probability result, we can use the union bound to argue
that over even log n levels, with high probability, there is no failure at any level.

4 Routing in a Faulty Network

In [2], the authors present a routing technique for dealing with hostile networks.
Their idea is to use r different paths to the root, and then they argue that if
a fraction f of the nodes are corrupted, then the probability a message reaches
the destination along a particular path is (1 − f)1+logb n. The probability that
all r of the paths fail is ((1 − f)1+logb n)r. Asymptotically, this is a rather low
probability of success. In fact, using their formulation, the probability of failure
is more than (1 − (1 − f)1+logb n)r, which is approximately exp(−rn

ln(1−f)
ln b ). If

the desired failure probability is constant, then r must be a polynomial in n.
We give two techniques for more fault tolerant routing. Both use iterative

routing. Recall that in iterative routing, the initiating node controls the process.
Given a list of ith hop nodes, the node wanting to route contacts one of them
asks for possible i + 1st hops.

If an ith hop node returns nodes that look like good (i + 1)st hops but
are not, then the initiating node does not know which of the nodes are good.
Consider the case where the nodes are malicious but of limited power and want
to pass messages on to a particular subnet (perhaps their own, because they
control it, or perhaps another to get rid of traffic). Picking from among the
returned nodes at random may also be a problem, since the misconfigured nodes
may be more likely to return other misconfigured nodes, while the correct nodes
may return misconfigured nodes with probability proportional to the fraction of
misconfigured nodes. Both of the techniques of this section attempt to deal with
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this case by using network distance information to pick from this set of returned
nodes ones that are reasonably likely to be good.

Assume that the fraction of faulty nodes is f . Both of our techniques require
each node to store not one neighbor in each entry in the routing table, but
l = O(log n). In the tree terminology, this means each node stores not one
parent, but l parents, so the structure is no longer a tree, but the parent and
child terminology still applies.

The first technique is simpler and more practical algorithm, but the analysis
is more complicated and holds only holds when f is small.

4.1 Routing Technique I

The technique is in some sense a sort of reverse of the nearest neighbor algorithm
described in the previous section. The algorithm works as follows.

– The query node starts with a list of l level-i nodes. It then contacts each of
these nodes and asks for the their l closest level-(i + 1) nodes.

– The query node then gets a list of nodes, eliminates duplicates, and measures
the distance to all of them. It then chooses the closest l, and goes back to
the first step.

At some point, there will be no nodes at the next level, and the algorithm
has found the root. To prove this works, we need to show is that at each step,
there is at least one good node among the l.

Let the query node be Q. We start by proving the following lemma relating
distance to a node to the distance to its parent.

Lemma 3 (Circle Lemma). Let r be a radius such that Br(Q) (the ball of
radius r around Q) contains at least l level-(i + 1) nodes. Then for any level-i
node within r of Q, all its parents are within distance 3r of Q.

Proof. See Figure 6. Suppose B is a level-i node within distance r of Q. Note
that B has l potential parents within r of Q. By the triangle inequality, all these
nodes are within 2r of B. If B chooses different parents than the nodes within
the smaller ball, it could only be because they were closer, so all of B’s parents
are within 2r of B. But this means they are within 3r of Q. ��
Now, let ri be the radius of the smallest ball around Q containing l level-i
nodes (ri+1 is defined similarly). By Lemma 1, 3ri < ri+1 with high probability.
Combining that with the Circle Lemma, gives

Corollary 2 Consider a set of l level-i nodes within ri+1 of Q. Suppose fc2 < 1
(that is, the fraction of bad nodes is sufficiently low) and that there is at least
one good node among the l nodes. Then with high probability, we will be able to
find l level-(i + 1) nodes within ri+2 such that at least one of them is good.

Proof. Consider the ball of ri+1 around Q. We know that there is at least one
good level-i node inside ri+1. Call this node B. By the Circle Lemma, B’s parents
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Fig. 6. The parents of B lie within the big circle. The squares represent some of the
level-(i + 1) nodes that B could choose as parents.

are all with 3ri+1, and by Lemma 1, 3ri+1 < ri+2. Then B’s most distant parent
gives us a bound on the distance to the furthest node in the next level list.

Using Lemma 1, the number of bad level-(i + 1) nodes within 3ri+1 is less
than c2fl with high probability for l = O(log n). So if fc2 < 1, there are not
enough bad nodes within the bound given by B’s parent, so of the l level-(i+ 1)
nodes, at least one of them is good. ��
Note that this is a pessimistic proof. Even if there are l bad nodes close enough to
the query node, it is not immediately clear how bad nodes could take advantage
of that fact without a great deal of coordination.

This algorithm does l2 extra work in the worst case, since each of these l
nodes could return l different parents, giving a total of l2 answers, each of which
must be contacted. In the fail-stop case, where nodes do not return bad data but
simply stop working, most of these l2 nodes will be the same, so the algorithm
need only ping O(l). To see this, consider the level-i list. All those nodes are
within ri+1, and all their parents will be within ri+2. By the Equation 1, the
number of i + 1 nodes within ri+2 is expected to be c2l.

4.2 Routing Technique II

This algorithm gives a tighter bound in the proof and works for any value of f
(by picking l large enough), independent of the network, but this would not be
as convenient to implement in practice.

At every step, this algorithm ensures that it knows the closest l level-i nodes.
In Section 4.1, the algorithm did not guarantee that it had the “closest” l nodes.
Knowing that they are the closest means they are determined by the structure
of the network and not by the misbehavior of the bad nodes, so the probability
of failures is independent (given our network assumptions) among these l nodes.
The algorithm works as follows:

1. From the level-i nodes, pick all the level-(i+2) nodes. In Lemma 4, we show
that l = O(log n) is big enough such that with high probability, at least one
of the level-i nodes is good level-(i + 2) node.
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2. Get the children of these nodes.
3. Pick the closest l of these children to be the set of level-(i + 1) nodes.

To prove this works, we show two things. First, that the first step succeeds; that
is, that there is at least one good level-(i + 2) node among the l level-i nodes.
Second, we show that if there is such a node, it will be able to return all good
children. This is true if the closest l level-(i + 1) nodes all have the level-(i + 2)
nodes from the first step as parents. The first step is shown next.

Lemma 4. For l ≥ log(1/ε) b2

1−f , the probability than none of the level-i nodes
are good level-(i + 2) nodes is less than ε.

Proof. Given a level-i node chosen uniformly at random, the probability it is a
level-(i+2) node is 1/b2. Since failures are independent of node ID and location,
the l closest level-i nodes are independent trials. The probability a node is good
is (1−f), so the probability is it a level-(i+2) node and not faulty is (1−f)

b2 . Given
l level-i nodes, the probability that none of them are good level-(i + 2) nodes is
(1 − (1−f)

b2 )l ≤ exp(− l(1−f)
b2 ), and picking l = log(1/ε) b2

1−f , the probability the
list does not contain a suitable level-(i + 2) node is less than ε. ��

Setting ε = 1/nc, the bound is a high probability bound. Next, we show the
second part, that the level-(i + 2) nodes chosen have as children the closest l
level-(i + 1) nodes.

Lemma 5. Suppose A is a level-(i + 2) node and is among the closest l level-i
nodes to B. Then for l = O(log n), with high probability, the closest l level-(i+1)
nodes to B point to A.

Proof. We prove this using Corollary 1. As usual, let ri+1 be the smallest radius
such that the ball of radius ri+1 around B contains l level-(i + 1) nodes.

Consider a level-(i + 1) node, call it C, within ri+1. Notice that C has a
potential parent, A, within distance ri+1 + ri ≤ 2ri+1. If it does not have A
as a parent, then it is the case that there are more than l level-(i + 2) nodes
within 2ri+1 of C. But since d(B, C) ≤ ri+1, this implies that there are at most
l level-(i + 2) nodes within 3ri+1 of B. Now apply Corollary 1 to say that this
is unlikely when c2 < b and l is chosen large enough. ��

5 Experiments

We implemented the nearest neighbor (Section 3) algorithm and the routing
algorithm of Section 4.1. The simulation used 50,000 nodes, using a base of 10
(this means the number of steps to the root was five or six.) The underlying
topology used was a grid, where the overlay points were chosen at random.

The failed nodes in both cases only return information about other failed
nodes. This is worse that the fail-stop model, since here nodes are actually
getting bad data, but is not the worst that bad nodes could do.

For varying fractions of bad nodes, we ran the nearest neighbor algorithm,
and calculated the number of times that algorithm gave the incorrect answer
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Fig. 7. Percentage of incorrect entries
over 5,000 trials in a network of 50,000
nodes. Even a small amount of redun-
dancy (shown here as l) significantly re-
duces the number of incorrect entries.

Fig. 8. Percentage of routes that fail to
reach the root when the algorithm of
Section 4.1 is used. Notice that a small
amount of redundancy (shown here as l)
helps tremendously.

because of the failed nodes.4 See Figure 7. Notice that when half the nodes are
failed, the number of incorrect (i.e., not closest) nodes actually decreases; this
is because return only other failed nodes does not cause problems if the the end
answer is also a failed node.

There was large variance; if nodes near the root had failed, the number of
incorrect nodes returned was quite high. The situation was particularly bad for
one parent is used, so no data point was included on the graph.

Figure 8 shows that chance of reaching the root improves a great deal with
only a little additional overhead. Note that Tapestry already stores two backups
for every entry, so l = 3 requires no additional overhead. (And the nearest
neighbor algorithm uses these backups.)

6 Conclusion

Tolerating misbehaving components is a requirement for any large-scale system.
In this paper, we took a step toward achieving this goal for peer-to-peer overlay
networks—by harvesting redundancy. We showed how to build routing tables
that take advantage of locality in the network even in the presence of faulty
nodes. We also presented a technique for fault-tolerant routing that gives a high
probability of success with small overhead. Although we applied these techniques
to the specific instances of Tapestry and Pastry, these techniques appear to be
generally applicable and could enhance other systems.

4 The algorithm implemented here is an improved version of the algorithm described
in [7] that follows the same general outline but changes k during the course of the
algorithm. For details, see [6].
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Abstract. In peer-to-peer (P2P) systems where individual peers must
cooperate to process each other’s requests, a useful metric for evaluating
the system is how many remote requests are serviced by each peer. In this
paper we apply this remote work metric to flooding-based P2P search
networks such as Gnutella. We study how to maximize the remote work in
the entire network by controlling the rate of query injection at each node.
In particular, we provide a simple procedure for finding the optimal rate
of query injection and prove its optimality. We also show that a simple
prefer-high-TTL protocol in which each peer processes only queries with
the highest time-to-live (TTL) is optimal.

1 Introduction

Flooding-based peer-to-peer systems like Gnutella [4] have been deployed and
used by millions of users worldwide to share and exchange files. As of April
2003, Gnutella has over one million users (with at least one hundred thousand
concurrent users [5]) and ten tera-byte of shared data. Also according to [3],
there are over 10 vendors actively developing Gnutella-style clients for their
applications.

While there is significant research interest in distributed hash tables [8] [9]
[11] [14], Gnutella-style systems are used in practice for four reasons: 1) simple
to implement, 2) easy to deploy, 3) extremely robust in handling frequent peer
arrivals and departures, and 4) supports wild-card searches. Moreover, in ad-
hoc wireless environments where unicast is just as expensive as broadcast, a
flooding-based mechanism is more desirable.

Although a flooding-based search mechanism can be inefficient as a search
query is forwarded to all nodes within a certain number of hops (e.g., 7 hops),
Gnutella-style networks have, nevertheless, scaled to millions of users by using
a super-node architecture where high speed (CPU and bandwidth) nodes act
as proxies for regular (slower) nodes. Figure 1 shows a sample super-node net-
work with 3 super-nodes and 16 regular nodes. Each super-node indexes the
content of its attached regular nodes and performs the flooding-based search on
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regular node

super node

Fig. 1. A sample super-node network.

behalf of the regular nodes. In this architecture, a network with millions of users
can be reduced to one with tens of thousands of super-nodes, where a flooding
mechanism is adequate.

Even with this architecture, super-node networks are still susceptible to over-
loading when too many search queries are generated by users. In the extreme
case, if every super-node uses all of its processing capacity to inject new search
queries instead of answering and propagating existing queries, no “useful” work
is done because queries are not answered by anyone. We define “useful” or re-
mote work as a super-node processing a query that is not inject by itself or by
its attached regular node. At the other extreme, if super-nodes inject too few
new queries, they will have available capacity to process remote queries, but
there will not be enough queries to keep the super-nodes busy. Thus, our goal
is to pick a query-injection rate between these two extremes that maximizes the
remote work performed.

We chose remote work as our objective metric because it succinctly captures
the goal of users. The more remote super-nodes that process a given user query,
the more potential answers the user will receive. From among the answers, the
user can then select those he wants, and the larger the selection, the better.
For instance, if the user searches for compositions by “Bach,” he can then select
titles that sound appealing, or files that have a good recording quality.

One approach to maximizing the remote work is to change the search protocol
itself, e.g., using random walkers [7] or iterative deepening [13]. In this paper we
attack the problem from a different angle: we control the rate of query injection
at individual super-nodes. We address the following questions:

– How do we model query injection, processing, and propagation in a Gnutella-
style system?

– What is the optimal number of new queries that each super-node should
inject each round as to maximize the remote work done in a network?

– What is the impact of using different protocols to select which queries to
process and propagate? Is there an optimal protocol?

– Should we enforce a fair policy where every super-node injects the same
number of new queries into the network? Or should highly-connected super-
nodes in the “critical” part of the network inject more queries (or less)?

– What is the penalty in terms of reduced remote work for using a fair policy?
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– What are some heuristics for more complex systems that are outside of our
simple model?

Daswani et al. in [1] conducted simulations to answer some of the above ques-
tions focusing on the impact of malicious super-nodes who purposely generate
large number of bogus queries to reduce the amount of “useful” work done in
a flooding-based peer-to-peer system. In the current paper, we do not consider
malicious super-nodes doing denial-of-service (DoS) attacks using bogus queries.
Instead, we assume all super-nodes are cooperating to maximize useful work in
the network. The results in this paper provide a firm theoretical foundation for
studying the effects of DoS attacks and establish a baseline of comparison. These
results can be easily incorporated into [1] to further extend their results.

Knowing the theoretical optimal rate of query injection and the maximum
remote work possible can improve the construction of the overlay network. For
example, a super-node can use the optimal query-injection rate to dynamically
decide whether it should accept more clients or disconnect existing ones. We can
also use remote work as metric to evaluate different types of overlay topologies.

Although our work is specific to Gnutella-like systems, we do address an is-
sue that we believe will be of growing importance in distributed systems, that
of getting autonomous components to provide services for each other. Whether
the system is a publish-subscribe one, or a sensor net, or an ad-hoc wireless
network, nodes must balance their local needs (e.g., disseminate events or mes-
sages originating locally) with the services they provide to others (e.g., packet
forwarding, resource discovery). As far as we know, this “distributed resource
coordination” problem has not been studied in detail. Our paper is a first study
of such coordination for autonomous systems.

2 Assumptions and a Model

We use a very simple model of Gnutella to capture key performance characteris-
tics that are relevant to our goal of maximizing remote work. Given that regular
nodes always access the network via a super-node, we only need to capture the
activities of the super-nodes. Specifically, we model the super-node network as a
graph G = (V, E) where edges represent connections between super-nodes. For
brevity, when we say “node” in the remainder of this paper, we mean super-node
unless stated otherwise explicitly.

We model the P2P system as operating in rounds, where search queries are
injected and processed during the round and forwarded to neighboring peers
between rounds. Although the system does not have to be sychronous, we will
assume sychrony for analysis purposes. Note that queries “injected” by a super-
node are typically initiated by the regular nodes attached to it.

We assume each query has a time-to-live (TTL) field that is decremented by
one each time when forwarded to other peers. When the TTL becomes negative,
the query is removed from the network. For our purpose of maximizing remote
work, we only model the propagation of search queries and ignore other commu-
nication such as search replies, ping-pong messages, and actual file transfers.
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We also assume the bottleneck of the system is the processing capacity of
the super-nodes rather than the network bandwidth. Furthermore, we assume
receiving queries from the network has negligible processing cost as compared to
the actual processing of a query. There are three reasons for these assumptions:
(1) super-nodes have excellent network connectivities, e.g., 10 megabits or better;
(2) backbone bandwidth is grossly over-provisioned; and (3) wild-card search
queries are expensive to evaluate because simple hashing techniques do not work
well.

We assign each super-node a processing capacity of C queries per round. A
super-node may use its capacity in two ways: (1) accept and process a new search
query from an attached regular node, or (2) process a remote query forwarded
to it by a neighboring super-node. We refer to case 1 as a super-node injecting
new queries, and refer to case 2 as processing remote queries. For clarification,
processing a remote query involves two steps: one, match the query against the
shared data indexed by this super-node; and two, forward this query to neigh-
boring nodes. Obviously in a single round, the number of new queries injected
plus the number of remote queries processed is at most C.

In most of our analysis in this paper, we assume all nodes have the same
processing capacity to make the analysis tractable. Although Sariou et. al. [10]
observed large variations among Gnutella clients, variations among super-nodes
are much smaller. We will briefly outline the difficulties in handling super-nodes
with different capacities as an open problem in Section 9.2.

Although each node can only process up to C queries per round, its neigh-
boring nodes may send it more than C remote queries. Because we assumed that
network bandwidth is not the limiting factor and that the cost of receiving data
from the network is negligible, we allow each node to receive all the incoming
remote queries even if it does not have the capacity to process them all. A node
must then decide which remote queries to process this round and drop the re-
maining queries. We do not allow a node to “temporarily” buffer excess remote
queries for processing at a later round because we are interested in the long-term
system behavior where nodes are constantly overloaded.

The long-term behavior of a peer-to-peer system certainly depends heavily
on how each node decides which queries to process and drop. For brevity, we
use the term protocol to refer to a node’s decision mechanism. As an example, a
node is said to be using a random protocol if it picks which queries to process
uniformly at random.

One important parameter of a protocol is how a node divides its capacity
between injecting new queries and processing remote queries. We use a fraction ρ
between 0 and 1 to denote this parameter. For example, ρ = 1

3 implies one third
of a node’s capacity is allocated for injecting new queries while the other two
third is used for processing remote queries. We assume that a super-node injects
its full quota of ρC new queries each round, i.e., there is always an abundance
of queries that regular nodes want to submit. This assumption is reasonable
because our goal is to study the maximum amount of remote work possible
which can only occur if nodes are generating sufficient number of new queries
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to keep the system busy. In practice, a super-node can inject new local queries
at a fixed rate by buffering and delaying new search queries from its attached
regular nodes.

Rather than trying to build an accurate model that can predict the actual
performance of the peer-to-peer system, we have made many simplifying as-
sumptions to make our study of the fundamental system behavior feasible. This
simplified model retains all the important aspects of a flooding-based peer-to-
peer protocol and does not restrict design decisions.

3 Notation and Problem Definition

– ρv denotes the fraction of processing capacity node v allocates for injecting
new queries per round.

– ρ̄ = {ρv | v ∈ V } denotes the set of ρv used by all nodes in network G.
– δ(u, v) denotes the minimum hop distance between nodes u and v in network

G.
– D(v, τ) denotes the set of nodes u, excluding v, in G such that δ(u, v) ≤ τ .
– D̂(v, τ) denotes D(v, τ) ∪ {v}.
– WP

t (v, ρ̄) denotes the set of queries processed by node v, using protocol P
with settings ρ̄ for the nodes, during round t. The set WP

t (v, ρ̄) includes
both new queries injected by v and processed remote queries. We drop the
superscript P when the context is clear.

– RP
t (v, ρ̄) ⊂ WP

t (v, ρ̄) denotes the set of remote queries processed by node v
at time t.

– RWP
t (ρ̄) =

∑
v∈V |RP

t (v, ρ̄)| denotes the number of remote queries processed
by all nodes in network G at time t.

With the notation above, maximizing the remote work of a network G using
protocol P can be stated formally as:

Problem: Given a graph G = (V, E), maximum TTL τ , processing capacity C,
and a protocol P, find the optimal rate of injecting new queries ρ̄ = {ρv | v ∈ V }
such that

∑
t RWP

t (ρ̄) is maximized.

The maximization problem is stated above as the cumulative number of re-
mote queries processed over all nodes and all time. We chose to sum over all
time to take into account of protocols with nondeterministic or irregular behav-
iors. However, as we will see, the protocols studied here all have some form of
“steady-state” behavior.

4 Protocols

Before describing the protocols, we first need to discuss how to tag each query
with an ID to avoid processing duplicate queries and to remove queries when
their TTL expires. For a query q, we use a triplet (src, ttl, mid) where src is the
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Deterministic Prefer-High-TTL Protocol HD

During every round, each node v ∈ V performs the following tasks in the order shown
below:

1. Inject ρv · C new queries with the triplet identifiers {v, τ, 1}, {v, τ, 2},
. . . , {v, τ, ρvC}. Denote this set of local queries Lv. (For clarity in the presentation,
we assume ρvC is an integer. We can take the floor if it is not an integer.)

2. Sort all incoming queries from adjacent super-nodes in decreasing order of TTL,
break ties in a deterministic manner that is independent of the current time, and
remove queries that are duplicates or have already been processed at some previous
time step. Denote this sorted list of new incoming queries Iv.

3. Take the first (1 − ρv)C queries in Iv. Denote this set of remote queries Rv.
4. Service queries in Lv and Rv against local index.
5. Decrement the TTL of queries in Lv and Rv by 1.
6. Forward all queries in Lv and Rv that have TTL ≥ 0 to all neighbors.

Fig. 2. An informal description of the deterministic prefer-high-TTL protocol.

node that injected the query, ttl is the current time-to-live of q as q moves around
the network, and mid is an internal sequence number where 1 ≤ mid ≤ C. We
enforce three invariants about the IDs: (1) for any two queries injected by the
same node in the same round, their mids are different; (2) 0 ≤ ttl ≤ τ where τ is
the maximum TTL; and (3) a query with ID (src, ttl, mid) at time t is injected
at time t − τ + ttl.

Note that when the query travels around the network, its ID changes as the
ttl is decremented. To determine whether two query IDs q1 and q2 at times t1
and t2, respectively, refer to the same query, we check whether these two IDs
have the same src node, the same mid, and were injected into the network at
the same time. For example, assuming all queries initially have a TTL τ when
injected, then a query with ID q1 = (u, 5, 2) at time step 8 is the same query as
a query with ID q2 = (u, 3, 2) at time step 10 because both queries are injected
by node u at time 8 + 5 − τ = 10 + 3 − τ = 13 − τ with sequence number 2.

Using these IDs, we describe the operations of the deterministic prefer-high-
TTL protocol HD in Figure 2. Essentially, after each node injects its new queries
for the round, it then processes remote queries in decreasing TTL order until
the processing capacity has been exhausted. If two queries have the same TTL,
the tie is broken deterministically, e.g., lexicographically by source node ID and
then the sequence number.

Similarly, the randomized prefer-high-TTL protocol HR performs the same
steps as HD except ties are broken randomly. Though HR and HD are very
similar, they exhibit different steady-state behavior as we will see in the next
section. This distinction has significant impact on how efficiently we can simulate
the protocols for experimental studies. A third protocol that we will use for
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illustrative purposes is the prefer-low-TTL protocol L. Instead of sorting all the
incoming queries in the set Iv in decreasing order of TTL during step 2 (of Figure
2), protocol L sorts the queries in increasing order of TTL.

5 Steady State

Regardless of the transient behavior at the beginning of time, a protocol that
processes the most remote queries in the steady state will process the most
remote work in the long run. Therefore, if two protocols have steady states,
then we can simply compare their per-round performance in the steady state. It
turns out that not all protocols have some form of steady state. In the technical
report [12] , we trace out the execution of the prefer-low-TTL protocol L on a
chain of five nodes where the per-round remote work oscillates with periodicity
2.

There are two flavors of steady state that are of particular interest because
they distinguish between protocols HD and HR. The first kind is a strong steady
state where we can determine exactly which queries will be processed by every
node. Formally,

Definition 1. (Strong steady state) A protocol P has a strong steady state if
given any ρ̄, there exists t0 such that for every node v and all t > t0, RP

t (v, ρ̄) =
RP

t0(v, ρ̄).

In other words, strong steady state guarantees that after time t0, each node
will process remote queries with the same triplet ID as the previous time step.
For example, if node v processed a query with ID (u, 5, 2) at time t0, then v will
process a query of the same ID from then on. Thus having a strong steady state
makes simulation studies easier. Note that the same triple ID at two different
times does not mean the same query because the two queries are created at
different times.

An alternative is to relax the constraint of processing queries with the same
triplet IDs.

Definition 2. (Weak steady state) A protocol P has a weak steady state if given
any ρ̄, there exists t0 such that for every node v and all t > t0, |RP

t (v, ρ̄)| =
|RP

t0(v, ρ̄)|.
A weak steady state only requires the number of remote queries processed

to be the same rather than the query IDs to be the same. Since our objective
is to maximize the total number of remote queries processed, having a weak
steady state is sufficient for our analysis. Clearly, strong steady state implies
weak steady state.

With these two notions of steady state, we now show protocol HD has a
strong steady state. In particular, we show HD has a monotonicity property.

Proposition 1. (Monotonicity) In protocol HD, given ρ̄, for any node v and a
query ID q = (src, ttl, mid),
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1. if q ∈ Wτ−ttlq (v, ρ̄), then q ∈ Wt(v, ρ̄) for all t ≥ τ − ttlq.
2. if q ∈ Wt(v, ρ̄) for some t > τ − ttlq, then q ∈ Wτ−ttlq (v, ρ̄).

Monotonicity states that once a query ID q is in Wt1(v, ρ̄) for any node v and
time t1, the ID q can never disappear from Wt2(v, ρ̄) for all t2 > t1. It also
guarantees the first appearance of q is at time τ − ttlq. The monotonicity is
the result of breaking ties among queries of the same TTL in a deterministic
fashion. Using this monotonicity, one can show that protocol HD has a strong
steady state.

Theorem 1. Protocol HD reaches a strong steady state in τ time steps.

Our proofs of Proposition 1 and Theorem 1 are given in the technical report [12].
Unlike protocol HD, the randomized version HR only has a weak steady state.

Clearly HR does not have a strong steady state because the random selections do
not guarantee a node will consistently choose remote queries with the same IDs.
The fact that HR has a weak steady state is a directly corollary of a theorem
in the next section that states both protocols HD and HR are “optimal” in
the number of remote queries processed. Since HD and HR processes the same
number of remote queries and HD reaches a strong steady state in τ time steps,
then HR must reach a weak steady state in τ time steps.

6 Optimality of Protocol HR

We now show that for any settings of ρ̄, the two prefer-high-TTL protocols, HD

and HR, processes as much remote work as any other protocols using the same
ρ̄ settings, and hence are optimal. Since protocol HD is a special case of protocol
HR, we only show the optimality of protocol HR. We prove this claim by first
establishing an upper bound on the amount of remote work any protocol can
process, and then showing protocol HRachieves this upper bound.

For the upper bound, notice that regardless of which protocol we use, the
number of remote queries a node v can process, |Rt(v, ρ̄)|, is limited by two
factors: (1) node v’s processing capacity, and (2) how many queries are injected
by nodes within τ hops of v. At maximum capacity, a node v can process (1−ρv)C
queries per round. We call such a node saturated.

When a node v is not saturated, it can receive up to Kv = C · ∑
u∈D(v,τ) ρu

queries from nodes within τ hops. For protocols without steady state, the actual
number of queries processed by node v may vary between rounds, (e.g., process
no queries during one round, but a large amount the next round); however, the
average number of queries processed per round, over time, is bounded by Kv.

We get our upper bound by combining the two limiting factors and taking
the minimum number of remote queries processed in case 1 and case 2 (along
with a special case when t < τ).



Maximizing Remote Work in Flooding-Based Peer-to-Peer Systems 345

Proposition 2. For any protocol P, any node v, and any setting ρ̄,

∑

t

|Rt(v, ρ̄)| ≤ C ·
∑

t

min



1 − ρv,
∑

w∈D(v,min(τ,t))

ρw





We now show in two steps that protocol HRachieves this upper bound. In the
first step, we claim that if a node v’s “neighbors” cannot inject enough queries to
continuously saturate v, then node v will process every query injected by these
“neighbors.” Stated formally,

Lemma 1. Consider protocol HR and any node v. Suppose for some hop count
h ≤ τ ,

∑
w∈D(v,h) ρw ≤ 1 − ρv. Then for all nodes w ∈ D(v, h) and all i such

that 1 ≤ i ≤ ρwC, the query with triplet ID (w, τ − δ(w, v), i) ∈ Rt(v, ρ̄) for all
time t ≥ δ(w, v).

In the second step, we claim that if node v’s “neighbors” are continuously
injecting more queries than v can process, then node v processes exactly (1−ρv)C
queries each round. Formally,

Lemma 2. In protocol HR, for any node v and hop count h, if
∑

w∈D(v,h) ρw >

1 − ρv, then node v is saturated after time h, i.e., |Rt(v, ρ̄)| = (1 − ρv)C for all
t ≥ h.

This claim is not immediately obvious because the random selections in pro-
tocol HR may result in many duplicate queries arriving at a node v and re-
duce the number of remote queries processed. Fortunately, the prefer-high-TTL
mechanism ensures “enough” non-duplicate queries arrive at v to saturate its
processing capacity. The detailed proofs of these lemmas are given in the tech-
nical report [12].

Combining Lemmas 1 and 2 with h = τ , we get that if node v’s neighbors
within τ hops do not inject enough queries to saturate v’s processing capacity,
then node v processes every query injected by them. On the other hand, if
there is more than enough queries, then node v processes at maximum capacity
(1 − ρv)C. Consequently,

Theorem 2. In protocol HR, for any node v and any setting ρ̄,

|Rt(v, ρ̄)| = C · min



1 − ρv,
∑

u∈D(v,min(τ,t))

ρu





Applying Theorem 2, we immediately obtain that
∑

t |Rt(v, ρ̄)| is equal to
the upper bound established in Proposition 2. Hence,

Corollary 1. No protocols can achieve more remote work than protocol HR.



346 Q. Sun, N. Daswani, and H. Garcia-Molina

Find Optimal Single ρ:

1. order the vertex set V = {v1, v2, . . . , vn} such that |D̂(vi, τ)| ≤ |D̂(vi+1, τ)|.
2. construct the sequence of non-increasing real numbers {d1, d2, . . . dn} where di =

1
|D̂(vi,τ)| .

3. find the smallest k such that
∑k

i=1 |D̂(vi, τ)| ≥ n.
4. return di.

Fig. 3. Procedure for finding the optimal ρ̂ when all nodes have the same ρ.

(a) τ = 1 (b) τ = 1 (c) τ = 2 (d) τ = 1

Fig. 4. Four example topologies.

Another important consequence of Theorem 2 is that in computing remote
work, we do not have to worry about which queries were duplicates or which path
a query traveled on. Therefore, we can treat all queries as indistinguishable from
each other and rewrite our optimization problem into a simple linear program
(LP). The LP is given in the technical report [12]. However, solving the LP
gives us little insight into the problem’s structure. The next section builds such
insights for a special case of the problem where each node has the same ρ setting,
i.e., ρv = ρ for all v.

7 Identical ρ for All Nodes

The instance of every node having the same ρ is of particular interest because it
captures fairness in the super-node network. In other words, every super-node
injects the same number of new queries into the network. This instance also
arises when the software clients have a hard-coded and pre-determined capacity
allocation. Clearly, finding the optimal ρ̂ setting that maximizes the total remote
work is dependent on the network topology. In addition to presenting a procedure
for selecting the optimal ρ̂, we also show that imposing this “fair” criterion of
identical ρ for all nodes does not significantly reduce the maximum amount of
remote work.

Figure 3 shows our procedure for selecting ρ̂. To illustrate, consider examples
(a), (b), and (c) in Figure 4. We first write out |D̂(vi, τ)| for all nodes vi in a non-
decreasing sequence, and then add the numbers in sequence from the beginning
until the sum exceeds the number of nodes. When we stopped adding at node
i, the optimal ρ̂ is the corresponding di = 1

|D̂(vi,τ)| . In example (a), we get the

sequence of |D̂(vi, τ)| as {3, 3, 3}. Because 3 is the number nodes in this network,
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we stop immediately at i = 1 and get the optimal ρ̂ = 1
3 , as expected. Moving

to the more complicated examples, we see example (b) generates the sequence
{2, 2, 2, 2, 2, 2, 7}. After adding the first four 2s, we get 8 > 7, thus the optimal
ρ̂ = d4 = 1

|D̂(v4,τ)| = 1
2 . In example (c), we get the sequence {3, 4, 4, 5, 5} which

yields the optimal ρ̂ = 1
4 when 3 + 4 > 5.

The correctness of the Find Optimal Single ρ procedure is the result of the
following theorem.

Theorem 3. In protocol HR with the same ρ, the optimal ρ̂ = dk where k is
the smallest integer such that

∑
i≤k |D̂(vi, τ)| ≥ n.

The formal proof is given in the technical report [12]. Here we outline the
general idea behind the theorem. Note that given any ρ, we can divide the nodes
into two categories: the set of saturated nodes S and the set of unsaturated
nodes U . Now consider using ρ′ = ρ + ε for some ε > 0. For all nodes v ∈ S,
v’s remote work is reduced by ε, i.e., we lose a total of R− = ε|S|. However,
for all nodes w ∈ U , w’s remote work has increased by ε|D̂(w, τ)|, or we gain
R+ = ε

∑
w∈U |D̂(w, τ)|. Thus intuitively, when R− = R+, we have found a

candidate for the optimal ρ̂. Fortunately, there is only one such candidate, which
corresponds precisely to Theorem 3.

There is a special case for Theorem 3 when
∑

i≤k |D̂(vi, τ)| = n. In this
situation, there are multiple optimal ρ̂ for a single round in the steady state.
Specifically,

Corollary 2. If
∑

i≤k |D̂(vi, τ)| = n for some k, then for all ρ where dk ≥ ρ ≥
dk+1, RW (ρ) is optimal.

Example (d) in Figure 4 illustrates this occurrence of multiple optimal ρ̂.
The sequence of {|D̂(vi, τ)|}i in this case is {2, 2, 3, 3}. Notice that |D̂(v1, τ)| +
|D̂(v2, τ)| = 2 + 2 = 4 which is the number of nodes. By Corollary 2, we can
conclude for example (d), any ρ where 1

3 ≤ ρ ≤ 1
2 yields the optimal amount of

remote work in a single round of the steady state.
Now that we know how to find the optimal for this special case of identical

ρ for each node, a natural question is how much remote work did we sacrifice in
restricting to the special case instead of using arbitrary ρ̄? To bound this amount
of lost remote work, we use the following the theorem.

Theorem 4. For any connected network G = (V, E) where |V | = n ≥ τ +
1, compute the optimal ρ̂ using the Find Optimal Single ρ procedure. Then in
steady state, RWt(ρ̂) ≥ τ

τ+1nC.

The proof follows from a lemma used in proving Theorem 3 and is given in
the technical report [12]. The immediate consequence of Theorem 4 is that even
with the restriction of identical ρ’s, nodes in the network are processing at τ

τ+1
of the maximum capacity. Hence, the fraction of loss due to the restriction is at
most 1

τ+1 . A secondary consequence is that regardless of what kind of network
G we use, we can always process remote work at τ

τ+1 of the capacity.
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8 Different ρ for Each Node

If we have all nodes inject the same number of queries into the network, some
nodes will not operate at their maximum capacities. Thus it is possible to achieve
more remote work by allowing nodes to inject different amounts of work, i.e., use
a different ρ for each node. To illustrate the difference in the amount of remote
work, we reuse the examples in Figure 4. In (b), by setting the ρ for the center
of the star to 1 and 0 for the other nodes, we can saturate every node and get a
total remote work of 6C. In contrast, the identical-ρ case only yields total remote
work of 7

2C. Similarly, we get 4C and 2C for examples (c) and (d) respectively
by setting the ρ of the nodes with the highest degrees to 1 and 0 for the other
nodes. Using identical ρ, we get 7

2C and 2C respectively for examples (c) and
(d).

In this general case where nodes can have different ρ values, there are many
possible optimal solutions. In particular, there is one subset of the optimal so-
lutions that corresponds to the minimum fractional dominating-set (MFDS) of
distance τ for the network topology graph G = (V, E). In MFDS, each node
v is assigned a weight wv where 0 ≤ wv ≤ 1. The dominating set condition is
that for every node v, the sum of the weights from nodes within τ hops of v
is at least 1. The goal is to come up with a set of weights wv that satisfies the
dominating condition while minimizing the sum of the weights. The MFDS is
a well understood problem. Reducing our problem to the MFDS exposes some
underlying structure in finding the optimal ρv’s and allows us to leverage many
existing techniques for solving it. Fortunately, there is a simple mapping from
an optimal solution of MFDS to our problem. Specifically,

Theorem 5. For any optimal solution {wv} to the minimum fractional dom-
inating set of G with distance τ , the solution ρ̄ where ρv = wv maximizes the
total remote work in the network G.

To prove the above claim, we observe that when all nodes are saturated,
maximizing remote work is equivalent to minimizing new-query injection (i.e.,
MFDS). Therefore we simply need to show that there exists an optimal ρ̂ where
all nodes are saturated. Intuitively, for any optimal ρ̂ where some node v is not
saturated, we can “boost” ρv until v is saturated without changing the amount
of remote work. The details of this “boosting” step and the proof of Theorem 5
are given in the technical report [12] .

Although using different ρ’s leads to more remote work, note that we are
setting ρ to 0 for a large number of nodes, which means these nodes cannot
inject any queries. In practice, a node that cannot inject any queries is not
useful. Therefore a combination of using a small fixed ρ (e.g., using dn from
the previous section) to guarantee some fairness while allocating the remaining
capacity through the dominating set is more practical.
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Distributed ρC Estimation

For every 2τ rounds (say at time t), each node v ∈ V does the following:

1. If |Wt(v, ρv)| < C (i.e., not enough remote work),
2. broadcast an inc(1 − |Wt(v,ρv)|

C
) message with TTL τ .

3. If |Wt(v, ρv)| > C (i.e., too much remote work),
4. for every node w such that ∃(w, ttl, mid) ∈ Wt(v, ρv)
5. send a dec( |Wt(v,ρv)|

C
− 1) message to node w.

Upon receiving an inc(p) or dec(p) message, each node adjusts its ρC by 1 with prob-
ability p.

Fig. 5. An informal description of a distributed ρC estimation heuristic.

9 Open Problems

We now outline two open problems that are practical variations of the maximiz-
ing remote work problem we studied in this paper.

9.1 Distributed Algorithm

In Sections 7 and 8, we described centralized solutions for finding the optimal
ρ for each node that maximizes the total remote work in the network. Our
solutions require knowing the entire network topology in advance. However in
a P2P environment, with nodes constantly joining and leaving, it is impractical
for any node to gather the entire network topology information. Even if we
could efficiently gather such information, the rapidly changing topology will
quickly render a solution based on the current topology obsolete and sub-optimal.
Nevertheless, the results about the centralized solutions are important because
they form the basis of comparison for distributed solutions.

For the instance of using a different ρ for each node, distributed solutions
are possible by adapting fractional dominating set algorithms [2], [6]. However,
these algorithms have long running times for our problem, cannot handle dif-
ferent capacities at each node, and must be re-run each time as the network
topology changes. Here, we propose a simple heuristic for estimating how many
new queries each node should inject (i.e., the value of ρvC for each node v) in a
distributed fashion. Figure 5 outlines the steps in our distributed approach. Ev-
ery node only makes local decisions. When a node does not have enough queries
to saturate its processing capacity, it tells all of its neighbors to inject one more
local query per round. If a node has too much remote work, it tells all the nodes
that have sent remote work to it to inject one less local query per round. We have
performed some initial simulations to compare our heuristic against the optimal
solution. The heuristic performs very well when the capacity C, in number of
queries, is large compared to the number of nodes within τ hops.

The randomization for inc(p) and dec(p) is necessary to avoid oscillation and
to stabilize the system. However, the resulting stable setting may not be optimal.
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Hence, a better solution is needed. However, note that the proposed heuristic is
estimating the number of new queries ρC rather than the fraction of capacity ρ
as in the fraction dominating set approach. Thus this heuristic does not assume
all the nodes have the same capacity C.

9.2 Nodes with Different Capacities

In reality, super-nodes may have different processing capacities. The results from
the previous sections no longer hold because we cannot determine, independent
of the network topology, when a node is saturated. Recall that if nodes have
the same capacity, then Lemma 2 guarantees that a node v is saturated when
v’s neighbors are injecting more queries than v’s capacity. However, when nodes
have different capacities, there is a simple counterexample.

Consider nodes u, x, and v connected in a line in that order. Now assign
capacity 2C to nodes u and v and capacity C to x. Since all the work from u
must travel through x to reach v, the amount of remote work at v is limited by
the capacity at x. Even if node u is injecting 2C queries, at most C of them
will reach v each round, which invalidates Lemma 2 for the case of different
capacities. In this particular example, the extra capacities at nodes u and v are
irrelevant.

Even for the simple case where only one node x has more capacity than the
rest, the solution is non-obvious and topology dependent. For example, if x is
in an area of the network where nodes are under-saturated, then it should use
its extra capacity to inject more queries. On the other hand, if x is in an area
where nodes are already saturated, then the extra capacity should only be used
to increase the amount of remote work at node x.

Our current approach is an incremental heuristic that combines multiple
optimal solutions. The basic idea is as follows: Suppose nodes have one of two
possible capacities C1 and C2 where C1 < C2. Then our heuristic is to find the
optimal ρ̄ setting for the entire network assuming all the nodes have capacity C1.
We then create a subgraph of the original network that includes only nodes with
capacity C2. Note that the subgraph may be disconnected. We then compute
another optimal ρ̄′ setting on the subgraph assuming all the nodes have the
capacity C2 − C1. For nodes with capacity C1, their corresponding ρ′ value is 0.
To get the final solution, we let each node inject ρvC1 + ρ′

v(C2 − C1) queries.

10 Concluding Remarks

This paper uses a simple model to study remote work in a flooding-based peer-
to-peer network. In particular, we showed

1. For any setting ρ̄, protocol HR processes the most remote work.
2. Under protocol HR with all nodes using the same ρ, if we order the nodes

{v1, . . . , vk} where |D̂(vi, τ)| ≤ |D̂(vi+1, τ)|, then the optimal ρ̂ = 1
|D̂(vk,τ)|

where k is the smallest integer such that
∑k

i=1 |D̂(vi, τ)| ≥ n.
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3. When nodes use different ρ, any optimal solution to the minimum fractional
dominating-set of the network graph G is an optimal ρ̂ solution.

We believe that our results can serve as a benchmark for more complex
systems. For example, the proposed heuristic load management scheme of Section
9.1 can be compared against a system where ρ̄ is selected using our optimal and
centralized solutions. In addition, our solutions can form the basis for heuristics,
as illustrated in Section 9.2.

Acknowledgment. We thank Kamesh Munagala for valuable discussions on
approximation algorithms for fractional bin-packing.
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Abstract. In asynchronous environments, the majority barrier prevents us from
achieving consensus when more than half of the nodes fail. We argue that the
majority barrier significantly limits the availability of practical systems such as
peer-to-peer systems. To overcome the barrier realistically, this paper proposes
a witness model that probabilistically strengthens the traditional asynchronous
model for large-scale systems. The model is motivated by the prevalence of fuzzy
partitions in today’s Internet, namely, reachability is far from transitive. Our as-
sumptions in the model are strictly weaker than those in previous approaches. To
show that the model is realistic, we carefully use real Internet measurements to
validate our strengthening assumptions. On the other hand, we design three con-
sensus protocols under the witness model that can tolerate n−1 failures, showing
that the model is strong enough to overcome the majority barrier.

1 Introduction

Distributed consensus [21], which allows nodes to reach a common decision, has long
been a key problem in distributed systems. This paper is motivated by the application of
distributed consensus in a large-scale dynamic replication system such as a peer-to-peer
system [25]. Upon replica failure, a dynamic replication system is able to shift to a new
configuration. To ensure consistency/atomicity, the new configuration should be agreed
upon by all the old replicas.

We focus on consensus among n players in the presence of fail-stop failures. In
asynchronous environments such as the Internet, it has been well known that consensus
is impossible even with a single player failure (the FLP theorem) [15]. Much research
has been done to overcome such fundamental limitation. The resulting techniques, such
as randomization[7], sacrificing liveness [19], and assuming partial synchrony [13], can
solve consensus satisfactorily in most practical contexts (e.g., in Petal [20]). However,
most of the techniques are still limited by a further impossibility result [8], namely,
they cannot tolerate more than n/2 player failures. The fundamental reason is that when
majority players fail, the other players cannot be sure whether those players have failed,
or there is a partition (or the mixture of both). Yet they still need to decide within finite
time. We call such limitation as the majority barrier.

For practical systems, we argue that overcoming the majority barrier is crucial for
improving system availability. Availability has recently become a key design goal for
� This research is supported in part by the National Science Foundation (EIA-99772879, ITR-

0082912), Hewlett Packard, IBM, and Intel.
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can’t reach A
can’t reach C, D, E, F

player1 A

t

B

C D E F

player2 can’t reach B
can’t reach A

m

Fig. 1. Two players and 3 × 4 witnesses. The two players reach the same witness for the first key.
There is a witness mismatch for the second key, since the two players reach different witnesses.
The first player cannot reach the last key.

many distributed systems in the Internet, and is in fact, the utility bottleneck of many
Internet services [18] such as E-commerce systems. The majority barrier forces a system
to block whenever a majority of players fail. If each replica in a replication system fails
independently with probability of 0.1, then always requiring a majority of four replicas
yields 95% availability. On the other hand, if the system can tolerate three failures, four
replicas can achieve 99.99% availability, which would entail 13 replicas if we required
a majority. Such difference increases as we approach 100% availability. The majority
barrier also has serious impacts on the availability of consensus-related problems such
as atomic commit and group membership.

Unfortunately, most traditional consensus research has been focusing on the FLP
impossibility and falls short of addressing the majority barrier. For the few techniques [5,
10,13] that do break the barrier, the assumptions are rather strong and it is unclear how
realistic they are.

To overcome the majority barrier, this paper proposes a witness model that prob-
abilistically strengthens the scheduler in the standard asynchronous model. The main
challenge is, of course, to design the model weak enough to be realistic, while strong
enough to break the barrier. Our model is motivated by the prevalence of fuzzy partitions
in today’s Internet, namely, reachability in the network is far from transitive [1,29,32].
Our assumptions in the model are strictly weaker than those in previous approaches [5,
10,13]. Also different from the previous approaches, the consensus protocols under our
model have tunable small probabilities of violating safety.

1.1 Overview of Results

The witness model is designed for large-scale distributed systems (e.g., peer-to-peer
systems) with N nodes (N � n), from which we choose m × t nodes as witnesses to
help the n players. A player may also be a witness, and there is no restriction on the value
of m and t with respect to n. However, for now, it is convenient to imagine that players
and witnesses are disjoint. Witnesses may fail at any time. We do not assume that majority
players, or majority witnesses, or majority players and witnesses, are non-faulty.

The witnesses are organized into an m× t matrix and provide a functionality similar
to quorum intersection to the players. Each player communicates with only m witnesses
from the matrix. Specifically, each row of the matrix is called a key, and a player uses



354 H. Yu

the first witness from left to right that it can reach for each key (Fig. 1). A player reaches
a witness if the player sends a request to the witness and a reply is received within a
timeout. A key is non-faulty if at least one witness in the corresponding row is non-
faulty. A witness mismatch happens when using the same non-faulty key, two players
do not reach the same witness. The main assumption of the witness model is that for
players without near-player network congestion or failures, witness mismatches (with
probability Pmis) are independent for different keys. The immediate guarantee from
such an assumption is that if two such players both use the same s non-faulty keys, then
they observe at least one witness in common (collide) with probability of 1−P s

mis. This
common witness will help the two players to achieve consensus. Safety (same decision
value for all players) can then be guaranteed when all pairs of players collide.

In the witness model, the system can be available (consensus protocol can terminate)
as long as i) one out of n players is non-faulty; ii) one out of mt witnesses is non-faulty;
and iii) the non-faulty player can reach the non-faulty witness. Notice that we do not
require more than one non-faulty key. However, we will still be able to prove that when
t is above some easy-to-satisfy threshold, we have Pnc ≤ mPm

mis, where Pnc is the
probability of two players not colliding. Furthermore, the expected message complexity
to contact m keys is O(m), independent of t. As a result, availability can be improved
using a larger t without negatively affecting safety or complexity. Load balancing among
the witnesses is not an explicit goal of our approach, and the left-most witnesses are the
most loaded. We can, however, combine the witness model with quorum systems to
achieve load balancing.

It is now clear why we conceptually separate players and witnesses. Different from
players, not all mt witnesses participate in the protocol. On average only O(m) witnesses
are active during an execution and mt can be much larger than n. The second difference
is that to ensure safety, players need to collide, but not witnesses. As a result, safety can
always be improved by increasing m.

The witness model overcomes the majority barrier by ensuring that two partitioned
players collide with high probability. The experimental motivation behind the model is
that in today’s Internet, most network failures result in fuzzy partitions and reachability
in the network is far from transitive [1,29,32]. As long as two nodes do not have near-
player network failures, it is possible to route around most network failures via a third
node as in RON [1] and Detour [29]. In our terminology, this is to say that two players
can both reach the same witness.

To validate the witness model, we use real Internet measurement traces [1,32] to study
the correlation coefficients among witness mismatches for different keys, and the average
is below 4% in all our experiments.We also observe thatPnc decreases exponentially with
the number of non-faulty keys. The model is further studied analytically and compared
against systems requiring majority. Finally, practicality is a key goal of the witness model
and implementing it requires zero effort in peer-to-peer systems.

The second part of this paper designs several consensus protocols that can tolerate
n − 1 player and mt − 1 witness failures under the witness model. All our protocols
are conceptually simple. The first protocol is based on randomized shared-memory con-
sensus protocols. Specifically, we define and implement a probabilistic register in the
witness model, which is then used in a shared-memory consensus protocol [28]. The
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resulting protocol has expected O(n2) time complexity, O(n3m) message complexity
and 16n2Pnc unsafety (probability of violating safety). Next, we design two determinis-
tic protocols based on a strong “initially dead” assumption. Both protocols have

(
n
2

)
Pnc

unsafety, with O(m) and O(1) time complexity, respectively. Finally, we prove a lower
bound of

(
n
2

)
Pnc on unsafety.

The next section discusses related work and Section 3 presents the formal witness
model. In Section 4, we validate the model experimentally and Section 5 studies its
property analytically. Then we design three (n − 1)-resilient consensus protocols under
the witness model in Section 6. Finally, Section 7 draws the conclusions.

2 Related Work

Despite extensive research on consensus, very few approaches [5,10,13] overcome the
majority barrier. We do not consider Disk Paxos [16] as breaking the barrier, since it
assumes majority non-faulty disks. We believe that the scarcity of such solutions is
because: i) traditionally the majority barrier does not receive much theoretical attention;
and ii) timing assumptions, which are hard to validate without real measurements, are
necessary to overcome the barrier.

Among the few approaches that do overcome the barrier, the deterministic protocol
in [5,13] requires synchronous communication and eventually synchronous players. Our
model provides a practical way to (probabilistically) achieve synchronous communica-
tion. On the other hand, we allow fully asynchronous players but our randomized protocol
does not terminate deterministically. It is trivial to extend our randomized protocol with
the failure detector of �W [10]. The resulting protocol will terminate deterministically
when the assumptions in [5,13] are met, yet still terminate probabilistically in other
cases.

The second approach to achieve consensus without majority is to use a strongly
complete, weakly accurate failure detector of S [10]. Such failure detector requires one
non-faulty player that is never suspected by any other non-faulty player. When t = 1, the
witness model can be viewed as a pair-wise failure detector, where for any two non-faulty
players, there exists a non-faulty player not suspected by either of them. Obviously, such
failure detector is strictly weaker than S. Pair-wise failure detectors are also related to
limited scope failure detector Sk [24], which can be used to achieve consensus with less
than k failures. In order to tolerate n − 1 failures, however, k must be equal to n and Sk

actually becomes S.
Consensus has also been extensively studied in shared-memory environments.

Shared-memory consensus is still impossible [11], but there is no majority barrier.
Our approach of implementing probabilistic registers is similar to [4]. However, pre-
vious emulations [4,14,22] of shared-memory all require a majority (or a quorum) of
non-faulty nodes. By using the witness model, we are able to emulate shared-memory
without requiring a majority, which in turn help to overcome the majority barrier in
message-passing systems.

Our strengthening assumptions in the witness model are made for the scheduler of the
system. Similar approaches are used in [8] to solve consensus with less than half failures
and in [17] for leader election. These approaches typically assume that false time-outs
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are independent. For example, Gupta et al. [17] assume that node failures and excess
message latencies are all independent. These assumptions necessarily imply independent
witness mismatches and are thus strictly stronger. There are two fundamental differences
between our work and these previous approaches: i) we assume independence only for
different keys, and not for all players and messages; and ii) witness mismatches can be
much less likely than false time-outs.

The witness model achieves similar functionality as a quorum system [6], namely,
ensuring player collision. In particular, our model appears similar to probabilistic quo-
rums [23]. However, we choose not to present the model as a quorum system because it
cannot be fully captured under the quorum framework. One critical aspect of the model
is that the players must contact the witnesses according to a particular policy. In other
words, they try to find a live quorum according to a specific order to maintain the model’s
property. In some cases, even a single witness can be a quorum, but the high possibility
of collision is preserved because the player is required to try and fail to find other quo-
rums before using this small quorum. Neither strict quorums nor probabilistic quorums
capture such notion of “ordered search for live quorums”. In some sense, the witness
model is orthogonal to quorums: The witness model specifies how to find a live quorum,
while quorum techniques specify which quorum to start from.

In terms of availability, our witness model achieves strictly better availability than
majority quorums. Some quorum systems [6] do not require a majority, but it has been
proven [26] that the simple majority quorum achieves the best availability when node
failure probability is below 0.5. Probabilistic quorums also achieve better availability
than majority quorums by using smaller quorums and enforcing an access strategy on
how quorums are chosen. The strategy does not, however, specify how to find a live
quorum. Because of this, implementing a particular access strategy in a failure-prone
asynchronous system can be challenging. The difficulty is that the scheduler of the
system is able to bias the achieved access strategy by simply delaying some messages
and forcing players to use certain quorums. Our witness model addresses such issue
by enforcing a strict order on how quorums should be tried, and by making additional
assumptions on witness mismatches.

Quorum systems do achieve much better load balancing than our approach. Similar
load balancing in the witness model can be achieved by combining with quorums. A
quorum system with t nodes will be simulated using a single m× t witness matrix, such
that each node in the quorum system corresponds to a witness column. When contacting
a particular node in the quorum system, we still perform an ordered search from left
to right, starting from the corresponding column (and with potential wrapping over at
the end of the matrix). Obviously, when the witness model is available, all nodes in the
quorum system are available. If the quorum system imposes load equally on each node,
then the load on the witnesses are also balanced.

3 System Model and Witness Model

We consider a standard asynchronous system [21] with unbounded message propagation
delay and processor speed. Nodes may experience fail-stop failures, and message deliv-
ery can be unreliable. A message sent indefinitely often is ultimately received, given that
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% Let wit[1..m][1..t] be the matrix of witness nodes
object witness(int k, object request) {

for (i = 1; i ≤ t; i++) {
send request to wit[k][i] and wait until timeout;
if (reply received within timeout) return reply;

}
return cannot reach key;

}
Fig. 2. The witness() primitive.

the receiver does not fail. Unreliable messages will not make consensus much harder in
our case because of the strengthening assumptions in the witness model. In an execu-
tion, a node is correct or non-faulty if it does not crash. Otherwise it is faulty. We do not
consider Byzantine failures. The system contains N nodes and we study how to achieve
consensus among a subset of n nodes where N � n. To avoid confusion, we call the n
nodes as players. Each player tries to decide on some decision value, which must be the
input value of some player. Safety is preserved if all players reach the same decision.

3.1 Witness Model

To enable consensus with up to n−1 player failures, we randomly choose m× t witness
nodes (or simply witnesses) from the system to help the players. A player may also be a
witness. The mt witnesses are organized into an m × t matrix (Fig. 1). Each row of the
matrix corresponds to a witness key or simply a key, which can be mapped to any of the t
witnesses in the row. In an execution, a key is non-faulty if at least one of the t witnesses
is correct. To map a key to a witness, a player conceptually scans the row corresponding
to the key from left to right, and chooses the first witness that it can reach. A player
reaches a witness if it sends a request to the witness and a reply is received within some
timeout1. If no such witness exists in that row, we say that the player cannot reach the
key. Not being able to reach a witness can result from message lost, network failure,
witness failure or overload. The primitive “reply witness(key, request)” allows a
player to send request to the witness currently corresponding to key, and then obtain
the reply (Fig. 2).

A witness has state that does not survive crash. Even though the processing of
request is assumed to be atomic, the primitive witness() may not. It is possible that the
witness processes the request without the player receiving the reply. It also follows
that multiple witnesses may process the same request.

Before we make the major assumption in the model, we define strongly correct
players:

1 We do assume that each player has a local clock. But clock drift, or even clock rate drift, may
not be bounded. The only requirement for the clocks is embedded in Assumption 2. Namely, at
least on one player, the timeout should not expire too early so that the player can reach enough
keys and become strongly correct.
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Definition 1. Strongly correct player. In a given execution and for a given integer
h > 0, a correct player is strongly correct if there exists a set of h keys, such that for
any key, key, in the set: i) the player uses key at least once; and ii) the player can reach
key in any witness() invocation using key.

The above definition can be viewed as a filtering step to exclude players with near-player
network congestion or failures. Those players are unlikely to be strongly correct because
they will not be able to reach h keys. In practice, as will be shown in Section 4.1, h can
be a small constant such as 1 or 2.

The same key may be mapped to different witnesses when i) witnesses fail in the
middle of the protocol; or ii) a correct player cannot reach a correct witness:

Definition 2. Witness mismatch. Suppose that strongly correct players p and q each
invoke witness() once using the same non-faulty key, key. Define Mis(key) (witness
mismatch) as the event that i) p cannot reach key; or ii) q cannot reach key; or iii) p and
q can both reach key, but key is mapped to different witnesses in the two invocations.
Otherwise we call the event witness match.

See Fig. 1 for an example of witness mismatch. The witness model strengthens the
standard asynchronous model by assuming that witness mismatches are independent for
different keys:

Assumption 1 Independent witness mismatches. Let p and q be any pair of strongly
correct players and S = {key1, key2, . . . , key|S|} be any set of non-faulty keys. The
witness model assumes:

1. There exists ε > 0, such that for 1 ≤ i ≤ |S|, Pmis = P [Mis(keyi)] ≤ 1 − ε.
2. The events Mis(key1), Mis(key2), . . . , Mis(key|S|) are mutually independent.

The intuition behind this assumption is that for strongly correct players, witness mis-
matches are mostly caused by near-witness problems. These problems may be witness
crash / overload, or network congestion / failure around the witness. If witnesses are
randomly distributed across the Internet, these problems are most likely independent.
Notice that Assumption 1 implies independent witness failures. It is important that the
independence assumption is only made for different keys. Independence for different
witness() invocations is much less likely to be valid because past mismatches may indi-
cate higher probabilities of future mismatches.

Different from some previous approaches [5,10,13], our assumption in the model
is made probabilistically instead of deterministically (e.g., simply assuming no witness
mismatches). We argue that such modeling is important because it exposes the value of
ε, so that we can analyze how the error is potentially amplified in different protocols.

To utilize Assumption 1, we need to ensure:

Assumption 2 Existence of strongly correct player. The witness model assumes that
each execution has at least one strongly correct player.

Notice that it is rather reasonable to assume the existence of a player without near-
player network failures, since to provide useful service to end users, some player should
have good network connection. So the real assumption is requiring h correct keys.
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An execution is called non-trivial if it satisfies Assumption 2, otherwise it is trivial.
Our consensus protocols block in trivial executions, whose probability is defined as
unavailability.

Only strongly correct players actively “participate” in our consensus protocols, while
other players passively wait to learn of the decision value. Thus we only rely on inde-
pendent witness mismatches for strongly correct players. When two strongly correct
players p and q invoke witness() using the same set S of non-faulty keys, they collide
if they have a witness match on at least one key. It is easy to see that the possibility of
p and q not colliding (Pnc) is P

|S|
mis. Our consensus protocols ensure safety if all pairs

of strongly correct players collide. We define unsafety as the probability of executions
with multiple decision values over all non-trivial executions.

Practicality is a key goal of the witness model and implementing the model requires
zero effort in recent systems [25] with peer-to-peer routing functionality [27,30]. A
player does not need to maintain the m × t witness matrix, rather it uses m random
numerical values as keys. These random keys are generate from the same seed known
by all players, so that all players agree on the m keys. To reach a key, a player simply
sends the request using peer-to-peer routing, which automatically routes the request to
the node corresponding to the key. The same key may not be routed to the same node,
and such behavior is already abstracted in the witness model: This is exactly why we
may have mismatches. It is also possible that multiple keys are mapped to the same node,
thus affecting the independence assumption. However, such effects tend to be negligible
when we use random keys in a large-scale system. Time out mechanism and the tunable
value t are already part of peer-to-peer routing.

4 Witness Model Validation

4.1 Experimental Validation

In this section, we use three real Internet measurement traces [1,32] to validate Assump-
tion 1 and 2 in our witness model. Due to space limitations, we only give an overview of
the validation results; see [31] for full details. We use two players throughout this section
because Assumption 1 is made for pairs of players. While for Assumption 2, using two
players only makes our results look worse.

To verify the independence of witness mismatches, we first compute witness mis-
match correlation coefficients between each pair of keys. See [31] for why we choose
not to perform a statistical hypothesis test, and why studying correlation coefficients
(rather than stochastic independence) is sufficient for our purpose. Fig. 3 presents the
correlation coefficients between all pairs of witness keys for six keys in one trace based
on one mapping from the nodes in the trace to the players and witnesses in our model. In
Fig. 4, we also present the average correlation coefficient between all pairs of keys for all
mappings as a function of h. We argue that the near-zero correlation coefficients in both
Fig. 3 and Fig. 4 are good indications of non-correlated witness mismatches. The trend
in Fig. 4 also demonstrates the effectiveness of the h threshold to exclude those players
with near-player failures, and thus decrease the correlation among witness mismatches.

Our second analysis studies the effects of witness mismatches on Pnc. Fig. 5 plots
Pnc as a function of m under one trace with log-scale y-axis. See [31] for similar results
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Fig. 3. Correlation coefficient matrix for six
keys based on one mapping under the TACT
trace with m = 6, t = 1 and h = 1.
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Fig. 4. Average witness mismatch correlation
coefficients for all pairs of witness keys under
the TACT trace.
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under all other traces, which show that Pnc decreases roughly exponentially with m.
Finally, Fig. 6 presents the probability of trivial executions under two traces. The figure
shows that unavailability decreases exponentially with m before reaching zero.

4.2 When Witness Mismatches Are NOT Independent

As explained earlier, the witness model is motivated by the prevalence of fuzzy partitions.
In the rare cases of clean partitions, the assumption on independent witness mismatches
can be violated. Interestingly, it has been proven [12] that with the power-law distribution
of node degrees and the hierarchical structure of the Internet, the largest partition tends
to be much larger than the rest of the Internet. Namely, there will be one huge primary
partition, with many tiny secondary partitions around it. When players are randomly
distributed, with high probability some players will be in the primary partition. For
those players, our assumptions still hold and they will achieve consensus. For players
in secondary partitions, when h is not too small, they are unlikely to reach enough keys
to become strongly correct. To know whether a player is in a secondary partition under
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small h values, the player can also check whether all witnesses reached are in its local
domain, since clean partitions mostly occur at domain boundaries. Thus, clean partitions
probably will not affect unsafety much, but may increase unavailability because players
in secondary partitions will not be strongly correct.

5 Analytical Properties and Comparison

This section uses analytical methods to study the model’s unavailability, unsafety and
message complexity, and then compares the model to majority quorums.

We assume that there is at least one correct player without near-player network fail-
ures, so that we can focus on the witness “part” of the model. Based on Assumption 1
(which was validated in the last section), we use a fixed probability (Pmis) for inde-
pendent witness mismatches on each key. Remember that Assumption 1 necessarily
implies independent witness failures, and we use Pfail for such probability. To study
unavailability, we need to make an additional assumption in this section. We assume that
the correct player (we assumed earlier) cannot reach a correct witness with probability
Ptime due to network failures or overload. We further assume that such events are in-
dependent for different witnesses, since the player has no near-player network failures.
Such assumption on Ptime is based on the same intuition behind Assumption 1.

In the witness model, the correct player cannot reach a key with probability of
(Pfail + Ptime)t. With a worst case analysis, the system blocks when the player cannot
reach h keys, whose probability is:

unavailwit =
m∑

i=m−h+1

(
m

i

)
(Pfail + Ptime)t×i(1 − (Pfail + Ptime)t)m−i . (1)

All our consensus protocols have an unsafety of O(n2Pnc), where Pnc is:

Pnc =
m∑

i=h

(
m

i

)
(1 − P t

fail)
iP

t(m−i)
fail P i

mis . (2)

Larger h results in lower unsafety but higher unavailability. However, the following
theorem shows that Pnc can be rather independent of h. The reason is that the probability
of a faulty key (P t

fail) can easily be much smaller than Pmis, and thus unsafety is mostly
incurred when all m keys are non-faulty.

Theorem 1. 2 If P t
fail ≤ Pmis/m, then Pnc ≤ mPm

mis.

Notice that the condition of P t
fail ≤ Pmis/m can be easily met. Since Pnc is largely

determined by m, it is beneficial to use the smallest h possible. The h value still needs be
large enough to exclude players with near-player failures, but as shown in Section 4.1,
h = 1 or 2 is enough. We summarize the result on unsafety, unavailability and message
complexity in the following theorem:

Theorem 2. When P t
fail ≤ Pmis/m and h = 1, Pnc is at most mPm

mis and unavail-
ability is at most (Pfail + Ptime)mt. The expected message complexity to use witness()
once on all m keys is at most m/(1 − Pfail − Ptime).

2 The proof of all theorems in this paper can be found in [31].
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rate of an average Internet path [9].

One immediate result from the above theorem is that unavailability can be decreased
using a larger t without negatively affecting complexity or unsafety.

Next, we compare the witness model against a simple majority quorum system. We
will allow the quorum system to access all the witnesses used in our model. A majority
quorum system with mt nodes incurs O(mt) rather than O(m) messages per access. For
completeness, we thus compare our model against two majority quorum systems with
m nodes and mt nodes each. Trivially, a majority quorum system with k nodes blocks
with probability:

unavailmaj =
k∑

i=k/2

(
k

i

)
P i

fail(1 − Pfail)k−i >

(
k

k/2

)
(Pfail − P 2

fail)
k/2

> (2Pfail − 2P 2
fail)

k/2 ≥ (Pfail)k/2, when Pfail ≤ 0.5 . (3)

The previous pessimistic analysis shows that as long as Ptime <
√

Pfail−Pfail, the
witness model will have lower unavailability than even the majority quorum system with
mt nodes. Further notice that the condition is sufficient but not necessary. Of course,
the improved availability comes at the cost of a small unsafety, which decreases quickly
with increasing m. Fig. 7 plots the unavailability and Pnc of three systems under some
specific parameters.

6 Consensus Protocols under the Witness Model

In this section, we design three consensus protocols for the witness model that can tolerate
n − 1 player failures. We then give a lower bound on unsafety and discuss deterministic
termination. Since the focus of this paper is the witness model and its validation, we
defer the details of our protocols to [31] and this section gives an overview.
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6.1 Randomized Witness Consensus Protocol

The witness model ensures (probabilistic) collision of any two players even without
a majority of correct witnesses. This enables us to emulate shared-memory without
majority, which in turn transforms wait-free shared-memory consensus protocols to
message-passing consensus protocols that can tolerate n − 1 failures.

Specifically, we first define a probabilistic single-writer/multi-reader atomic register
(or probabilistic register in short), which is a single-writer/multi-reader atomic register
where reads may return stale values with error probability of ε. We do not make any
assumption on the correlation of stale reads. Using a protocol similar to that in [4], we
can implement such a probabilistic register under the witness model without requiring
a majority of correct witnesses. A player writes a value into the register by sending the
value to the witnesses using all m keys. The witnesses will then record the value. To
read a value, the player first retrieves the value using all m keys and then confirms the
value by writing it again to the witnesses. The second round in the read operation serves
to achieve atomicity. The resulting probabilistic register has an error probability of Pnc.
Next, we simply substitute registers with probabilistic registers in the RandCons() main
consensus protocol (Fig. 1 of [28]) and the SharedCoin() sub-protocol (Fig. 4 of [28])
(which is invoked by RandCons() each round). The following theorem summarizes how
stale reads affect the high-level guarantees of the protocol:

Theorem 3. Suppose we use probabilistic registers with error probability of ε <
1/(4n4) in the RandCons() protocol and SharedCoin() protocol. The resulting consen-
sus protocol has expected time complexity of O(n2), message complexity of O(n3m),
and unsafety of 16n2ε.

Even though the previous randomized protocol is rather straightforward, we em-
phasize that our construction is non-trivial. Probabilistic registers are not applicable to
all shared-memory protocols because of several subtle reasons. First, since stale reads
may be arbitrarily correlated, they can qualitatively change the termination property of
a shared-memory consensus protocol. For example, using probabilistic registers in the
consensus protocol [2] by Aspnes and Herlihy will result in a non-zero probability of
not terminating. Second, unsafety of a protocol is amplified by the number of rounds.
To properly bound unsafety, this prevents us from applying probabilistic registers to
protocols (such as Disk Paxos [16]) that only guarantee eventual termination. Finally,
in analyzing the effects of stale reads on protocol properties, potentially correlated stale
reads can introduce significant challenge. For example, it is yet unclear to us how stale
reads affect the shared coin protocol in [3].

6.2 Consensus Protocols Assuming Initially Dead

Emulating a shared-memory is not the only way to use the witness model. This section
presents two protocols that do not use the register abstraction. Both terminate determin-
istically but rely on the significant assumption of initially dead:

Assumption 3 Initially dead. We assume that a player is strongly correct as long as it
sends a single message during an execution. In other words, the only failure allowed is
a failure before the player enters the protocol.
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For Players: % input: initial preference of this player
for (int i = 1; i ≤ m; i++) {

witness(key[i], request permission);
if (cannot reach key[i]) continue to next iteration;
if (reply = denied) block until decision is received;

}
decide on input; repeatedly broadcast the decision value;

For Witnesses: % has granted: initialized to false;
On receiving a permission request:

if (has granted = false) {
has granted = true; return granted;

} else return denied;

Fig. 8. Sequential witness protocol.

Even though such assumption is quite strong, these protocols can be combined with the
randomized protocol to improve its performance.

Our first protocol is a sequential protocol (Fig. 8), which can be best explained with
an analogy of acquiring m locks. Without witness mismatch, only one player is able
to acquire all locks and become the winner. Other players will be “defeated” once they
collide with the winner on any lock.

Theorem 4. Assuming initially dead, the consensus protocol in Fig. 8 always terminates.
Its time complexity is O(m), message complexity is O(nm), and unsafety is

(
n
2

)
Pnc.

Due to space limitations, we omit discussion on the second protocol and present its
properties directly:

Theorem 5. Assuming initially dead, there exits a consensus protocol that always ter-
minates with time complexity of O(1), message complexity of O(nm), and unsafety of(
n
2

)
Pnc.

6.3 Lower Bound and Discussion

We now show that the
(
n
2

)
Pnc unsafety in the previous two protocols is actually optimal:

Theorem 6. Whether we assume initially dead or not, a consensus protocol under the
witness model has an unsafety of at least

(
n
2

)
Pnc.

Our protocols clearly show that the witness model helps to overcome the majority
barrier. However, the protocols cannot terminate deterministically (without assuming
initially dead). With just two players, the witness model becomes similar to the failure
detector of S [10], and deterministic termination is in fact possible. But with more than
two players, it remains unclear whether the model is strong enough to allow deterministic
termination.
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7 Conclusions

The majority barrier in asynchronous systems prevents us from achieving consensus
with more than n/2 fail-stop failures. This paper argues that such limitation severely
impacts distributed system availability. To overcome the majority barrier, we propose
a witness model that probabilistically strengthens the traditional asynchronous model.
Through experimental validation, we show that such model is weak enough to be realistic
in today’s Internet. Our consensus protocol design further proves that the model is strong
enough to overcome the barrier. We are currently incorporating the witness model into
our peer-to-peer system prototype.
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